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Abstract

Software development is notorious for failure, typically defined as over budget, late
delivery and/or poor quality of new information systems (IS) on project completion. The
consequences of such failure can be enormous, particularly financially. As such, there is
consensus by practitioners and academics alike that this practice is unacceptable. Yet
with a variety of accepted development methods and tools available for use by software
developers and project managers, there is still no significant reduction in the size or
frequency of failure reported. In an attempt to understand the conflicts which arise in
the development environment in which developers and project managers must operate,
the research area is the role and value of ethics in the development of managed software
projects. A definition of ethics in this context was provided by the IEEE/ACM Code of
Ethics. Research was additionally conducted to understand how other professions and
business areas define and enforce ethics in their respective working environments.
These were (UK) Law, Finance, Retail and, law practice in the European Union.
Interpretive research was then conducted to enable software development practices to be
understood from the view of developers and project managers in industry. Unethical
practices were then identified in a large IT company based in west London via a single,
six month in-depth case study, with the data collected analysed via a series of repertory
grids. Analysis and triangulation of the data collected via interviews, document analysis
and observations led to an improved understanding of the causes of the unethical
practices found. Conclusions and recommendations are then provided relating to
implications for (a) the company participating in the research, (b) the application of the

[EEE/ACM Code in industry (c) theory for ethicists.
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Chapter 1. Current Information Systems Development & Problems

1.1 Introduction

Most businesses in the current market place now depend on computerised information
systems (IS) in order to both function effectively and compete successfully to enable
their survival (ICSE 2000, SWECC 2000). With such a high level of dependency, it is
surprising to find software development known notoriously for failure (Benyon-Davies
et al 2000). With various methodologies and tools available for software developers and
project managers to utilize which were created and are accepted by professionals in the
industry, with consensus among many professionals in IS that such frequent and costly
failure is unacceptable the cause(s) of such failure warrants investigation. With the
current climate of blame pointing at software developers and their project managers,
research into the existence, or non-existence, of ethical practices in managed software
development is necessary. The awareness of ethics in project teams and the scope of its

practice/non-practice is, therefore, determined.

Section 1.2 provides a background into software development and examples of project
failure which have led to the notoriety associated with the discipline. Section 1.3
describes the nature of software development today, followed in Section 1.4 by a
description of the palliatives available to address some of the problems identified.
Section 1.5 identifies pertinent soft issues in software development, leading to Section
1.6 which describes a need for ethical awareness in software development. Section 1.7
then presents the aims and objectives for the research, followed in Section 1.8 by an

overview of method and, in Section 1.9, an outline of the dissertation.

1.2 Background

When compared to other disciplines, software development is a nascent discipline
falling under the remit of Information Systems (IS). Software development is typically a
managed process involving customers, analysts, software developers, project managers,
technical consultants and technical authors. Albeit a relatively new discipline, software
development and software project management are taught at universities, with
methodologies and tools used to encourage both consistency in approach and a high

level of quality in managed IS development (ISD).
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The failure of ISD comes in many forms, with symptoms existing at the end of software
projects invariably consisting of (grossly) exceeded budgets, far longer development
times than agreed at the outset and/or, inferior quality. This quality also comes in many
forms and, in this context, is defined as conformance to requirements (Yeates and Cadle
1996). Millions of pounds are lost each year due to poor quality ISD, resulting in new IS
requiring significant change when implemented or, being scrapped without ever

becoming operational. Other examples of software failure include:

e The air traffic control centre at Swanwick went into live operation over seven
years later than was expected and was many millions of pounds over budget

e In July 2000 both the main power and backup power for the Sydney air traffic
control system failed

e The bank records of over 17,000 suppliers were accessed by a hacker breaking
into the Australian Treasury departments computer records

e Norton ‘Antivirus’ 2000 was found to crash computer systems by confusing
device drivers with script files

e The $125m Mars Climate Observer probe approached Mars on target but got
100km too close for the probe to survive - blamed on erroneous commands sent
to it

e A UK rail disaster was blamed, in part, on the Automatic Train Protection
(ATP) system being switched off because the train driver had not been trained
In its use

e A second UK rail disaster was blamed, in part, on the train’s automatic warning

system (ATP) being switched off due to malfunctioning earlier in the day

For safety critical systems, achieving and maintaining high quality should be paramount
in the development process. One computer company was found guilty, however, of
contributing to a plane crash which killed 159 passengers. Risks with the software were
known about by the software company eleven months earlier than the date of the crash -
as shown by a memo used as evidence against the company in court - but not corrected.
In a separate context, NATO scientists created a computer virus ‘by mistake’ leading to
military secrets being made available on the internet. When testing the software for self
protection against external virus attacks, the experiment went wrong and the developers
unleashed the virus on themselves. On another occasion, the names of CIA agents were

made available through a newspaper’s website, despite having a layer of black boxes
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over the names. Anyone viewing the site could disable the black boxes by freezing the
page, resulting in the names of the secret agents being made fully visible. The list of
examples is by no means definitive, but shows a need for research into why ISD failure

with large scope and impact occurs with unacceptable frequency.

1.3 Software Development Today

The impact, cost and frequency of ISD failure has led to much active research into how
and why 1t occurs. One cause found is that new IS are large and complex (CLIST 2000,
Pouloudi 1999), while another cause found that some methodologies used to develop
and implement new IS take little or no account of the social, organisational, political,
economic or cultural issues (Walsham 1993). Other difficulties in the development
process include what Paul (1994) describes as the delivery of dead systems. These are
new IS built to meet the requirements of a specification created at some point in the past
- which may be in terms of years for larger systems - known as the project approach.
The dynamic and complex market-place in which (/iving) companies operate and
compete in today, however, requires systems which can evolve with the company in
order for it to survive. Despite this necessity, new systems are typically implemented
which were designed sometimes years earlier and are static in their operation - hence a
dead system is delivered into a living organisation. The need for living systems to be
delivered was first advocated by Burns and Stalker (1961) and later, Lawrence and
Lorsch (1967), yet still some four decades later, the IS industry still invariably depends
on the project approach for the development of new software - resulting in frequent high

impact failure as defined above.

Software size is known to have grown by over 80% a year, but a study on bug density
found little progress in its reduction over the last 20 years (Dakin 1996, Halang 1998).
Yet still software is used at the highest levels of safety criticality, often with fatal
consequences - often without fatal consequences as well, but just one unnecessary
fatality is surely one too many. In addition, software developers often have many more
opportunities to do good or cause harm, or to influence others to act in the same way
than other professionals (Gotterbarn 1999a, Sedlet 1999). Postmodernity is described as
fragmented, invariably associated with change and uncertainty and, consists of
multiplicities of experience and differentiation. Consequently, hyper-individualism has

been created, fuelled by the new contemporary ‘me’ generation (Johnson and Smith, 99,
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Walsham 1993). As such, these opportunities to do harm or good are achieved not only
through developers’ behaviour, but also through their programming skills. Program code
is typically mentally owned by the developer and as such, elegance in structure and use
of impressive algorithms are commonly given a higher priority over producing code
which is dependable (Dakin 1996, Halang 1998, Oliver 1998). This practice is thought
to support or boost the ego of developers who believe they know better than their
colleagues. This esoteric knowledge - resulting in a guru status - is also rewarded by
financial bonuses to individuals (particularly in the West) when achieving specific
targets, reflecting typical pay structures focused toward individuals rather than project
teams as a whole. The resulting code is thus unnecessarily and artificially complex,
which goes against the raison d’étre of most software development methodologies:
KISS (Keep It Simple, Stupid) (Salt 1998). The sharing of information is necessary, in
conjunction with team rewards, to facilitate a reduction in ISD failure. It is
acknowledged, however, that code which looks complex may actually be simple in
operation but structural simplicity is traded for performance. The presence of elegant
code compounds the problem of determining the impact of new technology which, even
on its own, is difficult to calculate and additionally, errors and violations in the code
may lie dormant beyond the end of a contract (Timpka 1999, Irani 2000). This may be
deliberate of course, for contractors hoping to have their contracts extended and thus
keep themselves employed (Harris 2000). The consequential result - in this case
complex code - and initial justification for it, highlights a need to understand the

reasoning behind actions to enable a correct attitude towards it.

Schnettler (2000) and Sommerville et al (1998) argue that it is not the development
methodology used that determines the success of a project, but ensuring that the project
has the correct technical specifications, a complete project plan, set milestones, realistic
deadlines and provisions for changes in scope and user requirements. Problems that
arise are frequently caused by bad planning, poor communication and/or unrealistic
expectations by either the customer or the project manager. The gathering of
requirements from a customer for a new IS, however, is known to be problematic.
Individual interpretations and subsequent decision-making are all based on subjectives,
conjectures, prejudice, bias, skills and experience. These qualities are all unique to each
individual, the corollary being our interpretations and decision-making abilities will
never exactly match those of anyone else (Introna et al 1999, Oliver 1998, Walsham
1993). It is not possible, therefore, for new IS requirements to be understood correctly

and completely by any two people involved in ISD. Paul (1994) further argues that even
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if we could have the same correct and complete understanding as everyone else,
customers do not know what they require of a new IS anyway. We additionally need to
find a way of eliciting what customers want, therefore, so that we can develop new IS

which meets their exact requirements and is not seen to fail when implemented.

Patrick, F. (2004) found the practical reality of making and keeping to agreements
necessary for successful projects is hindered by common problems: people on projects
are reluctant to promise the unknown, plans are disrupted by re-work, schedules are
stretched — at best — by contention for resources that are involved in more than one
project. Resources are often used in mixed and multiple project environments. A limited
pool of people and resources are assigned to mixed responsibilities, such as
development and maintenance — and/or are shared across multiple concurrent projects.
The resulting compromise on ethical development practices are a major source of
difficulty in promising and delivering software projects. Bouncing back and forth
between unfinished tasks in an effort to show progress merely delays all the milestone
deliverables and wastes valuable time in unnecessary set down, set up and ‘Where was
I?° questions at every restart. Furthermore, development projects are undertaken in an
uncertain environment: management is, therefore, about prediction. There is never
enough time to develop and manage a project correctly but, time is always found for re-
work. Estimates are requested long before many of the details of the project are really
understood and, are often accompanied by a stream of caveats or disclaimers as a
consequence. An environment is needed that allows people to do their best work on the
task at hand. Estimates should, therefore, not be seen as fixed commitments. Where a
rational planning process is in place, it invariably becomes a negotiation process where
no-one is really satisfied with the outcome. The fear of promising something with many
unknowns leads to many unethical behaviours, such as high initial estimates offered
with the expectation that they will be reduced. Making project promises that everyone is
satisfied with is difficult. Keeping promises that are the result of negotiation is even
more difficult. Uncertainty must be acknowledged by all involved and managed
appropriately. Projects are about dependent and interdependent efforts, uncertainty all
the way and, the allocation of resources to tasks in pursuit of a goal. As these are
important, they deserve focused attention and common-sense management. Planning to

plan as the project progresses is thus required, knowing that factors will change as time

progresses.
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Software development moves from gathering requirements to specification of the
modules of the code required to deliver those requirements. Thompson N. (2003)
supports Patrick above by acknowledging that developers may discuss the necessary
requirements with customers but also, may additionally/instead imagine what they
actually require and, then write the code directly. A separate specification of the
necessary modules of code then exists in the mind of each of the developers involved in
the project, with the number of differences between the perceived requirements
increasing with the number of developers in the team. Thompson further argues the
formalised approach to development advocating ‘best practice’ typically results in a

development environment containing the following unethical attributes:

e Excessive volumes of documentation

e Blind adherence to bureaucratic rules

e Excessive attention to quality and process maturity concepts of unproven value
e Advocation of standards over skill, initiative and judgment

e Disregard of team members who may be excellent at what they do but do not

have official qualifications

Kaner et al., (2002), advocate teaching the use of ‘tips and tricks’ of reading code with
the goal of avoiding future pitfalls rather than finding errors as the code is developed.
The authors offer over 200 lessons constructed from years of experience in software
development, with explanations and examples of each problem provided to help
illustrate each lesson’s objectives. The practical value, however, of each lesson still
needs to be established against industry standards. With a nascent profession seeking
consistency and uniformity through the implementation of de jure standards, the
practices offered by these authors may not correlate with those of a governing body.
With the acknowledgement and acceptance of the public interest prevailing at all times
(advocated by both Kaner et al. and the ACM/IEEE bodies) when implementing the tips
taught, however, the practical value of the lessons proposed may prove more valuable

than an official code known to contain weaknesses.

One of the early stages of software development is referred to by Miller, S (2004) as
‘analysis paralysis.” This is when the gathering of requirements takes far longer than
originally anticipated and analysis of the requirements delays the start of the project
further still. Practices which aim to facilitate the end, or prevent, the paralysis stage

altogether can be found in the literature, including Joint Application Development
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(JAD). This approach requires the stakeholders to meet and have brain storming
sessions early on in the project to facilitate the gathering of desired requirements and
ensure a uniform understanding of them. The aim of JAD is to prevent the unethical
practices described above. When changes are required, however, it is essential to know
what to change, how to change it, how to cause the change to happen and, knowing who
the right people are to implement it. Process improvement models available may not fit
the team culture. What appears to be progress to some may appear as obvious to others,
whereas some may not comprehend the progress at all. Miller identifies the following
1ssues as important when managing an software project: (a) team size and criticality of
the project, (b) critical projects require publicly visible correctness and, (c) rigid and
highly disciplined methodologies do not work in reality as well as intended by their
respective authors as team members are individuals and may not conform to the authors’

assumptions with regard to their skills, experience, commitment, etc.

A myriad of IS models exist with the purpose of enhancing the development and
management of ethical software projects. Maturity models are just one example
available to practitioners, and include: (a) Capability maturity model for software (SW-
CMM), (b) Software engineering Capability maturity model (SE-CMM), (c¢) Project
management maturity model (PMMM), (d) Automated software testing maturity model
and, (e) Software reliability engineering maturity model. What these models have in
common, however - as well as another thirty-something maturity models identified - is
that they focus on the maturity level of the software development processes in place and
not on the developers or managers implementing those processes. Copeland (2003)
argues another maturity model is required to focus on those actually implementing the
development processes to measure their own personal maturity. He identified five levels

in his new Maturity Maturity Model (M3), as defined below:

e Level 1: People are not influenced by thoughts of duty, responsibility, peer
approval, accepted forms of behaviour as defined by society, ethics or benefits.
They behave autonomously and speak freely

e Level 2: Maturity is acknowledged but not practiced. There is commitment to
non-commitment. This level is for those who grow older but do not grow up

e Level 3: People at this level are fussy about detail, but do not know what for or
why. They have their head buried in the sand

e Level 4: People seek corporate success here, with the top of the ladder

remaining out of reach regardless of progress upwards. They seek and hold
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tightly to arbitrary rules as a coping mechanism in their hectic little worlds.
They are guided by reward and punishment. They are often anxious,
hypersensitive, hypocritical and often bad tempered

o Level 5: People reflect at this level about the ethical and moral values attached

to their actions. They willingly amend their ways to fit within these values

The model is intended to guide practitioners in understanding their own maturity which
may then lead to ethical working practices. The process of application of individual
evaluation and consequent reflection and desired course of action are not stated,
although the findings of developers for project managers may result in tailored

management to meet individual needs.

At the ETHICOMP Conference 2002, 75% of survey respondents carried out by
Rogerson and Prior (2003) stated they would not work on a project which they
considered to be unethical, although this contrasted with a 78% response in favour of
working on a challenging project irrespective of its purpose or overall objectives. In
2000 the survey found 91% of respondents in favour of this (latter) statement. What the
survey also found was there appeared to be a link between answers obtained and ages of
the respondents. 75% of those who were either indifferent or in favour of working on a
project regardless of its purpose or overall objectives were under 40 years of age. In
deed, some respondents stated they were prepared to use another employee’s password -
with their permission - to gain access to data they were not authorised to see. Other
respondents employed in the IS sector stated they preferred a non-transparent
relationship with their customers. Where new software projects are running late or over
budget, a reduction in the testing of software was found to be acceptable to some
respondents, as found in earlier surveys. Furthermore, 69% of respondents from
developed countries were in favour of developing software more quickly. Only 7% were
opposed to the idea. Without the context of the answers provided, however, the
percentages are not meaningful. The survey authors subsequently made

recommendations to companies which include:

e Establish an ethical code of conduct for all employees if they do not currently

have one in place
e Establish whistle blowing procedures
e Provide a working environment which encourages ethical working practices

which promote commercial advantage

19



e TheRoteand Value of Ethical Frameworks in Software Development

* Support developers and managers to reject temptations to bow to commercial

pressures which may lead to unethical working practices

For ethical codes to be easy to remember they also need to be short and clear. For the
many situations where ethical considerations arise, however, such codes lack the detail
required. The IEEE/ACM Code attempts to address this dilemma with an aspirational
preamble and subsequent detail for more specific circumstances. Even then, behaviour
delimited by the requirements of a code does not necessarily warrant it as ethical per se.
For example, argues Fairweather (2004), a requirement to only access other people’s
computer files with their permission prevents surveillance from investigating possibly
corrupt behaviour on the part of the owner of the file. Another requirement of the
[EEE/ACM code is the prohibited use of a company’s computing resources without
proper authorisation. In the event of an emergency, use of such a computer may be
necessary for a specific purpose. It is important to consider the context of a situation
requiring ethical decision-making, therefore, in order for an acceptable choice to be
made. Furthermore, consideration of ethical issues when decision-making - although
encouraged - is pointless without subsequent and appropriate action by the decision

maker.

Rogerson (2004) argues UK companies are lacking in recognising their obligations to
ensure ethical behaviour is conducted in the workplace. Even in society at large, parents
are turning a blind eye to the conduct of their children, oblivious to it, or even learning
from them. This can take the form, for example, of copying music files illegally from
the internet. A public inquiry has begun, therefore, in an attempt to close loopholes in
the Computer Misuse Act to further ensure only ethical behaviour is exercised. The
Swedish government recently exercised control by closing down a website which it
deemed to breach acceptable use of the internet. China also closed down two websites
whose content was found to be unacceptable. In a time where freedom of expression is
advocated, censorship by governments still prevails with the aim of securing the public
interest. In a modern, complex and global society, the ability, tools and confidence to
address unethical behaviour are still necessary to prevent a legacy of the consequences
of such from being passed to future generations. If unethical behaviour cannot be

prevented, however, Rogerson suggests the taking out of adequate insurance cover

against such consequences.
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1.4 Characteristics of Palliatives in Use

With so many problems it is clear to that a solution, if one exists, will be difficult to
find. As stated previously, much research has been conducted to reduce or omit at least
some of the known unethical practices. Possible remedies proposed to date include new,
or amended, development approaches and respective models. For example, for each of
the three problems identified above (i.e. over budget, over time and inferior quality), the
following have been proposed in an attempt to remedy them: Rapid Application
Development (RAD), Component Based Design (CBD) and the Capability Maturity
Model (CMM), respectively. These approaches have the following primary aims: (a)
RAD aims to have new systems finished within the budget constraints by building the
systems quickly, (b) CBD aims to reduce development time by assembling a new system
made up of components which are written, tested and documented prior to assembly

and, (¢) CMM aims to improve quality by improving software development processes.

Although each of the above approaches aims to facilitate successful completion of
software projects with the use of ethical development practices, they are only
facilitators and offer no guarantees for project success. In reality, all three approaches
only address individual weaknesses in software development and, therefore, do not
provide the panacea ideally sought (Macredie 1998). The reasons for this are as follows.
RAD fails as it requires quality to be redefined, as systems built quickly are not able to
meet fully the original requirements or, be completely tested in the time available. CBD
fails as dependencies accrue over time between the components in the system, resulting
in potentially very expensive maintenance as the ripple effect of adding new
components cannot be determined before insertion. Moreover, testing is problematic,
again with the ripple effect unknown and the possible requirement of the system to be
switched off for the test duration. CMM fails as it assumes all problems are managerial,
without regard for either technological or social issues (Macredie 1998). Social issues
were also ignored, for example, by SSADM (Structured Systems Analysis and Design

Methodology), which is one reason for its failure to successfully address the problems

outlined above (Nicholls 1987).

Furthermore, the above development approaches only provide prima facie solutions as
they are focused on the development processes per se, and do not accommodate the
process as part of a much bigger picture, which, of course, it is. This mechanistic

approach to software development invariably produces systems which are rigid and
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inflexible - i.e. dead systems, as described above (Walsham 1993). The bigger picture
comprises of not only the business environment within which the new system must
function, but also soft issues, i.e. the people involved. Each of these groups of people
has their own set of needs which should be met for a new IS to have a chance of
succeeding. Any attempt to create a complete and correct set of user-requirements
without regard for the social context, multiple perspectives and ambiguities of
organisational life is unlikely to succeed (Kyng 1991). From a managerial perspective,
such mechanistic approaches to software development are further likely to result in
developers’ poor productivity and lack of motivation (Macredie 1998, Sommerville
1998, Yeates and Cadle 1996, Walsham 1993). As such, RAD, CBD and CMM are only

palliatives, and do not provide the remedy sought to remove the notoriety from the IS

profession.

1.5 Soft Issues in Software Development

It is now apparent that approaches to system development that encapsulate soft issues -
for example, developers’ needs - are necessary, due to the inherent social process of
communication and learning (Walsham 1993). A new approach needs to accommodate
the large part people have to play at all stages in a systems life cycle, from inception
through to decommissioning. Sommerville ef al (1998) argue ethical systems depend on
ethical people to build them - supported by Lembke et al (1998). Soft issues are now
regarded, therefore, just as important as technological and managerial issues

(Themistocleous, 2000, Walsham 1993).

System development in the workplace today is invariably team-oriented, and has been
for some time. Research has found, however, that the optimum size of a project team to
develop new IS is 6 to 8 members. Project teams with a larger number of members were
not found to have a relative increase in production, due to the increased communication
overhead (Elzer 1988). Regardless of team size though, rapport between team members
needs to be good in order for the team to be productive, i.e. esprit de corps needs to be
present throughout the duration of development. It is the project manager’s
responsibility to identify, track and resolve any conflicts that arise, both intra and inter
team, that team members are not able to resolve themselves (Kawano 1997, Yeates and
Cadle 1996, Freeman 2000). Imposed decisions, although necessary in a tie-break

situation to prevent inaction, should be avoided wherever possible, argues Walsham
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(1993) as success of any kind usually requires consensus from all pertinent
stakeholders. Ultimately, the best solutions result in a win-win situation for all parties

involved (Introna and Pouloudi 1999).

The delegation of responsibility for decision-making from a project manager to the team
members identifies a management style encouraging empowerment and autonomy - such
as Laissez Faire, where developers only consult with their project manager when they
choose to do so. This could lead us to trying to define what a good manager is, such as
someone who is forceful yet sensitive, intelligent yet not too clever and so forth
(Sommerville ef al 1998). A list of desirable attributes of a good project manager could
be compiled, but when complete it would explicitly identify the impossibility of finding
managers who possess all the attributes sought and, not having any (negative) others.
But ultimately, how much responsibility is delegated will be different for every project
manager with demarcation contextually defined. To compound the problem yet further,
more companies than ever before now have international offices and, with the advent of
the World Wide Web, access to the global marketplace has been enabled for all
companies - regardless of size or available resources. As a result, software development
can now be conducted across multiple continents with geographically dispersed project
teams - which exacerbates the task of finding a solution to the unethical practices

identified above.

Whatever approach is taken to forming a project team, ideally the team should
ultimately consist of a manager and developers who are ethical (Armstrong 1993, Elzer
1988). Not only should this facilitate good relationships among the developers leading
to higher productivity, it should also accommodate the current lack of de jure standards

needed to facilitate ethical software development (Yeates and Cadle 1996).

1.6 Ethical Awareness in IS

The literature shows a consensus on the need for a greater focus on ethical issues, not
only to address the problems outlined above in system development, but also to
facilitate the growth of the software engineering profession as a whole (Stephens 2000).
Furthermore, it is argued that ethical issues need to be addressed as they cannot be
safely ignored (Hasnas and Smith 1999), with early attempts to produce ethical

guidelines in ISD concentrating on confidentiality, accuracy, property rights and
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accessibility (Timpka 1999). Ethics is proposed as being inherent in ISD and, certainly
lives longer than any hardware used. But at all stages of a system’s life are unethical
actions commonplace, with software development developers specifically taking the full
force of the criticism in the media (Sedlet 1999, Abi-Raad 1999, Dakin 1996). This
dissertation, therefore, is concerned with the ethics affecting project teams during the
development of new IS with the symptoms of unethical practices found to include
(Hirschheim and Smithson 1988, Currie 1989, Sedlet 1999, Grodzinsky 1999, Timpka
1999, Dakin 1996, Walsham 1993, Gobold 1999, JSB 2000):

* Supply of inaccurate/untimely e Strategy formation outside the
information control of local management

e Software released with known e Complacency resulting from
bugs success

¢ Inappropriate political ¢ Game-playing with budgets
influences

Other unethical practices which may be ‘hidden’ include user dissatisfaction,
absenteeism and, stress felt by any of the many people involved - whether they be, for
example, the software developers or end-users (Walsham 1993). The causes of these
symptoms could be summarized as a lack/omission of quality, reliability and/or safety -
or simply unethical behaviour (Halang 1998). It is postulated here that their cause, at
least partly, lies in ethical tensions between the constraints of quality, cost and time and,
partly because the state of the world today can be described as disordered (Cooper and
Fox 1989). The list above is certainly not exhaustive and shows a need for an ethical
contribution to ISD. This contribution is needed not only during system development
(by developers and project managers alike), but also during a system’s operation and
maintenance and by senior management, as frequently highlighted in the media. As the
benefits of a newly implemented information system are often difficult to quantify in a
meaningful way, intangible and uncertain, this could also hinder or prevent actions

being taken from an ethical basis as the benefits are not clear (Symons and Walsham

1988).

Pouloudi (1999) and Sedlet (1999) argue that awareness of ethics is growing and that it
should be inherent in all under-graduate modules used for teaching ISD. This is due in
part to the problems identified above and business issues focusing predominantly on

power, politics and profits. Total power and control is not possible anyway and should
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be realised by management so as to prevent poor planning, reduced organisational
effectiveness and consequent bad feeling in project teams (Abi-Raad 1999, Gobold
1999, Walsham 1993). The toleration of unethical behaviour by managers can subject
them per se to personal and organisational liability (Dakin 1996). The status quo is not
acceptable to stakeholders either, who include shareholders, end users, maintainers,
senior management and other employees (Gobold 1999, Walsham 1993). Pouloudi
(1999) notes, however, that these stakeholders are neutral and consideration of their
ethical views is contingent on the manager of the IS. Walsham (1993) argues the role of
an IS strategist includes acting as an ethical agent, concerned with the creation and
recreation of ethical values for individuals, the organisation and society at large, which
could address some of the concerns highlighted above. ISD is always reacting to crises,
however, with information available highlighting past problems and not predicting

possible future problems.

The computerized worldwide interconnections in place today have created a knowledge
society in a global village, which enables decisions taken by developers locally to have
a global impact. Never before has a business environment without boundaries been
available or accessible to all (Abi-Raad 1999, Computing 2000a, CLIST 2000, Svensen
1998). It is unfortunate then, that this scale of magnitude is equally reflected in the
negative impact of unethical practice. Power of this size must then necessitate
responsibility and accountability. This is widely supported by the great philosophers,
including Hobbes, Smith, Will and Schmitt. There is a small group of philosophers who
contend the issue of course, including Godwin, although the former stance is taken by
the author. There are certainly many more opportunities at this juncture for developers
to conduct themselves ethically or unethically, with the consequence often hard to
calculate (Abi-Raad 1999, Grodzinsky 1999, Timpka 1999). Software development
must be conducted with ethical ISD as its goal, therefore, but as a discipline is still
relatively nascent when compared to other more established disciplines such as law or
medicine. Unfortunately, the manifestation of software development is founded on
buzzwords with decisions frequently based on what is fashionable at the time - as
against the technical merits at hand. It is argued that decisions taken in software
development should not just be based on technological issues, but should place (at least)
equal consideration on social and ethical issues (CLIST 2000, Gobold 1999, Halang
1998). Existence of the unethical development practices identified above provides
additional support for a wider consideration when decision making, in an attempt to

reduce or remove the problems completely - although the software development
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environment is known to be socially complex - which hampers any corrective effort
(Dakin 1996).

The scope of impact clearly determines the scale of consequence. If customers of new
IS feel the negative impact of unethical practice, a loss of (possibly repeat) business can
be expected in the worst case, a damaged relationship at best. A generic product may be
boycotted and internally, developers may leave (voluntarily or coerced) or, they may be
considered untrustworthy by their colleague(s) and/or themselves (Gobold 1999). Mill
argued the implementation of ethical practices additionally engenders positive self-

worth, resulting in an increased capability of higher value to others (Oliver 1998).

A continuum of unethical behaviour will lead us from examining ethics from a
philosophical viewpoint to a legal discussion, as has happened in the US which
introduced new laws in an attempt to combat current problems (Dakin 1996, Grodzinsky
1999). This could be seen as an extreme measure, as some Americans are known, for
example, to believe the introduction of privacy laws is only wanted by those with
something to hide. Conversely, the Europeans are less suspicious and more welcoming
of new legislation to establish and maintain ethical control (Halang 1998, Dakin 1996,
Pouloudi 2000). Legislation has also been passed in the UK in an attempt to address
some the problems outlined above, for example, the Computer Misuse Act (1990), the
Copyright, Designs and Patents Act (1990), the Data Protection Act (1984) and more
recently, an act giving employers the right to monitor employees’ email (Bott et al,
1996). Bad development practice needs to be overcome, therefore, as unethical
developers not only destroy their own credibility but also destroy the credibility of other
- ethical - developers and that of the companies which employ them. This could be
achieved formally through legislative requirements or more informally through

frameworks and codes of ethical practice.

Clearly no panacea exists in the global environment in which most companies now
operate and compete due to the complexity and interaction of business and societies
(Abi-Raad 1999, Pouloudi 2000). Even Lyotard and Montaigne argued it may not be
possible to find a solution to unethical practices encountered (Oliver 1998). The
chances of this undesired result occurring is increased if Oliver is to believed, who
argues ethical values are weakening significantly in the modern world (also supported
by Hurst 2000). Lyotard, a contemporary philosopher, argues society has now willfully
abandoned ethical standards (Oliver 1998). The proposition here is that:
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With the failure of software projects still prevalent after the advent of accepted
software development methodologies and tools, we should try to determine the
cause(s) of the bad practices identified. We need a framework, therefore, to
firstly define what ethics actually is in the context of ISD and, then determine
the cause of the unethical practices that lead to the invariable software project

failure which give the profession notoriety.

Ethical awareness in IS is therefore growing. To enable faster growth, however, it
useful to consider the role of ethics in other areas. This will enable lessons to be
learned from established professions and facilitate the successful implementation of

an IS ethical code. Other professions are considered below.

1.7 Ethical Awareness in Other Professions

To understand the role of ethics and how it is implemented in other contexts, with the
objective of providing suggestions for improvement to an IS ethical code, research was
conducted into the following: UK Law, European Law, the Retail sector (Marks and
Spencer) and the Financial Services sector (Financial Services Authority). The findings
are presented below. Additional information can be found in Appendix C for the

interested reader.

1.7.1 UK Law

The rules and principles which govern the professional conduct of solicitors are created
and implemented by the Law Society which is a voluntary body established under Royal
Charter (1845). The purpose of the Society is to promote professional improvement and
to facilitate the acquisition of legal knowledge. Much of the work below is taken from

Taylor, N. (1999).

In a society founded on respect for the rule of law a solicitor fulfils a special role. He
must serve the interests of justice in addition to meeting the needs of his client. He
therefore also needs to be his client’s advisor as well as his defendant of rights. The role
creates both legal and ethical obligations on solicitors then, towards his client, the

courts, the legal profession and his colleagues. These obligations additionally extend to

27



i
e Thre Rotearma Value of Ethical Frameworks in Software Development

the public, binding the two together by respect for rules which the legal profession

creates itself in order to protect human rights.

The Law Society’s code evolves to reflect the changes in society and, the role of
solicitors in society. A working party exists which examines the principles which
underlie its rule-making function and, to facilitate consistency in-rule making in line
with those principles. Crucial to this process is the input from the society’s members.
The motivation for these processes is the goal of a rule book which reflects the reality of
running a practice in modern times and, of equal importance, which protects the public
interest. The rule book, known as The Guide, is intended to maintain a proper standard
of conduct as a hallmark of the profession and vital to the administration of justice. The
Professional Ethics department of the Law Society is responsible for producing The
Guide - which consists of approximately 900 pages. Topics covered include (a)
solicitors in practice, (b) client relationships and care, (c) conflict of interest, (d)

obligations to others, (e) financial regulations and, (f) disciplinary processes.

The Law Society keeps a roll of all practicing solicitors as required — by the Solicitors
Act 1974 and the Solicitors (Keeping of the Roll) Regulations 1999. In all cases the
Law Society has the power to waive in writing any of the provisions of the regulations
and to revoke such waivers. Practicing certificates are renewed annually for all
solicitors. New certificates specify its date of commencement, its date of replacement
and, any conditions imposed by the Law Society. Application for new certificates must
be completed correctly and in full, including two signatures from other practicing
solicitors who are not related or employed or partners of the applicant. Where forms are
completed and signed by a solicitor other than the applicant, he must take reasonable
steps in ensuring the details are correct. Solicitors without practising certificates can
remain on the roll if they notify the Society annually in writing. The Society can remove
their names if they have not requested to be included in the Roll by firstly issuing a
notice of intention. Solicitors cannot practice unless they have been admitted as a
solicitor, have a practicing certificate and, are on the Roll. Exceptions exist, including
someone °...who is supervised by a qualified person’. Applications for admittance to
become a solicitor should be submitted simultaneously with an application for a
practicing certificate. A solicitor who has been suspended can still obtain permission
from the Law Society to be employed but only to do work carried out normally by a
solicitor’s clerk. For example, only a solicitor with a current practicing certificate can

authorise withdrawals of money from a client account — Solicitors Accounts Rules
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(1998). In normal circumstances, a practicing certificate must be held and is renewed
annually, in accordance with the Solicitors Act 1974 and the Practicing Certificate
Regulations 1995. A fee must be paid to renew the certificate each year by the
applicant. Applications for certificates can be refused, for example, where a solicitor
has failed to give a satisfactory explanation of his conduct, or where a solicitor has
entered into difficulties with his creditors or where a solicitor has delivered late an
accountants report. An appeal against a refusal or against the imposition of a condition
must be made to the Master of the Rolls (any judge of the Supreme Court) or the High
Court within 4 weeks — as required by the Solicitors Act 1974 and the Master of the
Rolls (Appeals and Applications) Regulations 1991. Solicitors cannot practice as a sole
partner unless they have been practicing for a minimum of 3 years. He cannot, therefore,
supervise an office as described below. (The Master of the Rolls is empowered to ‘make

any order as he thinks fit’ (p56).)

An annual contribution is also required to be made by all certified solicitors to the
Solicitors’ Compensation Fund. The Compensation Fund provides compensation to
those who suffer loss resulting from a solicitor’s dishonesty. The fund is a fund of last
resort, with no grants made available where recovery is possible from another source,

such as an insurance policy or another person.

The rules and principles of professional conduct which fall under the remit of this

research are found in the first chapter of The Guide. These are set out as follows:

1.01  Practice rule 1 - basic principles

1.02  Basic principles - additional guidance

1.03  Sources — statutory and non-statutory

1.04  Practice rules — as made by the Law Society, covering professional
conduct, practice and discipline

105 Accounts rules — business accounts and monies of clients

1.06 Indemnity rules — fund to cover professional indemnity in private
practice

1.07 Waivers and other dispensations — contained within most rules
regarding conduct

1.08 Behaviour outside legal practice — must not bring the profession nto
disrepute

109 Advice and help — offered confidentially regarding conduct expected
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1A Solicitors’ Practice Rules 1990
1B Solicitors’ Anti-Discrimination Rule 1995

In more tangible terms, Practice Rule 1 (basic principles) is described as: ‘A solicitor
shall not do anything in the course of practising as a solicitor or permit another person
to do anything on his behalf, which compromises or impairs or is likely to compromise
or impair any of the following: (a) the solicitor’s independence or integrity, (b) a
person’s freedom to instruct a solicitor of his choice, (c) the solicitor’s duty to act in the
best interests of the client, (d) the good repute of the solicitor or of the solicitor’s

profession, (e) the solicitor’s proper standard of work and, (f) the solicitor’s duty to the

Court.

The basic principles of all conduct governing the professional practice of solicitors is
summed up in Practice Rule 1. When a conflict arises between two or more of the
principles, the determining factor over which should take precedence must be public
interest. The requirements of professional conduct arise from many statutory and non-

statutory sources. A list of these sources can be found in Appendix D.

The Law Society provides guidance on conduct, for example, including (1) the
principles and other guidance contained in the chapters of The Guide, (2) the Solicitors’
Anti-Discrimination Code and, (3) the International Code of Ethics of the International
Bar Association. The latter non-statutory sources provide input on matters of complaint,
regulation and discipline. The bases of conduct of both sources are closely intertwined
and do not function independently of each other. A statutory rule, for example, may be
based on a common law ethical requirement. Non-statutory guidance may be based on
an interpretation of statutory rules. Some changes to non-statutory guidance regarding a
solicitor’s conduct requires - by the Courts and Legal Services Act 1990 - approval by
the Lord Chancellor and four judges. The Guide points out that the professional conduct
required of solicitors should not be confused with the general requirements of the law.
The expected professional conduct of solicitors is described in The Guide and, also in
‘Cordery on Solicitors’ (Butterworth). Some information exists in The Guide under the
heading of Practice Information, which is for information purposes only and not to be

considered requirements of professional conduct.

Many codes of conduct have been created by the Law Society to ensure professional

conduct is exercised by solicitors and include:
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* The Solicitors’ Publicity Code 1990

* The Solicitors’ Introduction and Referral Code 1990
* The Employed Solicitors Code 1990

* The Solicitors’ Separate Business Code 1994

¢ The Law Society’s Code for Advocacy

Rules have also been created and implemented to facilitate achievement of the same

goal:

e The Solicitors’ Anti-Discrimination Rule 1995
e The Solicitors’ Investment Business Rules 1995
e The Solicitors’ Overseas Practice Rules 1990

e The Solicitors’ Incorporated Practice Rules 1988

The monitoring of solicitors is the responsibility of the Monitoring and Investigation
Unit of the Office for the Supervision of Solicitors. Anyone acting as a solicitor without
qualification will be guilty of an offence and liable on conviction of indictment to
imprisonment of not more than 2 years or to a fine or both. He will also be guilty of
contempt of court in any trial in which he may have been participating and punished
accordingly. The Office for the Supervision of Solicitors has powers which, where

required, include:

¢ Reprimanding a solicitor

e Disallowing part or all of the solicitor’s costs

e Directing a solicitor to rectify an error at his expense

e Directing a solicitor top pay compensation up to £5,000.00

e Directing a solicitor to take any other action at his own expense as specified
e Directing a solicitor to pay interest

e Refusing to issue a practicing certificate or a conditional certificate
e Imposing conditions on a current practicing certificate

e Recovering money and papers for a client’s new solicitor

e Ordering an inspection of accounts

e Intervening in a solicitor’s practice

e Instituting disciplinary proceedings before the Solicitors Disciplinary Tribunal
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Clearly these powers are lacking in the [IEEE/ACM bodies and their introduction would
facilitate the administrators’ quest for acceptable and uniform behaviour of its members.

In addition, when a solicitor goes bankrupt his certificate is automatically suspended.

The regulation for management of a solicitor’s office is of particular importance to this
research as efficacious project management is key to ensuring the delivery of new IS
within the constraints of cost, quality and time as required by customers. Rules exist
which require solicitors ensure their offices are and can reasonably be seen to be
properly supervised in accordance with the following minimum standards: (a) he shall
spend sufficient time there to ensure adequate control, (b) he shall hold a current
practicing certificate of not less than 3 years and, (c) offices shall be attended when

telephone calls from clients are possible for all the hours in that duration by a solicitor.

Also within the requirements of The Guide is an obligation for solicitors not to behave
in their professional or private lives in a way which is fraudulent, deceitful or otherwise
harmful to the profession. A Tribunal within the Law Society exists to investigate cases

of possible misconduct. The most fundamental purpose of the Tribunal is:

‘to maintain the reputation of the solicitors profession as one in which every member, of
whatever standing, may be trusted to the ends of the earth. To maintain this reputation
and sustain public confidence in the integrity of the profession it is often necessary that
those guilty of serious lapses are not only expelled but denied readmission. A
profession’s most valuable asset is its collective reputation and the confidence which it
inspires. The reputation of the profession is more important than the fortunes of an

individual’ (p860).

Lifelong learning is seen to be vital to the competitiveness of solicitors. As a result, they
are subject to a scheme of compulsory continuing professional development as
described in the Training Regulations 1990. Failure to keep up to date could
compromise their standard of work contrary to the requirements of the regulations. The
requirements apply to practicing solicitors who are self-employed or employed and,
irrespective of whether they hold a practicing certificate. Continuing professional
development means a course, lecture, seminar or other programme or method of study —
requiring attendance or not — that is relevant to the needs and professional standards of

solicitors and complies with guidance issued from time to time by the Society. In the
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first year after admission to a solicitor he must undertake one hour of study for each
whole month in legal practice or employment between admission and the next 1 day of
November. In the first 3 years of admission, he must attend any courses the Law Society
may prescribe, in addition to 16 hours of study in each of the 3 years. In each
subsequent 3 year period thereafter, a solicitor must undertake 48 hours of study. He
must keep a record of all study completed and submit the record to the Law Society
when requested. For solicitors who work part time, one hour of study per year is

required for each two hours worked in a week.

1.7.2 Law in the European Union

The continued integration of the European Union (EU) — formerly the European
Community (EC) and the increasing frequency of cross-border activities of solicitors
within the community have made it necessary for some common rules which apply to all
solicitors operating in the Community regardless of the Society they belong to at a local
level. The purpose of the common rules is to eliminate any potentially inconsistent
practices and national rules between legal societies and nations, i.e. double deontology.
The Council of the Bars and Law Societies of the European Union (CCBE) created a
code whose rules are accepted by all legal bodies in the EU and are adopted as
enforceable. The code is called the CCBE Code of Conduct for Solicitors in the
European Union and the rules contained therein are considered by the individual
member states when dealing with national issues. This facilitates harmonisation of the
European Code with national codes as time progresses. Each are applied whenever
possible in line with the other and, application of the rules when consistency cannot be
established is recognised as needing to be based on interpretation. The requirements of
the code are to be complied with in conjunction with the requirements of the
Declaration of Vienna. This declaration was adopted by Heads of European Bars and
Law Societies in 1975, to provide guidelines relating to professional assistance between
solicitors of different European States. Much of the work below is taken from Taylor,

N. 1999: The Guide to the Professional Conduct of Solicitors, 8" ed., Law Society
Publishing, London.

Rules of conduct are designed to ensure proper performance by solicitors and are

binding on them. Failure to comply must result, as a last resort, in disciplinary action.

The particular rules of each bar or association arise from its own traditions. They are
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adapted to the organisation of the profession in the member state concerned and to its
judicial and administrative procedures and to its national legislation. It is neither
possible nor desirable that they should be taken out of context nor that an attempt be
made to give general application to rules which are inherently incapable of such

application. This is made explicit in the following statement:

‘The Code shall apply to the cross-border activities of a solicitor without prejudice to

the pursuit of a progressive harmonisation of rules or professional practice which apply

only internally within a member state.’ (p207)

The particular rules of each bar and association, however, are based on the same values
and therefore demonstrate a common foundation. This can be seen in the attributes
required of a solicitor as defined by the EU code when compared with those described
by the Law Society. The EU code requires a solicitor to have absolute independence,
particularly from personal interests or external pressure. Such independence is as
necessary to trust in the process of justice as it the impartiality of the judge. Advice
given to a client by a solicitor has no value if given only to serve his own interests or in
response to external pressure. Relationships of trust can only exist if a solicitor’s
personal honour, honesty and integrity are beyond doubt. These are seen as both
traditional virtues and are professional obligations. Confidentiality - without time limits
- between a solicitor and his client is fundamental in securing the trust required for
justice to succeed. This confidentiality extends to colleagues and office staff and,
continues after a solicitor ceases to act for his client. To further secure and maintain his
independence, some occupations carried out in conjunction with his legal activities

which could compromise this, are prohibited.

The corporate spirit of the legal profession requires a relationship of trust and
cooperation between solicitors for the benefit of their clients and in order to avoid
unnecessary litigation. It can never justify setting the interests of the profession against
those of justice or those who seek it. A solicitor should recognise that all other solicitors
of member states are professional colleagues and act fairly and courteously towards
them. It is the duty of a solicitor not to accept a case in an area where he is not
competent and, in this instance, should help his client locate a solicitor with competence
in that area. Where solicitors cooperate with solicitors from other member states, both
have a duty to take into account the differences which may exist between their legal

systems and professional organisations, competences and obligations. Solicitors have a
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further duty to inform themselves of the rules of a host member of the EU which may

affect them in their work. The Solicitors’ Services Directive (1977) contained the same

requirement:

*A solicitor pursuing legal activities shall observe the rules of professional conduct of the

host member state, without prejudice to his obligations in the member state from which

he comes.’ (p209)

The International Bar Association is a federation of the National Bar Associations and
Law Societies with membership throughout the European Union. Most companies have
Codes of Legal Ethics as models for or governing the conduct of its members. In some
jurisdictions these codes are imposed on all the practitioners by their respective
Associations or Societies. Except where the context requires otherwise, it is this Code
which applies to a solicitor having contact with a solicitor from another jurisdiction or
where his activities are conducted in another jurisdiction other than his own. This code
does not, however, permit a solicitor to ignore his obligations to the law or rules of
conduct in his own jurisdiction. This code acts as a guide as to what is considered
acceptable conduct by all solicitors engaged in international law. The code consists of

21 rules and the rules pertinent to this research are described below.

Solicitors are required at all times maintain the honour and dignity of their profession.
They shall abstain from any behaviour which may discredit the profession, both in their
private and professional live. They shall not engage in any other business if by doing so
they cease to be independent. Solicitors are required to treat their professional
colleagues with the utmost courtesy and fairness. Solicitors who undertake to work with
foreign colleagues shall always keep in mind that the foreign colleague has to depend on
them to a much larger extent than in the case of another solicitor from the same country.
Their responsibility is much greater therefore, both when giving advice and handling a
case. For this reason it is improper for solicitors to accept a case unless they can handle
it promptly and with due competence, without undue interference by the pressure of
other work. Any oral or written communication between solicitors shall be kept
confidential. Solicitors shall always maintain due respect for a court and never
knowingly give to a court incorrect information or advice. They shall at all times give
clients a candid opinion on any case. They shall offer assistance with scrupulous care
and diligence and never encourage undue litigation. They should not acquire a financial

interest in a case they are conducting. Furthermore, solicitors should never disclose
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what has been communicated to them in their capacity of counsel, even after a case
concludes, unless ordered to do so by a court. They should be most diligent and
prioritise the interest of their clients and the administering of justice over seeking
compensation for their services. Fees charged should reflect the amount of time and
labour involved and all other personal and factual circumstances. A contract for a
contingency fee should be reasonable under all circumstances of the case, including the
risk and uncertainty of the compensation. Solicitors should not permit their professional
services or name to be used in a way which would enable others to practice law who are
not qualified to do so. In addition, solicitors should not delegate to a legally unqualified

person not in their employ or control which are normally performed by a qualified

solicitor.

Conflicting requirements exist between the EU Code and the Law Society with regard to
which values should prevail at all times. The Law Society requires that its members
support each other over their client’s interests so the profession never suffers. The EU
Code requires its members to protect their client’s interests over their own or those of
the other members of the legal profession. Solicitors are required to advise and
represent their clients with diligence, promptly and conscientiously. He is not permitted
to accept a case which he knows he does not have the competence to conduct
professionally. A solicitor is further prevented from withdrawing from a case where the
client is unable to find other legal assistance and will suffer as a result. This also
conflicts with the Law Society’s Code where a solicitor is preferred not to withdraw in
such circumstances. Once accepted, a solicitor cannot generally withdraw without
safeguarding the client’s interests. It is also the responsibility of the solicitor to ensure
he understands correctly the wishes of the client. Delegation of work to others does not

remove the responsibility that came when accepting a case.

An interesting point in the EU Code is that solicitors may not accept a case where
knowledge obtained in confidence from a previous client may give an undue advantage
to the new client if that confidence was breached. In the context of IS development, this
would prevent one company’s competitors gaining unfair advantage by employing the
same IS employee at a later date by becoming aware of their business from information

supplied — regardless of any possible motivation — by the IS employees.

In an attempt to reduce misunderstandings between EU members, solicitors are

encouraged to offer training to new solicitors from other states.
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If a solicitor believes a colleague in another member state has breached the code of
conduct, he should inform him of this first. Where a dispute arises between solicitors of
different member states, they should ‘try to settle it in a friendly way’ (p221). Where
this 1s not possible, the law societies of each should be informed so they may assist in

reaching a settlement before any formal proceedings are started.

1.7.3 The Retail Sector

Companies operating in other industries also have ethical codes which they create and
implement and, consideration of one such code may prove beneficial to this research in
terms of implementation and adherence to requirements. One such company in the retail
sector 1s Marks and Spencer (M & S) which joined the Ethical Trading Initiative in
2000 and then produced a guide in 2003 entitled Corporate Social Responsibility (CSR)
Review. In 2003 M & S joined the new FTSE4Good Ethical Company index. Much of
the information discussed below came from www2.marksandspencer.com/thecompany/

corporatesocialresponsibility/index.shtml (05/04/04).

Marks and Spencer is a multi-national retail outlet which started in 1884 and now has
over 330 stores in 26 countries. Its objectives are described as: Vision — the standard
against which all others are measured; Mission — making aspirational quality available
to all and; Values — quality, value, service, innovation and trust. The company has
survived tough conditions in recent years with one factor responsible for this survival: a
concentration on three key principles. These are shown below, with descriptions -

pertinent to this research - provided.

1. Take care and act responsibly in delivering high quality products and services
e Recognizing that when a profit is made a responsibility has to be
accepted
e Strive to achieve the best balance of quality, value for money, social
well being, environmental protection and animal welfare
e Listening and responding to the needs of stakeholders openly and
honestly
7. Create a great place to work
e Employees and suppliers feel engaged in helping to grow a good and

responsible business
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* Valuing the quality of the relationships with each other and the
stakeholders

* Encouraging the growth of diversity and responding to better work/life
balances

* Working with business partners who share our aspirations beyond our
principles

3. Help make the communities good places in which to live and work

The chairman, Luc Vandevelde, summaries these three key principles as ‘Everything we
do is influenced by the notion of good corporate behaviour’. Anticipating customer
needs and acting in their interests is how M & S aim to meet their expectations. Ethical
conduct in this context includes, for example, from 2002 the sole use of free-range
chickens to produce the egg products sold. The life cycle of all the products sold are
viewed as shown in Figure 1 below and includes much more than just the distribution

and selling processes.

Raw Materials Production Distribution > Selling g Use Disposal

Figure 1. M&S Product Life Cycle

The ethical conduct of the company is over-seen by a board level committee which
meets at least three times a year, supported by a network of managers. The standard of
behaviour expected by the stakeholders sets the remit for the CSR committee, with
stakeholders consisting of all the people and interest the company might affect. These
include shareholders, customers, employees, suppliers, campaign groups and
researchers. Understanding their needs is seen as fundamental in the development of
policies. This is achieved through listening and learning — noted as the highest
priorities. The ways in which the stakeholders are listened to is shown below (where

appropriate - and/or different - the relative group in the context of IS is shown in

brackets):
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Group

How the views are obtained

Employees
(developers
and  project

managers)

Business involvement groups — representing employees locally, regionally, and
nationally throughout the company

Confidential helpline

A regular employee survey entitled ‘How are we doing?’

Internal communications including an employee magazine, weekly business
updates and daily team briefings

Listening Groups that senior management hold during regular store visits

Three month CSR consultation programs

Customers

Sales information

Weekly and monthly monitoring of views
Surveying customers at new and refurbished stores
Customer panels

350,000 communications to head office

Annual independent CSR survey

Shareholders

Annual general meeting
Regular meetings and presentations with institutional investors
Regular surveys of institutional investor satisfaction

Participation in CSR surveys and benchmarking (e.g. FTSE4Good)

Suppliers
including

franchisees

Regular visits and meetings

Regular surveys of satisfaction

Attending major UK shows and running listening groups
Direct relationships with important raw material suppliers

Taking part in the Ethical Trading Initiative

Communities

Working on a wide range of urban initiatives, e.g. crime prevention

Regular meetings with key charity partners

Partnerships initiatives to address issues of health, community safety, education
and employability

One Community’ pilot, working through the employees, customers and

neighbours

Environment

and animal

Regular meetings to discuss key issues

Active participation in benchmarking and surveys

welfare e  Partnership initiatives across a wide range of issues such as free range eggs and
groups food pesticides
Government e  Regular meetings with bodies such as the food standards agency, department for

and regulators

(ACM, IEEE)

the environment, foods and rural affairs, health and safety executive,
environmental regulators, financial services authority and key government

departments

Local authority partnerships on environmental health and safety, fire and trading

standards

Table 1. M&S Stakeholder Communication
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Only the timescale for review of these issues appears to be inconsistent with the initial
enthusiasm expressed throughout — the reviews are described as occurring in terms of
"Over the next few years’. In this time scale, any amendments or additions will take a
long time to be subsequently distributed, educated and implemented in practice,
although some aspects of CSR performance are already reported. The CRS committee
sees its role as helping all the stakeholders to get as much out of M & S products as
possible. This is achieved by working with them to agree on what is and is not
acceptable and how improvements can be made. Ethical trading is accomplished by
active membership of the Ethical Trading Initiative (ETI) which includes an annual
submission of a performance report. Ensuring good working conditions is one
requirement of the ETI, as is sourcing local produce where appropriate - 70% of the
produce sold comes from the UK and Ireland. Systems for ensuring ethical trading are
reviewed by independent specialists. These consist of M & S audits and independent
audits and, supplier self-audits. Suppliers are further encouraged to adopt this approach
with their own suppliers. This is formally documented as Global Sourcing Principles
which sets out the minimum working standards required. The areas covered are:
working hours, health and safety, conditions, rates of pay, terms of employment and,
minimum age of employment. Suppliers are expected to raise their standards in addition
to meeting the - minimum -requirements. M & S have produced Self Help Guides in 9
languages to facilitate suppliers’ compliance and progress. M & S actively participates
in 9 pilot ETI programs. Specialists not employed by the company are commissioned to
advise on improvements and, comprehensive training is provided for suppliers to create
local best practice programs. In addition, there is a business ethics policy in place

regarding gifts and insider trading and, financial donations to political parties ceased in

1997.

Employees of M & S were surveyed to establish what they considered important about
working for the company and the results found it was considered important to be a
valued member of a close-knit team, the team is able to get results and the team
members enjoy each others company. For M & S to be considered a ‘great place to
work’ (as identified above) the survey found it needed to offer (1) consultation and
communication of the company’s goals and for the employees to be actively involved,
(2) reward and recognition for superior results and, (3) the chance to develop skills so
that employees felt equipped to perform current and future roles. Consequently,
loyees are regularly asked which medium they prefer to receive company

emp
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information. It can be provided via the staff magazine, meetings, email, team events,
telephone conferences, videos and road shows. A regular survey entitled ‘How are we
doing?’ gauges morale and pinpoints areas for improvement. It achieves a very high
response rate. There is a business involvement group in every office and shop created
and run by the employees, with the leader of each allocated 2 hours a week to organise
and communicate the findings to head office. The Chief Executive chairs meetings to
discuss the findings. Employees receive a fixed salary with a bonus paid for individual
performance and another bonus for business performance. A package of benefits is also
offered which includes 20% off store products, pension scheme and preferential loan
rates. Most M & S employees are also customers and shareholders of the company. The
company acknowledges a challenge is balancing financial rewards for promoting
teamwork and individual achievement. Career plans and objectives are discussed
annually with line managers for all employees and used as a basis for setting individual
pay bonuses. In a survey of its own employees, M & S found 60% of workplace illness
related to muscular strains and the second highest cause was anxiety and depression. As
a result, in 2002 all employees were issued with a booklet on personal safety and a

personal security alarm.

Priorities for the CSR committee are to continue to gather evidence of compliance to the
principles outlined above. An improvement in performance is sought regarding the ETI,
in addition to helping suppliers accomplish the same goal. A reduction is also sought in
the workload and costs of supplying ethical trading information to retailers.
Participation in local authority best practice initiatives is to continue. The issues
identified as important to the CSR committee arose from the CSR members’ own
understanding of the issues raised by stakeholders in the surveys conducted. This leads
to possible difficulties with language and ambiguity as previously discussed.
Furthermore, every area of M & S is developing its own CSR action plan, prohibiting
consistency across the company. The advantage of course is the guidelines that will
result from the action plan should meet local needs. Again, a balance needs to be

reached between local and company wide issues.

1.7.4 The Financial Services Sector

The Financial Services Authority (FSA) - formerly known as the Securities and
Investments Board - has created a framework of principles founded on ethical values

and developed a risk-based approach to the regulation of companies in its remit. The
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FSA views mechanical compliance as unhelpful in preventing problems from arising
and, consequently, compliance to the principles created simply for the sake of

complying to something, is not sought. Much of the work below is taken from Davies
(2002).

The financial services sector believes it suffers from a negative public image of being
interested in making money for those who work in it, at the expense of everything else.
This perception continues, despite immediate condemnation of large financial scandals
in the press such as Enron and the Allied Irish Bank. The financial sector feels the
pressure of such notoriety and the FSA has produced a long and detailed handbook on
conduct expect of professionals working in the financial industry in an attempt to
address the issue. The principles contained therein have been found to be misunderstood
an applied inconsistently by some of those employed in this sector. Some of those are
asking ‘Show me where it says I can’t,” rather than ‘how can we improve our standards

and conduct our business with integrity?’

The response of the FSA to recent scandals has been seen to be initiated by the bad
actions of a few which will affect the good actions of many. Those employed in the
industry with consistently good practices should be regulated less than those with
consistently bad practices. The values displayed by companies influences the regulatory
relationship the FSA has with them. This interplay is illustrated in Table 2 below, in a
model for the development of values and the nature of relationships between companies,
customers and the FSA per se. The model works in terms of individual firms, a sector,
or the financial industry as a whole. Companies are not expected to move in one
direction only — movement in a backwards direction and development at different rates
is also expected and accommodated. The model does, however, give a direction for

companies, sectors and the industry as a whole with an ethical dimension.

Company Values Regulatory Relationship
Minimum Standards Policing
e  Unthinking, mechanical compliance e  Monitoring boundaries
e Does as little as can get away with e Detecting and responding to crises
e  Culture of dependency e Enforcement ‘lessons’
e Tries to abdicate decisions and e Basic training
responsibilities
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Compliance Culture

Reliant on guidance
By the book
Unaware of some risks

Bureaucratic

Supervising/Educating

Developing ethics and competence
Looking for early warning signs
Early action to bounce firms back on track

Themed/focused visits

Beyond Compliance

Risk focused, self policing
‘Buy in’ at senior level

Ethos integrated into most business

Processes

Ethos seen as assisting business

Educating/Consulting

Facilitating the development of competence

and culture
Values scorecard

Lighter touch

Values-led Business

Internalise ethos of core values

Spirit not just the letter

Values focused, goes beyond rules, not
just compliance

Well developed individual responsibility
and a sense of involvement by (all) staff
Focus on prevention

Continued reassessment and improvement
on approach

Awareness and discussion of ethical
considerations at all levels

Open relationships

Strong learning culture

Mature Relationship/Benchmarking

Reinforce good practice
Lead by example
Reallocate resources to problem firms

Sustainable regulation

Table 2. Development of Values

Adherence to the model may not produce tangible business benefits. In deed,

unsubstantiated, high ground claims about how a moral case complements a business

case every ti

me are not sought. A gap is perceived to exist, however, even when it does

not. between a business case and doing the right thing. This does not mean that an

ethical approach to decision making is incompatible with increasing shareholder value.

Where issues of consideration hold equal merit it can be difficult to decide on which

course of action to take. An additional problem is that it may be impractical to seek
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advice at the time of having to make a decision. The ethical framework developed by
the FSA attempts to address these difficulties by encouraging the recognition,
application and balance of values when making decisions and taking subsequent action.

The FSA principles — in conjunction with the Financial Services and Markets Act —

embody a framework of core values:
e Open, honest, responsive and accountable
e Relating to colleagues and customers fairly and with respect

e Committed to acting competently, responsibly and reliably

These values can be seen to correlate with those found above in the IT/IS profession, the
legal profession and the retail sector. To facilitate the application of the spirit of the
values identified in the principles above, the FSA designed the following questions to

help recognise, apply and balance values in everyday decisions and actions, grouped

under the following headings:

Open, honest, responsive and accountable
e Who is left out or kept in the dark? Why?
e How happy are we to be associated with our decision/actions?
e Are we listening or just hearing?
e What can we learn? How do we help others to understand us?

e How do we recognise and deal with conflicts of interest?

Relating to colleagues and customers fairly and with respect
e Do we treat everyone as we would like to be treated?
e Do we deal with people with respect and without prejudice?
e How do we keep rights and obligations in balance and proportionate?
e How do we hold to our commitments and resist ‘fudging’?

e Who benefits and who loses out? Should they?

Committed to acting competently, responsibly and reliably
e Do we do what we say we will do?
e Under pressure do we swap co-operation for co-ercion?
e Do we dither or delay? How is error treated?
e Do people trust us? If not, why not?

e (Can we meet our commitments and plans?
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To embed these values in the thought processes and consequent decision-making of

professionals working in the financial sector, the FSA considers additional questions

need to be considered:

Developing vision and a values-led approach
e What needs changing? What prevents change?
e What is the long term outcome? What is sustainable?
* Do we sufficiently recognise and act on our stakeholder responsibilities?
e How do we develop share purpose, loyalty and fulfilment?

e Do we apply ethical criteria simply to gain an advantage or because we believe

we should?

The value of discussion of practical day-to-day examples is recognised. These can tease
out the kind of issues that people have to face and how they might deal with them and
the value judgements they consider in doing so. A variety of hypothetical situations
were developed by the FSA to illustrate where it might it be more difficult to decide on
the right course of action. The situations are intended to initiate thought and encourage
a deeper understanding about the ethical behaviour expected of its members. One

situation is described below. Others can be found in Appendix C.

Scenario 1: You are a project manager for an internet company. You are selecting a
project team for a major piece of work that could last up to 6 months. Your boss has
recommended that you make use of a particular member of staff who has many of the
technical skills you need. However, from past experience, you know that this person has
difficulty working in a team, tends to turn up late to important meetings or get the date
wrong and, you had difficulty communicating this to him last time you managed to get

him on a project. Questions: (a) Do you raise the issue with your boss? (b) What are

your considerations?

The goal of creating the ethical model of value development and hypothetical situations
above is to facilitate a change in the public perception of the financial services industry.

This would enable the provision of expertise in conjunction with an integrity that

engenders mutual trust.
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1.8 Aims and Objectives

To meet the needs of the proposition above, the following objectives have been defined:

e Evaluate the IEEE/ACM Code of Ethics for Software Developers as an ethical
framework for developers, project teams and organisations

¢ Identify how working practices, policies and procedures of organisations are
influenced by the Code

e Identify how the application of the Code is influenced by an organisation’s
working practices, policies and procedures

e Identify how the enforcement of ethical practices in other professions can

enhance the enforcement of ethics in the IEEE/ACM Code

1.9 Overview of Method

An interpretive and in-depth single case study was carried out over a six month period.
The case study explored the suitability of the IEEE/ACM Code as an ethical framework
after using it to firstly provide a definition of ethical practices in the context of managed
ISD. This definition enabled the identification of unethical practices implemented by
the software project managers and their respective development team members, in
addition to other business units participating in the research. The objectives were
achieved with the use of interviews, document analysis and, observations - recorded in
the author’s log book. A version of repertory grids were then used to codify the
predominantly qualitative data collected, enabling largely quantitative analysis of the
findings and a discussion. A summary and consequent conclusion are then presented,
including recommended changes to the IEEE/ACM code in an attempt to reduce or omit
the unethical behaviour as outlined above - thereby contributing to a reduction in IS

failure. Finally, areas of further work are provided for the interested reader.

1.10 Dissertation Outline

Section 2 starts the discussion by defining the research area. Current problems in ISD
which are described in the literature as unethical are identified. The role of ethics in the
managed development of information systems is thus ascertained, in an attempt to
minimise or omit unethical behaviour or actions. Ethical practices defined and sought

by philosophers and religious groups are then examined to ascertain their strengths and
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weaknesses. The IEEE/ACM Code of Ethics and Professional Conduct for Software
Developers is described to identify its objectives and enable a definition of ethics in the
context of managed software development projects to be determined. Implications of the
Code 1n practice are also ascertained. The chapter concludes by establishing the focus of
the thesis as research into (a) the IEEE/ACM Code to determine its suitability to address
the unethical practices found in software development implemented by developers,
project teams and organisations (b) the influence of ethical codes on organisations’
working practices, procedures and policies and, (c) the influence of organisations’

working practices, procedures and policies on the application of ethical codes.

Section 3 begins with a description of the four main ‘soft’ paradigms for consideration
as the research approach to be adopted: interpretivism, radical structuralism, radical
humanism and functionalism. Each paradigm is described with its respective ontological
and epistemological stance and then the justification of adopting the interpretivist
paradigm for the research is given. The techniques permitted within this paradigm
identify a single in-depth case study as being the most appropriate for meeting the aims
and objectives of the research. A critique of the case study technique is provided,
followed by a protocol containing details of the case study design, the data collection
techniques used and, details of the company chosen and justification for its selection.
Data collection methods utilised in the research are described, namely documentation

analysis, semi-structured interviews and observation.

Section 4 describes the evidence collected from the case study relating to all eight
principles of the IEEE/ACM Code of Ethics for Software Developers. Each principle
requires the compliance of project managers and software developers in order for
ethical practices to be exercised. The evidence collected in the case study and
considered important is presented, enabling the research questions of ‘What unethical
practices exist and ‘How’ they occur, to be answered. The evidence of unethical
practices found and considered important were related to the research objectives
stipulated in Chapter 2 and, either occurred more than five times during the case study
or were allocated a ‘3’ by the author for being considered most important - or both (with

“1’ allocated for least important).
Section 5 discusses the unethical practices found by the researcher conducted by all the

software project managers, software developers and other business units participating in

the research. Only the unethical practices which directly relate to the issues drawn out
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in Chapter 2 are included at this juncture, relating to moderating the interests of all
parties involved ISD, high quality in ISD, the professional conduct of maintenance and,
project planning. This discussion enables the more important research questions of
“What’ and ‘Why’ the unethical practices identified occurred to be answered, by
1dentifying their cause. Areas which were found to be addressed by multiple principles -
due to repetition in the Code - are noted as such and discussed only once to avoid
duplicate work. A description of each pertinent principle requirement to which the

unethical practices identified relate is provided, prior to the evidence and subsequent

explanation for non-compliance.

Section 6 assesses the IEEE/ACM Code of Ethics for Software Developers for
suitability as an ethical framework under the categories identified in the literature of:
design considerations, inclusion of extant framework strengths, exclusion of extant
framework weaknesses and its effect on unethical working practices. The strenghs of
codes identified include: advocation of quality, education, identification of stakeholders,
consideration of context and significance, deterrence, identification of value categories
and, reasoning and attitude. The weaknesses of codes identified include: ambiguity,
arbitrary increase in workloads, unclear or conflicting work practices, job insecurity,
use of alien language, over-simplification of instructions, designed solely by managers
and, discipline. The literature additionally identified resistance to codes when being
implemented, in relation to the protection of job status, a requirement to work with new
people, perceived arbitrary increases in workloads and unclear new working practices.
How the IEEE/ACM Code addresses such resistance, or otherwise, is discussed, also
under these headings. Other professions/business areas were researched to identify how
they enforce ethical working practices on their members in the workplace. The
professions researched were (UK) law, law practised across the European Union, Finace

and Retail. How these professions/business areas implement ethical practices is

discussed.

Section 7 provides a summary and conclusions for the dissertation. The suitability of the
IEEE/ACM Code as an appropriate ethical framework is determined and, its affect on
reducing or omitting the current problems inherent in software development as
identified in Chapter 1 is ascertained. A summary of the unethical practices - as
experienced by the four software project managers and their development teams
simultaneously with the four other business units taking part in the research (i.e.

Recruitment, Human Resources, Quality Control and Telco as a whole) 1s provided in
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conjunction with a description of how ethical practices might be implemented or
facilitated. The affect of working practices on the application of ethical codes is
identified and what businesses can do to facilitate their successful implementation. A

summary of the contribution made is then provided, followed by recommendations of
further work.
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Chapter 2. The Role of Ethics & the IEEE/ACM Code Introduced

2.1 Introduction

With ethics in IS now established as the research area, a contextual definition of ethics
and its implications for use by software developers and project managers is now needed.
The IEEE and ACM organisations jointly created a Code of Ethics to address the
problems identified in software development. The Code provides a definition of ethical
practices in the context of managed software development, leading to a clear scope for
the thesis: the role and value of ethics in the development of managed software projects.

The objectives of the research are then determined.

Section 2.2 provides a background into ethics, by describing types of behaviour sought
by different religious and philosophical groups. This behaviour is addressed by what
can be generically called codes of practice. Their alignment with personal attributes
considered ethical by academics is determined, to acquire a broader understanding of
how ethical practices might be facilitated in the software development process. Section
2.3 discusses the literature search findings which include the identification of
management influences on software development practices and, are discussed in
conjunction with a project team’s legislative obligations. After the scope of unethical
practice is defined, the affects of multi-cultural project teams typically used at this
juncture are presented, followed by an investigation into whether ethical behaviour can
be learned. Section 2.4 provides a critique of existing codes and frameworks, consisting
of the use of language, common weaknesses identified and the requirements of a
successful code. This is followed by Section 2.5 which describes the IEEE/ACM Code,
its objectives and the eight principles which constitute its structure, justifying its use to
provide a definition of ethics in the context of this research. Implications for application

of the Code in managed software development are also identified.

2.2 An Introduction to Ethics

Fthics has an integral part to play in all areas of IS development and, for the symptoms
outlined above to be reduced or even omitted, practices need to be judged as ethical or
not to enable better decision-making about whether to proceed with the development

practice at hand. It is argued, though, that consensus exists regarding a sliding scale of
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ethical correctness being more appropriate than a simple binary decision (Abi-Raad
1999, Baldwin 2000). This sliding scale complicates the question further of whether an
action can be ethical, moral and legal, or any of the possible permutations. The legality
of an action is easily determined by (timely) legislation - something is either legal or
not, but determining the ethical stance of something based on a sliding scale is not so
clear. For the - data analysis - purposes of this research, development practices are
evaluated as either ethical or unethical. But before we can investigate the role of ethics
turther, in an attempt to reduce or omit unethical practices and their respective impacts,
a definition is needed of what ethics actually is. The Oxford Concise Dictionary (p463,
1996) defines ethics as ‘Morally correct concerning human conduct; honourable’. The
dictionary definition provided is quite general, however, and a contextual definition

regarding software development is sought for the purpose of this research.

2.2.1 Definitions from Religion and Philosophy

The contribution from religion and philosophy is important as they are both
significantly connected to human behaviour - religion frequently tries to influence it and
philosophy tries to understand it. Both disciplines have a potentially large part to play in
the quest, therefore, in identifying, measuring and encouraging ethical practices in
software development in the attempt to reduce or omit unethical practices (Walsham
1993, Kling and Iacono 1989). The personal ethical attributes identified in the literature
by religions and philosophers and which are pertinent here are shown in Figure 2 below

(Oliver 1998)*.

e Content e Supportive of equality

e Supportive of the e Not frivolous
community e Fair

e Harmonious e Self-Reflective

e Passionate o Safe

e Hard working e Honest

e Decent e Diligent

e Peaceful o Single

e Caring e Courteous
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e Charitable o Seek peaceful resolutions
¢ Congenial e Disciplined

e Happy e Determined

e Reduce suffering e Selfless

e Sincere e Minimises harm

e Humble

Figure 2. Ethical Attributes by Philosophers and Religions

*To aid clarity, attributes identified and considered synonymous with
those already listed have been excluded from the table.

The ethical attributes in Figure 1 above are not supported by all philosophers and
religions, with one such contention being the attribute ‘Happy’. Although advocated by
many, Erasmus thought the pursuit of happiness was folly as he considered it
synonymous with contentment - which led to numbness of the senses. Happiness is
subjectively defined, of course, with software developers possibly finding happiness in
the use of the latest technology or methodology or, reaching or surpassing some
measurement of achievement. Other developers may find happiness when finishing
work early or receiving a financial bonus. It is worth distinguishing here that happiness
is an emotion from the senses - a state of being, rather than an action which is a state of

doing. The latter relates to the unethical practices being researched.

A common difficulty with codes, argues Baudrillard and Habermas (two modern
philosophers), especially codes with an international following, is that codes grow
weaker in value as the number of followers increase (Oliver 1998). At this juncture,
known as the Information Age, the value of codes is also weakened as followers become
aware of alternative codes around them. Not only are similarities identified between
different codes, but also the strengths and weaknesses of each. As a consequence, the
codes being followed become liberal in order to keep their appeal (Buerk 2000). This
begs the question of who is determining the values to be upheld: the authors of the code
or the followers? The stance taken here is that ideally a code should be created with

collaboration by both the code authors and the follows to facilitate its success when

implemented.
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2.2.2 Definitions from Academia

Academia additionally describes ethics as a code which promotes positive activity on
several levels: individually, locally, nationally and globally (Gobold 1999, Pouloudi
2000). The values of such a code require more than compliance to the legal details of a
contract, argues Abi-Raad (1999), although this argument is rejected by Calvin who
advocated only strict obedience is necessary for a code to work. Compliance may only
be fully achieved when ethical values are within a person and satisfied automatically,
which is thought to be accomplished when, according to academics, the attributes
shown in Figure 3 below are present in a person’s character (Dakin 1996, Grodzinsky

1999, Halang 1998, Kelley 1999, Timpka 1999).

Strives to do better
Respects others and
their community
Avoids causing
significant harm
Proactive self-
management
Produces high quality
work

Aims for company
goals

Shows appropriate
behaviour

Has self-discipline
Bases work on earlier
generations

Resists fashions/market

forces

Doesn’t abandon good
practices for worse
Takes on additional
responsibility
Works overtime
Finishes all work
started

Volunteers help
Uses initiative
Concerned
Courageous
Considerate
Integrity

Selfless
Committed
Honourable

Honest

Figure 3. Ethical Attributes by Academics

Although the list appears to be in general accordance with the ethical attributes
identified by philosophers and religions in Figure 1 above, it is worth noting, however,

that definitions are invariably timely and contextual in practice.
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It 1s interesting to find the spirit reflected in the taxonomy of attributes identified in
Figure 2 by academics largely reflects that created by the attributes identified above by
religions and philosophers. The additional attributes can be seen to be ‘Base work on
earlier generations’ and ‘Resist fashions/market forces’. These were excluded from
philosophers’ findings as the philosophers were attempting to answer slightly different
questions. These include: “What makes humans happy?’ etc., as against an academic’s

more specific questions of: ‘“What makes software developers happy, how and why?’

Ethics is a very active research area at present, with over 300 categories proposed in the
academic arena. Examples from these categories are provided in Table 3 below

(Ambrose ef al 97, Hasnas and Smith 99, Johnson and Smith 99, Van der Ven 98).

Action-based Grodzinsky (1999)

Business Timpka (1999)

Computer Grodzinsky (1999)/Online Ethics 2000
Consequential Gobold (1999)

Cultural Gobold (1999)

Engineering NSPE (1996)/Online Ethics 2000
Feminist Pouloudi 1999

General Sedlet (1999)

Method Walsham (1993)

Personal Grodzinsky (1999)

Professional Grodzinsky (1999)/Sedlet (1999)
Research Singer et al (1998)/Online Ethics 2000
Rights Gotterbarn (1999b)

Rule-based Gobold (1999)

Virtue Grodzinsky (1999)/Abi-Raad (1999)

Table 3. Ethic Categories Found in Academia

Academics in IS struggle to differentiate between ethics and morals and, believe it is for
others, such as linguists, to accurately define (Baldwin 2000, Pouloudi 2000). Lewis
(2000), a psychologist, argues the two terms are interchangeable and are used as such by
academics. She further states for something to be ethical 1t must be good or right, but
she does not make it clear if these values are absolute - which would conflict with Abi-
Raad and Baldwin above. For the purposes of the this research, (a) software

development is the development of any new IS which has a project manager and 18
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therefore a managed software development project and as such, (b) enables ethics in
ISD to be defined by the IEEE/ACM Code described below. The Code uses the term
ethics and further states that ethical practices are binary values although are only

generically defined in the Code and should be contextually defined.

2.3 Use and Implications of Ethics Within ISD

2.3.1 Managerial Influences on ISD

Ethical guidance is expected from, and of, IS professionals who are mature, in
responsible positions or are valuable to a company. Even Socrates, regarded by some as
the founder of philosophy, argued that ethics was an essential quality for managers to
have (Oliver 1998). Project manager’s values, however, are commonly determined in
relation to performance and without consideration for ethical consequences. This is due
to the main, if not entire, focus of management education on corporate strategy and
profit - with the additional covert use of controlling behaviour (Woodall 1996, Walsham
1993). This needs to change for several reasons. Firstly, not only are ethical
considerations an integral part of IS management decision-making, (even if they are not
explicitly recognised at the time), but a project manager’s claim on ethical authority in
the workplace is questionable as a result (Hasnas and Smith 1999, Johnson and Smith
1999). Secondly, change is now also necessary in project management due to the
constant presence of dispute and conflict in the business environment, as well as the
failing of traditional compliance-based management control (Johnson and Smith 1999,
Woodall 1996). Thirdly, ethical awareness and adherence is essential for project
managers if software developers are to take ethical practices seriously (Abi-Raad 1999,
Halang 1998, Singer and Vinson 1998). Walsham (1993) found however, that managers
take actions without the deliberate use of theories and are consequently sceptical
towards any theories proposed. He advises, however, that strict adherence to a
framework is not ideal and that a framework is best used as a valuable tool and not a
rigid structure. In today’s world of networked communications, managers now need to

let go of old and familiar inapplicable domestic paradigms and adopt a new global

perspective (Ford et al, 1996).

Change in not easy, however, which explains why project managers and developers

alike have traditionally not been proactive in this area. Kling and Iacono (1989) and
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Pettigrew (1990) found this was due to complexity, difficulty and risk - caused by the
institutionalisation of beliefs and practices over time. Any changes to be implemented
need to be considered initially in terms of context, process and content, to facilitate their
chances of success. Outcomes of change are shaped not only by design, negotiated
agreements and master plans, but also by chance, power and opportunism. Plans of
change, therefore, cannot readily reflect a straight forward and rational process. As
such, project managers need to be enthusiastic and persistent, with explicit support from
senior management, i.e. a high level sponsor. Giddens (1984) and Orlikowski (1992)
suggest that all action results in the initialisation of change, which indicates its level of
importance for research. Walsham (1993) argues an IS strategist could be responsible
for forming strategy content, understanding its context and for facilitating any necessary
strategic change. He could additionally be responsible for reviewing any vision
statements to identify the values which act as its foundation and, the organisation’s

involvement in creating the mission statement.

It is worth noting, however, that project managers do not always have the authority
and/or responsibility to determine the strategies needed to address the above concerns.
The literature identified many different approaches to strategy, for example, Pettigrew
(1990), Quinn (1980) and Mintzberg and Waters (1985). The latter are frequently cited

for identifying eight approaches, five of which are relevant here:

The planned strategy - detailed planning, normally from a vision
The entrepreneurial strategy - based on an individual’s control

The umbrella strategy - setting guidelines without detailed plans

:Sh-le\)r—A

The process strategy - controlling the process but not the content of forming

strategy

5. The imposed strategy - determined by pressures outside the control of local

management

With the generic requirements of codes needing to be specifically defined at a local

level, the umbrella strategy is necessary for that to be implemented (Dodd and Lycett

2001).

Project managers are implicitly assumed to know everything necessary to be able to
make the best decisions for their project and, implicitly in the longer term, the

developers they manage (Walsham 1993, Woodall 1996). Project managers expect to be
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neither questioned nor doubted, and, as a consequence, software developers are found to
be indifferent, ambivalent, oblivious and even hostile to any new code or framework
introduced (Woodall 1996). Woodall further argues a form of communication between a
project manager and his team which is free from all distorting influences is what is
needed. This, however, is hampered by the power and domination associated with
management. Although power has capacity to achieve goals, it is not restricted solely to
management, argues Giddens (1984). The influences destroy any trust previously held
in a manager and can only be re-established with a quality relationship between the

software developers and their project manager. Woodall (1996) defines this quality

relationship as:

‘Where both parties are committed to and see as legitimate, the

reciprocal rights and obligations as realised through their interaction.’

As such, codes and frameworks should induce mutuality between software developers
and project managers to encourage co-operation and reduce any bad faith. It is no longer
possible for authority to be effectively forced upon others or held by an individual.
Walsham (1993) argues it is essential for managers to be aware of the subtle difference
between autonomy and control if they wish to manage successfully. It can be argued
that project teams determine the success of a project and consequently, their
involvement should be identified and agreed when designing an ethical framework
which they are then expected to follow. Caution should be taken though by software
developers against reference to a project manager’s own ethical code, as it may be
misleading (Timpka 1999). This conflicts with manager/developer relationships where
developers do as instructed by their managers, but the stance is supported by many
philosophers, such as Bentham, Godwin, Locke and Plato. They argue the greater good
of the community takes priority over any local management needs. An authoritarian
approach that transcends local management towards meeting that objective, however, is

not the best way to go about it. This is due to it entailing regulation and control which

would hinder the very practices it was trying to encourage.

A role of a developer which includes analysing a proposed new IS, for example,
requires ethical consideration. He may take on one of four roles, as described by
Hirschheim and Klein (1989), each with a different focus on end-users. The roles are
described as (a) the system expert, (b) the emancipator or social therapist, (c) the labour

partisan and, (d) the facilitator. The system expert role (most common) only considers
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the system design from a technical perspective, whereas the emancipator role focuses on
free and open discussion by all parties involved - regardless of any power hierarchies in
place. As a labour partisan, the developer tries to balance power equally between the
end-users and management, although in practice management impose a decision on the
end-users when a consensus cannot be reached. A developer working as a facilitator
focuses on developing a system with approval from all parties involved, else the system
1s not considered to be legitimate. Walsham (1993) argues this latter role is unworkable
due to our natural human instinct to be critical after an action has been monitored and
its consequence identified. With current IS seen to be large and complex, the role of a
system expert is necessary, but coupled with the emancipator role to ensure the
mutuality relationship described above. The labour partisan role is insufficient as
decisions are not continent on democracy - i.e. a majority vote - when a consensus

cannot be reached.

2.3.2 Acknowledgement of Cultures Present

Much progress in software development methods has been made since the 1970s, but
problems are still large, expensive, sometimes fatal and all too frequent, as described
above. Many problems are blamed on poor management, which adds further support to
the inclusion of cultural and sociological considerations in the design process (Dakin
1996, PC Week 1999). These are known to help (and hinder) the success of a software
project and in response, diverse employee populations are now encouraged in the
workplace. This diversity includes gender, age, race, social class, ethnicity, religion and
specialist groups. A project team so disparately constructed is also expected to be more
sensitive to identifying and meeting the needs of the users of a new IS (Abi-Raad 1999,
Grodzinsky 1999).

Inter and intra cultural differences in project teams may be enlarged by technological
advances - instead of erasing them (Dozier et al 1996, Johnson and Smith 1999). One
reason for this is that project teams become insensitive to signals from their
environment (Woodall 1996). She argues that subcultures must be allowed to exist for
IT companies to succeed. This is due to the fact that successful companies now consist
of a series of partners arranged in such a way that all partners benefit over time.
Companies are no longer the monolithic structures that seek to maximise profit from
cach and every project. Cultures and subcultures will continue to exist anyway,

proposes Woodall (1996) and Walsham (1993), regardless of any ethical codes
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introduced by project managers, as no team exists with a homogeneous culture present.
Managers of cultures assume those cultures to be identifiable, static and manipulable,
but they may in fact be resilient, distinctive and resistant to change. Cultures are an
active, living and changing phenomenon. Their total control (probably infeasible
anyway due to language anomalies (Symons 1990)) by management is not encouraged,
argues Walsham (1993), as the overall benefit would be decreased. Subcultures which
are less strong and less coherent facilitate project success as they accommodate
diversity and prohibit cultural imperialism (Johnson and Smith 1999). This contrasts
with the ‘excellence’ movement, argues Woodall (1996), which advocates strong

cultures are needed to increase esprit de corps: project team ownership, commitment

and strength of purpose.

Ethical diversity prevents a consensus from being formed and therefore a universal
framework is not possible, argue Klein et al (1990) and Woodall (1996). This is
contended by Johnson and Smith (1999) who argue the identification of a possible
consensus could be turned into the foundation of a company-wide framework. As such,
project managers should encourage and support existing subcultures, resulting in two-
way communication highlighting consensus. Cultural plurality should then enable the
ethical judgment of something from several bases and the transition can be made for
rational choices to move from the realms of ideology to reality (Smircich and Stubbart
1985, Walsham 1993). Kling and Iacono (1989) argue that cultures can hinder or
facilitate ethical change, described as the intangible dimensions of social context. A
metaphor of culture is offered by Young (1989) as simply tension - between the need for
co-operative action necessitated by unity and, fragmentation, implied by distinctive
subcultures. Walsham (1993) differentiates the cultural metaphor from the political
metaphor described above, with the key elements shown in Table 4 below. With
contemporary project teams now typically consisting of developers located
internationally, the accommodation of unavoidable diversity is necessary to facilitate

project success. Esprit de corps still exists, but redefined to reflect the inter-continental

displacement of developers.
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View of Organisations |

Organisations as patterns of symbolic

discourse and action.

Organisations as loose networks

of people with differing interests.

influence its evolution. Need to manage

for multi -perspectives.

Some Key Ideas Culture is an active living phenomenon | Power is intrinsic to all human
through which people create the world activity. Exercise of power is
in which they live. Subcultures maintain | continuous with subtle, local
distinctive character and ascribe properties. Morality is involved
different meanings to the same events. in the exercise of power. Can

include domination, but this is
never total.

Management Cannot control culture, but can Need to actively manage the

precarious balance between

autonomy and control at multiple

levels.

Table 4. Elements of Cultural and Political Metaphors

Politics within an organisation plays a key role alongside cultural recognition, therefore,
with much research conducted in this area by Giddens. He introduced Structuration
Theory which joined the previously separate entities of humans (and their actions) and
the structure of social systems - invariably synonymous with process and context,
respectively. He found structures draw on human interactions and in doing so, produces
and continuously reproduces the social structures. This can be illustrated schematically
as shown in Table 5 below, whereby human interaction and social structure are broken
down into three dimensions and then interlinked via respective methods or manners.
Firstly, human communication interprets knowledge known about the actions of self and
others, resulting in structures of meaning regarded significant. Secondly, power is
utilized in interaction by drawing on facilities such as human or material resources,
leading to the creation and reinforcement of structures of domination. Finally, actions
are sanctioned by drawing on norms or standards of morality, thereby maintaining or

amending social structures of legitimation.

Interpretation Facility Norm

Domination Legitimation

Signification

Table 5. Gidden's Structuration Theory
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Walsham (1993) argues that IS in organisations incorporate interpretive schemes,
provide control and co-ordination facilities and, harbour norms and standards of
morality. Information systems are therefore deeply implicated in the methods and
manners that link social action and structure, which are drawn on in interaction,
resulting in the confirmation or amendment of the social structures identified:

Signification, Domination and Legitimation.

Although the cultural factors of family, class and race have an impact early on in IS
professionals’ lives, competent and professional project managers are what is ultimately
needed to address the problems in IS identified above, argues Dozier et al (1996). A
thorough cultural understanding is needed if ethical decisions are to be made, due to the
complex differences found in the global marketplace in which we all now work (Ford et
al 1996, Walsham 1993). The cultural factors for consideration when designing a new
ethical code or framework, found Ford et al (1996) include: language, level of
education, law, politics, concept of time, social organisation, technology, values and
attitudes. The needs, wants and motivations of each should be determined, which would
reduce the conflict that exists in all types of cultures (Johnson and Smith 1999). A
developer’s best intentions may be judged by others to be unethical, but whether the
developer was unethical or simply a victim of circumstance should be clarified (Dakin
1996, Gobold 1999, Introna and Pouloudi 1999). Additionally, Montaigne argues that
what one developer considers to be unethical may actually be judged by others to be
ethical (Oliver 1998). An example of this is the hiring by project managers of - cheaper
- software developers in India by UK companies. This is happening for two reasons.
Firstly, because salaries are significantly cheaper in Asia and secondly, because there is

a shortage of skilled developers in the UK (Dodd and Lycett 2001).

The scope of unethical practices crosses not only geographical boundaries, therefore,
but also social contexts (Walsham 1993). As such, cultural factors clearly need to be
considered, but whether ethical values are held autonomously by developers needs to be
determined and is now investigated, followed with an assessment of the suitability of

ethics as something which can, or cannot, be taught.
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2.3.3 Nature Versus Nurture

Grodzinsky (1999) argues we have three views of ourselves: the perceived self, the real
self and the ideal self. These perceptions describe how we see ourselves, how we really
are and how we would like to become, respectively. (The philosopher Proudhon
believed it man’s destiny to strive to create his ideal self (Oliver 1998).) The latter
perception suggests a desire for positive growth and the development of practical
wisdom. This view coincides with Kant’s view on how ethics should be taught - as a list
of principles describing how to behave in specific situations (Grodzinsky 1999). This
argument 1s rejected by Aristotle who attested to behaviour being autonomously
controlled by each individual and thus ethical behaviour can be practiced in any and all
situations. This contrasts greatly with the predetermined behaviour for a finite list of
scenarios as proposed by Kant. Most notable philosophers fall into one of these two
categories; for example, Locke is supportive of Aristotle with Proudhon and Socrates
supportive of Kant. Before judgment can be made as to which is possibly right, a look at
autonomous human behaviour is necessary. The question ‘What are we?’ is one of the
questions which has kept philosophers busy for almost three thousand years, although
Smith, Locke and Proudhon, in conjunction with Muslims and Hindus, argue man is
naturally good, considerate, non-violent and sociable - with many more philosophers
arguing against. These include: Erasmus, Socrates, Hobbes, Kant, Descartes and
Foucault, in conjunction with Christians and Buddhists. They found man’s natural
behaviour to include being: selfish, immoral and irrational. Philosophers have been
active in their quest to additionally determine if rationality and reason (the intellect) are
separate from our senses. Philosophers in the period known as Enlightenment argued
they were separate from our senses, whereas the succeeding philosophers, the
Romantics, strongly argued they were not. The quest for an answer to this quandary
continues to this day. If a separation is found to exist, that would support the argument
that we can learn without experience. What this means in the context of this research is
that it would be possible for developers to learn to become ethical as they are not under
the control of their individual senses. This supports the former group of philosophers
from the Enlightenment era, which a modern-day philosopher, Habermas, argues the
benefits of which still need to be fully realised (Oliver 1998). The overall stance taken
here by the author is that man is frequently content with his real self but, is also able to
perceive - and does strive for - his ideal self. Man is also naturally good, considerate,

non-violent and sociable, yet the pressures and environment of everyday modern life
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make other, less desirable attributes, surface - i.e. he is a victim of circumstance, as

argued by (Dakin 1996, Gobold 1999, Introna and Pouloudi 1999).

2.3.4 The Teaching of Ethics

Most decision-making needs to take account of strategy, finance, ethics and, invariably
deals with uncertainty. IS introduces new factors into decision-making and ethics in
software development is certainly non-trivial and non-simplistic (Abi-Raad 1999,
Grodzinsky 1999). When faced with an ethical conflict, being told to change your
ethical hat to a managerial one is not the best solution (Gobold 1999). Nor is the easier
option of ignoring such issues completely (Introna and Pouloudi 1999). Collaboration is
needed to include values across personal, professional and organisational boundaries,
whereas priority in the past was predominantly given to the latter (Pouloudi 1997,

Praxis 1999, Timpka 1999).

The teaching of ethics is best done by experts - ethicists, who study ethics and only
ethics - even argued Socrates, almost 2,500 years ago (Oliver 1998). Even then, argues
Montaigne, Sartre and others, including the teachings of Taoism, it is not possible to
understand human behaviour completely as it is too complex. The corollary being the
impossibility of creating a taxonomy for use in developing a code of ethical behaviour,
whether it be for a finite list of scenarios or guidance for general behaviour. Walsham
(1993) contests this, however, having found similarities in people’s behaviour and
interactions over large periods of time. The following professional organisations also
refute this finding by creating their own Code of Ethics (for software developers): the
Institute of Electronic and Electrical Engineers (IEEE) and Association of Computing

Machinery (ACM).

If professional teaching has its outset at university, then the responsibility of teaching
ethics lies with doctors and professors, although inclusion in a student’s first-ever
lesson on a computer at junior school might be preferred (Dakin 1996, Grodzinsky
1999). But being novices in the study of ethics, it is easily conceivable that ethicists
should be employed as a better alternative to academics (Abi-Raad 1999, Baldwin 2000,
Grodzinsky 1999, Pouloudi 2000). Socrates certainly thought so, the reason being that
students may take on the stance adopted by their - untrained - professors (Sommerville
and Dalziel 1998). The employment of ethicists would ultimately enable software

developers to make an informed decision when considering the abandonment of an
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ethical stance in favour of a business, technological or logical stance, as is common
practice (Gobold 1999). Additionally, a classroom environment would provide a safe
environment to explore one’s own ethical values (Grodzinsky 1999). An awareness of
ethics should have a positive influence on a developer’s professional conduct (Pouloudi
1997) and ideally ethics should be a component of every module taught (Botton 2000,
Pouloud: 2000). This view of teaching ethics assumes its grasp, however, by students
when included in their syllabus, although computer science students may not have the
interest or the aptitude for such issues (Sedlet 1999). Dewey, (supported by Macredie
1999), argues the solution is interactive learning to get the student’s mind engaged in
the material, as against traditional rote learning (Oliver 1998). Interactive learning, then,

by trained ethicists, is the preferred method of teaching ethics (Dodd and Lycett 2002).

Developmental psychologists argue, however, that an individual’s values are determined
and established by the time he reaches the age of seven and it is this immature set of
values that are taken into the workplace many years later (Hebel 2000). Ethical
judgments initially made by managers and developers as children are influenced by
those around them: parents, other adults, printed media and, to a lesser extent, the
television. Reinforcement or punishment of a particular behaviour also influences the
development of future behaviour. This is known as social cognitive theory in
psychology. Vicarious learning, also from social cognitive theory, advocates modeling -
the supply of information regarding certain behaviours and their respective
consequences. Reasoning also develops with age, as experience and education increases
(Dozier et al 1996). These authors also found other influences on behaviour, known as
ethical carriers, to be foreign visitors, employees of multi-national companies, the media
and environmental groups, for example. Ethical awareness and education also comes
from discipline, socialisation, development, clarification and emotional and character
formation (Van der Ven 1998). Ambrose et al (1997) and Woodall (1996) argue that
there are no comprehensive theories, however, to account for the development and
change of any ethical values that a person holds. They argue this is true for influences
both within a person, and externally. These external influences include inducements,

coercion, persuasion or threats. Punishment for unethical practices, therefore, may not

result in corrective action.

Although ethics is a relatively new dimension in IS, a broader and more integrated
approach is necessary to enable the encapsulation of the many contributory disciplines.

These include not only technology and philosophy, but also psychology, anthropology
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and sociology (Grodzinsky 1999, Sedlet 1999). (A list of other associated disciplines
can be found in Appendix G.) This might culminate in what could be called ‘best ethical
practices’. As ethical principles covering every conflict of interests that could ever arise
cannot be feasibly known or taught, Aristotle’s advocation of ethical behaviour being
driven from within each of us becomes appealing. If true, the need for an undergraduate
course would be unnecessary as developers would naturally know how to behave in an
ethical manner. This suggests, again, the unethical practices conducted by a developer
make him a victim of circumstance and not an unethical person per se. This raises the
issue of whether we manage our ethical values or whether they manage us - a corollary
of the former being self-regulation for each developer and therefore, eliminate any

possible consistency of ethical practice across the profession (Svensen 1998).

Managers and developers use ethical frameworks to try to understand the world they
live in and then to judge decisions made by themselves, colleagues and management.
Frameworks also influence their reaction to an ethical decision - they might discuss it
with the aim of finding a resolution in the case of conflict, report it, ignore it or even
resign (Ambrose et al 1997, Hasnas and Smith 1999, Johnson and Smith 1999). Ethical
reasoning and attitudes, therefore, need to be acknowledged as separate (Dozier et al
1996, Johnson and Smith 1999). Reactions to a process or outcome differ according to
whether the focus was on the process, the outcome, or both. A project manager may
focus on a process being ethical, for example, whereas a developer may focus on the
outcome, with each unaware of the other’s (differing) focus. An unfavourable outcome
is more welcome by a recipient when the process leading up to it is considered fair
(Ambrose et al 1997). The distinction between reasoning and attitude is necessary for
project managers to understand the cause of any conflict, argue Dozier et al (1996). It is
also possible for a number of forms of ethical reasoning to conclude with the same
ethical attitude. This is achieved when there is input from both the project manager and

his team of software developers in a decision-making process.

2.4 A Critique of Existing Codes

2.4.1 Use of Language

Habermas, Heidegger and Lyotard argue communication is the key to increasing
awareness. As English is spoken by the majority of the world’s population it has,

therefore, has been largely adopted as the language for business - to facilitate wide
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understanding. But languages are difficult to learn and use and English is no exception,
also argues Oliver (1998). Language anomalies also hinder understanding, increasingly
so for those whose mother tongue is not English (Symons 1990). Walsham (1993)
highlights the content of vision statements as being particularly ambiguous, for
example, but due to their rather general nature. Native speakers can exacerbate the
problem by deliberately making mistakes. For example, at a presentation given by one
project manager to his 20-strong development team, he spoke of delegation as the
transfer of responsibility and not authority, which is incorrect (Anderson, 2001).
Metaphors contribute to the problem, with an example of a negative metaphor being
‘professional’. This is considered negative as it suggests professional knowledge is
above and inaccessible to end-users themselves, enlarging the divide between end-users

and IS professionals (Walsham 1993).

Montaigne argues each reader of a code will have his own unique interpretation of 1t
(Oliver 1998). This argument is also supported by Macredie (1998) and Paul (1994),
with each interpretation determined based on personal subjectives, experience, skills
and conjectures, as found earlier. Much care is therefore needed to minimise, if not
omit, ambiguity and confusion. Occam and Erasmus both argue ‘Less is more’ (Oliver
1998). Although a language as rich and colourful as English will never be without
problems, that should not deter a concerted effort from being made to produce a
meaningful and useful ethical code which is consistent, complete and as unambiguous
as possible. The answer, argues Zuboff (1988), resides in the introduction of a new
vocabulary. With a new vocabulary requiring definition and consistent and accurate
understanding of it, the author feels the problems of ambiguity and confusion would still

be prevalent. A new vocabulary, therefore, is not the way forward (Dodd and Lycett

2002).

2.4.2 Common Weaknesses Found

Although frameworks and legislation aim to enforce ethical practices beyond ordinary
morality, high profile cases in the media show the lack of success in the regulation of
satisfactory IS practice (Davis 1998, Johnson and Smith 1999). An attributable factor
for this, found Hasnas and Smith (1999), is that the application of ethical frameworks in
IS are more complex than those applicable to the business community. Conversely, the
oversimplified instructions contained within a framework may substitute the ethical

issues, but be of little practical use in resolving the issues at hand (Johnson and Smith
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1999). The problem of knowing how much detail is the right level of detail - without
being too vague or complicated - then needs to be determined. General guidance on
ethical practice, with specifics explicitly left to local practitioners to define, therefore

appears to be the solution (Dodd and Lycett 2002).

Hasnas and Smith (1999) attest the failure of ethical codes and frameworks to several
factors. Firstly, the use of philosophical language in frameworks makes them difficult to
understand. Secondly, frameworks commonly conflict with the duties and
responsibilities of both project managers and software developers. Johnson and Smith
(1999) additionally argue knowledge of the different moral philosophies on which
frameworks are based is needed by project managers for an informed choice of
framework to be made. These authors also note the creation of a hybrid solution by
project managers should be avoided as finding the optimum solution would then not be
possible. It is the preferences of the code designers, however, that determine its content,
argue Johnson and Smith (1999) and Walsham (1993). Even if the correct choice of
framework can be made, argue Hasnas and Smith (1999), managers and software
developers do not make ethical decisions acting as free individuals, but as agents for
their company. Drawing on the evidence above relating to management training now
requiring a change of focus from corporate strategy and profit, open consultation across
all levels is now advocated to facilitate the successful implementation of an ethical

code.

The limitations of current frameworks are additionally due to the complexities of
society in which we live, and their affect upon social life consequently being
problematic (Johnson and Smith, 1999). One such consequence is the common
perception of a company appearing unfair to its software developers - and possibly
management - in comparison to other companies. Frameworks provide a vehicle for the
comparison and confirm that perception, or not (Ambrose et al, 1997). Another
consequence is that of liberated and empowered software developers challenging any
frameworks introduced by their respective project managers, though this is questionable
in practice (Buchanan and Hucyznski, 1991). The point, however, is that ethical
standards are individually and autonomously ascertained as a result (Hasnas and Smith
1999, Johnson and Smith 1999, Woodall 1996). This individual setting of ethical
standards, however, argues Ford et al (1996) is the only way for company goals to be

achieved. While project managers may try to impose their own frameworks, software
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developers must be allowed to achieve company goals their own way. In this vein,

Woodall (1996) found that resistance to frameworks included:

¢ Protection of job status
® Need to work with new people
e Opposition to arbitrarily increased workloads

¢ Clarification of new working practices

It could be argued that other company processes could be used to institutionalise ethics,
such as recruitment, selection and training, but each of the processes need the ethical
standards to be defined and agreed first in a framework for reference - implicitly
introducing the need for good documentation (Kling and Iacono 1989, Johnson and
Smith 1999). Institutionalisation here is defined as a sequence of stages, influenced and
conditioned by previous events and actions - leading to progress, of any description,

being slow (Walsham 1993).

Frameworks should not be created by project managers based on their own preferences,
argue Johnson and Smith (1999). This is due to the subsequent ambivalent and hostile
feelings felt by their project teams and in the worst case, the failure of a framework as a
consequence of excluding the team in the design process (Woodall 1996, Walsham
1993, Johnson and Smith 1999). In addition, the lifeblood of any project, i.e. enterprise,
initiative and creativity, are likely to be lost when compliance to a framework 1s based
on reprisals - or just excessive managerial control (Walsham 1993, Woodall 1996).
Woodall also argues that software developers cannot be expected to own a culture
change in the workplace enabled by an ethical framework which was initiated, managed
and implemented solely by a project manager or other outsider. The goal of
implementing an ethical framework successfully is hampered further when a project
manager is perceived not to adhere to the framework himself. Markus (1983)
additionally warns of team involvement during the development of a code when
management has previously decided on its content. This situation would result in
increased resentment as the developers would be aware of their prima facie contribution
and the evident reality of none. Walsham (1993) points out, however, that in case
studies carried out where issues were presented to stakeholders involved with options
available regarding the way forward, commitment could not be obtained towards some

necessary action. It is not known whether a majority vote decided the way forward or
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whether management imposed a decision. Open discussion across all levels was

highlighted above as the best way forward at this juncture.

For a framework to be successful some changes are required of the developers. Change
is seldom welcome, but must be accommodated to prevent the introduction of a new
framework from becoming futile. The stages of change people pass through when
confronted with change typically consist of: denial, anger, abandonment and adjustment
(Woodall 1996). This is no surprise, argue Johnson and Smith (1999), as feelings and
emotions are two essential attributes of a person. People progress at different speeds
through these stages, known collectively as a Personal Transition Cycle, and
performance and/or productivity may fall during this time. The change is traumatic, she
argues, because previously acceptable behaviour (sanctioned by management) is no
longer acceptable. Symons (1990) argues this trauma is possibly also due to the
perception of enforced change, without clear and justifiable reasoning, from a way of
working which they were reasonably happy with. Consequently, feelings of
apprehension, anxiety, cynicism and stress are also common. Other feelings include:
uncertainty and insecurity. There may also be a feeling of infringement on personal
privacy, autonomy, self-esteem and equal treatment, which all need to be addressed. The
time needed to adjust is usually not respected, and the trauma is dealt with by constant
criticism of the old ways. The right to hold views other to those now required is also not
respected. The correct way of handling these difficulties is by counseling or to create a
process which enables the expressions of anger and frustration to be heard (Woodall
1996). Both take time and money, scarce commodities in any competitive company. One
solution advocated by Ford et al (1996), to reduce the stress suffered, is to involve the
developer’s spouse and children in the training given. As we have seen from issues
raised above, many of these problems can be overcome with open discussion, resulting

in general agreement and commitment from all involved.

2.4.3 Requirements of a Code

As a result of the problems associated with adopting codes with strong theoretical
foundations, project managers are now creating their own codes, but with no guarantee
of alignment with codes previously put forward (Hasnas and Smith 1999). These
authors also argue the success of a new framework is also dependent not only on the
software developers but also their company and societal contexts. Furthermore, IFIP

(1995) found enforcement of frameworks to be frequently weak, with one cause found
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to be the often lacking explicit or consensus-based rules describing what is, and is not,
appropriate behaviour supporting the framework (Hasnas and Smith 1999). This is
caused by the general nature of codes, the consequential ambiguity of their requirements

and (necessary) lack of detail for implementation at a local level.

Business ethicists created their own codes in an attempt to address the problems
outlined above. The codes are called NTBEs (Normative Theories of Business Ethics).
As normatives they describe what managers and their employees should and ought to
do, and have been written in everyday English. There are three main NTBE theories:
stockholder, stakeholder and social contract theories. No more than one NTBE can be
used at a time and ideally should not be altered from its original state. If the NTBE
selected by a manager must be altered in any way, it should be done before its
application and only then. NTBEs are not designed for use in the public sector or for
non-profit making companies (Hasnas and Smith 1999). They are all designed for use in
the same domain: by profit-making companies in a competitive arena and as such, offer
ethical guidance in that environment. At a practical level, Hasnas and Smith (1999) also
argue, more information is needed before they can be used effectively. Even then, they
only act a guide to the individual conscience, independent of any ethical framework
being instilled in addition by a manager on his team. This independence enables NTBEs
to be used as a standard from which employees can judge themselves, their manager’s
decisions and their company’s policy/culture/code of conduct. As such, NTBEs offer
helpful guidance that exceeds that offered even by traditional philosophical theories
(Hasnas and Smith 1999). Due to the weaknesses identified earlier, however, the values

advocated in current NTBEs need further clarification.

It is sometimes necessary for a disastrous failure to ensure the views of stakeholders are
considered and accommodated in the creation of a code - or a revised attempt, argues
Symons (1990), although constant failure in IS has not led to any workable solutions
accepted across the profession. Walsham (1993) found the successful creation and
implementation of a new code are not disparate activities, but in fact intertwined. It is
necessary, however, to decide who will determine what is ethical and what is not, what
information is needed, where it will be obtained and how. Dozier et al (1996), proposed
the practices which need to be determined as ethical in the workplace in the context of

managed software development can be broken down into six categories:

1. Project manager’s or software developer’s behaviour affecting the
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company

Company or project management practices affecting software developers
Software developer’s behaviour affecting other software developers
Company practices affecting customers

Company practices affecting shareholders

<RV

Company practices affecting the general public and the community

Hasnas and Smith (1999) recommend the creation of a new framework or, the
amendment of an existing code. The role of language on a person’s behaviour should
also be accommodated, argue Ford et al (1996). Codes previously created by
professionals and laws should also be considered as they are as important as any moral
theory (Davis 1998). The setting of new goals, milestones and benchmarks, however,
serve to legitimise good working practices, and remind developers that old standards
were unsatisfactory (Woodall 1996). An example of an appropriate amendment could be
the inclusion of an ethical checkpoint in the development life cycle model being used
(Hasnas and Smith 1999). Care should be taken though, not invade anyone’s privacy by
measuring behaviour and attitudes in addition to their tasks (Woodall 1996). Habermas
argues the increased understanding of the world we are continually acquiring also
weakens the value of codes (Oliver 1998). Yet completion of a framework’s acceptance
follows a period of integration and consolidation ending any uncertainty and insecurity
an employee may have felt toward his work task or relationships (Woodall 1996,

Walsham 1993).

In an attempt to address the concerns highlighted above, two professional organisations
- the IEEE and ACM - jointly commissioned and subsequently adopted a Code of Ethics
specifically for software developers. A description of the Code, its structure and

implications for use, are provided below.

2.5 The IEEE/ACM Code of Ethics for Software Developers

2.5.1 Background

An ethical code specifically for software developers was created by the Institute of
Electronic and Electrical Developers (IEEE) and the Association for Computing
Machinery (ACM) in an attempt to address the weaknesses of other codes and
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ultimately reduce the problems in ISD. The Code was chosen for this research as the
IEEE is the world’s leading organisation of computer professionals and has the vision of
being the leading provider of information and services to the world’s computing
professionals - achieved by fostering communication, co-operation and information

exchange among its members. Further information about the IEEE/ACM and the Code
can be found in Appendix B.

Having a code in place helps establish software development not only as being a
profession, but also identifies it as being different from other IT areas. (After all, if
software development is not regarded as a profession, then any kind of behaviour is
surely acceptable (Dakin 1996)). With so many categories of codes and attributes of
ethics proposed, the appropriate category(ies)/attribute(s) specifically for software
developers needs to be determined. A study was carried out by a joint steering
committee called SEEPP - Software Engineer’s Ethics and Professional Practice -
commissioned by the IEEE and ACM, with their conclusions being adopted in the Code
of Ethics and Professional Practice for Software Developers which was published in
December 1998. A new committee called SEPEP - the Software Engineering
Professional Ethics Project - was then created to nurture the impact of the new code - by
introducing educational material for distribution to practitioners (Gotterbarn 1999a/b).
This should facilitate the recognition, understanding and ownership of the Code by
software developers worldwide, necessary for its success. The material to be distributed
need not only be paper-based, however, argues Svensen (1998), but could also be in the
form of an intranet/extranet, the internet, interactive TV, multi-media kiosks, freebies,

compact disks, 3% floppy disks, video conferencing, workshops and/or seminars.

2.5.2 Description

Software developers from all continents were consulted during the Code’s creation,
culminating in a code which has global consensus for representing the standards of
behaviour expected of professional software developers, by professional software
developers (Gotterbarn 1999a/b). The core element of the Code is the focus on public
interest prevailing at all times, with regard to health, welfare and safety. Mandatory
compliance to the Code is not sought, however, only co-operation. Although this may
initially appear ineffective in practice, this approach is necessary, argue Hebel (2000)
and Pouloudi (1999), as it is not possible to change a person’s values - only a change in

their priorities is possibly achievable. Demanding adherence would be ineffective,
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therefore, even if only seeking co-operation lays the Code open to abuse (Introna and
Pouloudi 1999). The preamble to the Code stipulates it should not be read as a finite

guide to ethical behaviour and, is different from other codes proposed in four ways, in

that it:

e Prowvides guidance on ethical principles
e Provides a decision-making strategy
e Addresses conflict in ethical values

e Addresses three levels: humanity, professionalism and professions

The guidance on ethical principles includes, for example, a requirement for developers
to be fair and avoid deception. The words ‘avoid deception’ were chosen over the initial
choice of ‘be honest’ as the former was later considered to be open to exploitation. The
decision-making strategy also acts as a framework by which a decision made can be
judged by others to be ethical or not. Conflicting ethical interests are accommodated in
a set of principles itemising pertinent areas in a prioritized order so that the most
important areas of interest can be identified. This prioritizing approach is also supported
by Baldwin (2000), Halang (1998) and Pouloudi (2000). Dilemmas in ISD are not easily
settled and this is acknowledged by the Code which seeks a satisfactory solution by
identifying and addressing the three levels identified above: humanity, professionalism
and profession. This is achieved by detailing, respectively, how (a) to aspire to be
human (e.g. strive for integrity and justice), (b) to expect to be a professional (e.g.
identify general professional obligations) and lastly, (c) how developers should expect

to use good tools (e.g. explicit testing and documentation procedures).

An additional function of the Code is to educate software developers into promoting and
protecting positive values, without encouraging any whistle-blowing activities. It also
promotes education, training, support, guidance and inspiration (Timpka 1999). The
Code is produced in two forms - one is high level and aspirational, the other is low level
and detailed. Ethical standards are described, as well as managerial and technical,
although the latter category has since been disputed. For a developer to be ethical he
must be able to argue his viewpoint from an ethical stance. The Code provides him with
ammunition to argue his case and to be able to say, ‘No’ when a situation requiring a
mise on ethical standards arises (Gobold 1999, Singer and Vinson 1998).

compro
Stakeholders in the development of new IS are identified in the Code as managers,
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clients, suppliers, communities, other professionals, other employees and society

(Gotterbarn 1999b).

It 1s worth noting that although the Code was created after lengthy consultation with
software developers in the international arena, the IEEE/ACM do not now hold a
monopoly on ethical behaviour. This joint body is still a ‘player’ amongst players - who
may take the form of other discipline professionals or cultures worldwide, probably
with their own codes of ethics (Abi-Raad 1999). The existence of other codes is not the
only problem faced by anyone attempting to create a new one. Other problems include
differences in language and even strong negative feelings between nations (Hebel
2000). The approach taken by IEEE/ACM in consulting the software developers is
supported by Singer and Vinson (1998), arguing that without this, the Code might
attempt to impose practices on the - global - profession which are inappropriate at a

local level.

2.5.3 The Eight Principles

For the Code to succeed in achieving its goal of making the software development
profession beneficial and respected, it sets out eight key principles to which developers
and project managers are requested to adhere (Gotterbarn 1999b). A brief summary of

each is thus provided and sets the context for the thesis:

1. Public. Software developers shall always behave appropriately to public interest
- defined as health, safety and welfare

2. Client and Employer. Developers will always behave in the best interest of their
employer and client - as long as it is consistent with public interest

3. Product. The highest professional standards possible will be sought by
developers for their products and their respective modifications

4. Judgment. Developers will exercise integrity and independence when making
professional judgments

5. Management. An ethical approach will be promoted and exercised by project
managers and team leaders in the management of software development and
maintenance

6. Profession. The integrity and reputation of the profession will be increased,

consistent with public interest

7 Colleagues. Developers will be fair and supportive toward their colleagues
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8. Self. Developers will take part in life-long learning of the profession’s practices

and promote an ethical approach to the practices used

2.5.4 Practical Implications

A credible and used code should inspire confidence in both practitioners and users alike,
culminating in an enhanced image of ISD (Gotterbarn 1999a, Timpka 1999). The Code
provides a measurement tool by which a developer’s behaviour can be judged - by
himself, his peers, management, end-users or the public, although the eight principles of
the Code can be amended as necessary when found to be inappropriate. Whether ethical
standards provide a minimum or maximum level of acceptable development practices
still needs to be ascertained, although an ambivalence of opinions does provide an arena
for the right answer to surface - assuming such a thing exists (Abi-Raad 1999, Dakin

1996, Gotterbarn 1999a/b).

The English language creates ambiguity which adds confusion to the difficulties of
implementing the Code, as noted previously. For example, in the eight principles above,
the description of Principle 3: ‘Product’ requires the highest possible standards to be
sought by developers. The Code attempts to clarify these standards as the striving for
high quality, acceptable cost and a reasonable schedule. The definitions provided to
reduce the ambiguity present actually augment it as the definitions introduce additional
wording which also needs further clarification: striving, high, quality, acceptable and
reasonable. How these will be defined on a practical level will invariably be different
for every person who attempts to define them, with their definitions individually, timely
and contextually determined. Principle 5: ‘Management’ requires an ethical approach to
be promoted. Again, a definition is provided but this also needs clarification in order for
the requirement to be correctly adhered to. Definitions provided requiring further
definitions dominate the Code. Principle 6.08 requests that only significant errors be
corrected and reported. Again, what a significant error is, how it should be corrected
and to whom it should be reported, will be interpreted differently by every reader and is,
as noted above, invariably individual, contextual and timely in definition (Abi-Raad
1999, Baldwin 2000, Dodd and Lycett 2002). Furthermore, Pouloudi (1997) argues
reporting an error, or conflict of any kind, might not always be beneficial. Although an
ambiguous code, refinements can and will be made, but only by experimentation and
subsequent learning (Dakin 1996). Repeating an action the same way and hoping for an

improvement in the results is highly unlikely - partially effective standards should at
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least create a demand for better. In this way, the Code will move towards becoming a de

Jfacto standard and ultimately a de jure standard.

The adoption and inclusion of the Code described above in ISD is welcome, but on its
own the Code has little value. Control also needs to be exercised so that sanctions can
be introduced when a project manager or developer is non-compliant, i.e. unethical in
his work practices (Dakin 1996, Gotterbarn 1999a). The IEEE/ACM Code cannot
possibly cover everything and does not address the issues of discipline, deterrence or
cowboys (Gotterbarn 1999a). Insufficient authority is present to ensure compliance,
with only co-operation sought from the developers as a consequence. Gotterbarn
(1999b) argues that as the profession acquires knowledge enabling the Code to be
modified, standards will improve - even though the revision process takes a minimum of
a year for each amendment. Refinements cannot be made to the Code without the help
of software developers - who are believed to be bright and therefore willing and able to
learn. develop, and share their knowledge and experiences (Svensen 1998). To
encourage adherence to the Code in Texas, USA, a local register was established to list
compliant developers working in the area. Developers are not encouraged to become
1solated ethical heroes however, and ethical boundaries still need to be determined to

allow for mistakes to be made - developers are still only human after all (Timpka 1999).

In support of Svensen’s findings above, Kelley (1999) found that software developers
considered most successful had a common ambition of aiming to meet organisational
goals first and foremost - in alignment with management focus on corporate strategy and
profit identified above - as against working for the public interest at large which the
Code stipulates must take the highest priority and prevail at all times. But for software
developers typically employed in the western Europe, remuneration packages are
individually tailored and, knowledge is power (Knights and Morgan 1991, Svensen
1998). Unique knowledge is frequently rewarded with bonuses, salary increases and
promotion. The consequence is an anti-sharing environment, with the paradoxical
situation of knowledgeable developers not wanting to share any of that knowledge -
resulting in their ‘knowledge guru’ status (Cooper 1986, Computing 2000b). The
situation might exist therefore, that if a developer only appears to know the same as
everyone else, a project manager might then believe he has employed the wrong
‘specialised’ person for the job. The information could be being withheld, however, due
to a fear of it being used unethically by other parties with alternative motives.

Information sharing in ISD therefore needs to become a component of a developer’s
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performance so that it can be expected as part of the norm, as against rewarded for its
ad hoc appearance (PC Week 1999). This will facilitate the identification of weaknesses
in the Code and corrective measures being taken where appropriate. Feldman and March
(1981) support this tactic as they argue the act of requesting information is actually
symbolic of competence - refuting Cooper above. Furthermore, the ramifications of key
developers leaving a project prior to sharing their knowledge is the possible significant
and long term loss of revenue to the company, damaged client relationships and the loss
of best practice(s). Key developers should be retained long enough then for their
esoteric knowledge to be shared with the remaining develops in the project, as being

productive yet unethical is no solution to the problems outlined above either (Kelley

1999, Hebel 2000, PC Week 1999).

2.6 Summary

Ethics was introduced through its contribution from philosophy and academia and, the
unethical practices found in software development were summarised. Management
training was found to contribute to the lack of awareness/concern of ethics in ISD, in
conjunction with the reward structure of IS professionals in western Europe. The failure
of current codes and frameworks was researched, together with their cause. This led to
what is necessary for an ethical framework to be successful in ISD. The IEEE/ACM
Code of Ethics for Software Developers was examined to determine its structure and
objectives. The eight key principles were described which scoped the definition of

ethics in ISD.

The focus of management education was found to be primarily on corporate strategy
and profit, with a need for change identified by (a) ethical considerations forming an
integral part of IS management decision-making (b) a project manager’s claim on
ethical authority in the workplace is currently questionable, (c) the presence of dispute
and conflict in the business environment is constant, as well as the failing of traditional
compliance-based management control and, (d) ethical awareness and adherence to a
code is essential for project managers if software developers are also to take ethical
practices seriously. The values found to constitute ethical behaviour found consensus
amoung academics, philosophers and religious groups. In the context of managed
software development, the following six categories were identified (a) project
manager’s or software developer’s behaviour affecting the company, (b) company or

project management practices affecting software developers, (c) software engineer’s
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behaviour affecting other software developers, (d) company practices affecting

customers, (e) company practices affecting shareholders and, (f) company practices

affecting the general public and the community.

The issue of whether developers manage their own ethical values or whether the values
manage them was discussed - a corollary of the former being self-regulation for each
developer which would eliminate any chance of consistent ethical practice across the
profession. The latter would result in developers becoming a victim of circumstance
whenever an unethical practice occurred. If developers act as agents for their employer
and not independently, we have a third possibility of the role of a developer. The stance
taken by the author is the former - developers manage their own ethical values. No
comprehensive theories were found to account for the development and change of any
ethical values that a person holds. These external influences include inducements,
coercion, persuasion or threats. Punishment for unethical practices - and non-adherence

to a code, therefore, may not result in corrective action.

Frameworks were found to be the most important and most common way of
institutionalising ethics. Limitations and weaknesses of frameworks were identified as
(a) being highly ambiguous, (b) arbitrarily increasing workloads, (c) introducing
unclear/conflicting new working practices, (d) creating a need to work with new people
(e) threatening jobs, (f) using alien language, (g) over-simplifying instructions, (h)
designed solely by managers or outsiders and, (i) do not address discipline, deterrence
or cowboy presence. The creation and implementation of codes were found to be
intertwined and, not separate activities, with open communication necessary for codes
to gain acceptance. Change is not easy, however, due to complexity, difficulty and risk -

caused by the institutionalisation of beliefs and practices.

The umbrella strategy - setting guidelines without detailed plans - was identified as
being the most appropriate method to institutionalise ethics in other departments in
organisations, such as recruitment, selection and training. Each department would need
the ethical standards to firstly be defined and agreed in a framework for reference.
Designers typically determine the contents of new codes, which should be avoided via
open communication across all levels prior to its construction. Weak cultures - defined
by diversity - were found to facilitate project success. Cultures within development
teams were ideally found to be diverse and should consist of differences in gender, age,

race. social class, ethnicity, religion and specialist groups. Such a development team is
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expected to be more sensitive to identifying and meeting the needs of the end-users.
Four roles of an analyst were identified and with current IS seen to be large and
complex, the role known as a system expert was found to be necessary, coupled with the

emancipator role to ensure the mutuality relationship described above.

The preamble to the IEEE/ACM Code of Ethics stipulates it should not be read as a
finite guide to ethical behaviour and that it: (a) provides guidance on ethical principles,
(b) provides a decision-making strategy, (c) addresses conflict in ethical values, (d)
addresses three levels: humanity, professionalism and professions, (¢) educates software
developers into promoting and protecting positive values, without encouraging any
whistle-blowing activities and, (f) promotes education, training, support, guidance and

inspiration. Language problems typically exist in codes and the IEEE/ACM Code is

ambiguous in its requirements.

The following chapter determines which research approach is most appropriate for the
objectives identified to be met: to form a critique of the IEEE/ACM Code’s suitability
as an ethical framework; identify and describe unethical practices conducted by project
managers, their project teams and other business units; and determine the cause of the

unethical practices identified.
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Chapter 3. Research Methodology & the Case Introduced

3.1 Introduction

For the research objectives to be met, an appropriate research methodology needed to be
selected. The philosophical stance adopted by the author had to be determined, enabling
the research approach used and associated methods adopted - for data collection and

analysis - to then be selected, justified and described.

Section 3.2 describes the philosophical foundation taken typically in terms of ontology
and epistemology, together with the stance taken by the author. The research approaches
advocated by Burrell and Morgan (1979) are then described - Interpretive, Functionalist,
Radical Humanist and Radical Structuralist - culminating with the interpretive approach
being selected and justified as the most suitable. Section 3.3 provides the identification
and critique of the data collection methods associated with this approach, with a six
month in-depth case study chosen to be conducted to enable the collection of pertinent
data through observation, document analysis and semi-structured interviews. Section 3.4
describes the company selected to participate in the research, relating to its structure,
the development environment and the role of the author whilst conducting the research.
A discussion on data analysis is provided in Section 3.5, identifying the use of repertory

grids as suitable.

3.2 Determining the Research Approach

3.2.1 Philosophical Foundations

The philosophical foundations of research are typically argued for, or against, on the
two concepts of ontology and epistemology. Ontology is the science of understanding
reality - in context with the study at hand. Doctrines here describe two opposing
viewpoints: from the belief that all social and physical entities exist independently of
how they are perceived by people, to the belief that all social and physical entities are
mental constructions - and everything in between these two values. Epistemology is the
science of understanding knowledge and how it might best be learned. Doctrines here
also describe two opposing viewpoints: from the belief that all knowledge can be

defined by a set of laws and/or facts which can be justified with measurement, to the

80



R The Rele arrd-Wartue of Ethical Frameworks in Software Development

beliet that knowledge is down to subjective interpretation and understanding on an
individual level. Both the ontological and epistemological concepts are included below
in the description of each of the four paradigms that were considered. The vast and
complex ‘real” world in which we live leaves the author mid-way between the opposing
doctrines of both ontology and epistemology. For the purposes of this research,
however, the ontological stance taken was that all social and physical entities are mental
constructions, with the epistemological stance taken of knowledge is down to subjective

interpretation and understanding on an individual level.

3.2.2 Recent Approaches

At the highest level, research methods can be divided into two camps: scientific and
non-scientific - with the former taking a functionalist/positivist stance and the latter
taking an interpretive stance. Each (respectively) concerns itself with the collection and
subsequent analysis of quantitative and qualitative data, but the clear distinctions
determining their area of use are no longer exclusive. As the heart of this thesis is about
people (developers and project managers, teams and organisations), a non-scientific
approach was taken. This approach consists of four (sociological) paradigms:
Interpretive, Functionalist, Radical Humanist and Radical Structuralist, as described by
Burrell and Morgan (1979) and Hirschheim et al (1995) — although other descriptions
exist. The approach enabled an in-depth case study to be used and, a critique of the case
study method identified the need for a single embedded descriptive case study. To
ensure the validity of the data collected - via respective data collection methods
associated with the case study method - and the consequent reliability of the case study -
the case study protocol as advocated by Yin (1984) was adopted and is described below.

The protocol consists of several components which ensure the case study ‘stands up’

under close examination.

As academia has been actively searching for answers to numerous disparate questions
over a very long period, it is not surprising to find a plethora of categories and
approaches already in existence. Although a taxonomy has been created to differentiate
between the research categories and methods, there is strong support of a hybrid
approach, taking the best from each category as appropriate (Avison 2001, Tashakorri
and Teddlie 1998). A hybrid approach has at least three benefits. It can: (a) help to
reduce bias, (b) reveal errors in measurement and, (c) verify and cross-check the data

collected (Housden 1992, Remenyi 2000, Nissen er al 1990, Swetnam 1998). A
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common problem with research method choices is that local institutions can ‘dictate’
which category and/or method should be used (Nissen ef al 1990, Swetnam 1998). This
may be more prevalent when research students are employed as research assistants and
have their research activities more closely guided. Leedy (1997) argues, however, that it
i1s better for the data requiring examination to determine the approach and method to be
used by the researcher and, this view was shared by the author. Two general

classifications of many of these categories are possible and, are shown in Table 6

below, with pertinent authors.

Qualitative (Walsham, Quantitative (Yin)

Myers, Cavaye, Strauss and Corbin)
Subjective Objective
Post-Positivist Positivist (Benbasat)
Interpretivist (Zuboff, Orlikowski Functionalist

and Gash, Gibson and Burrell,
Cavaye, Walsham)

Phenomenology (Zuboff, Mingers) Empirical (Layder, Mumford)

Ethnography (Smircich, Van Nomothetic
Maanen, Mingers, Suchman,

Myers)
Hermeneutics (Boland and Day, Traditionalist

et
Mingers, Giddens)
Idiographic Interventionist

Experimental

Radical Humanist Radical Structuralist
Naturalistic Constructivist

Table 6. Taxonomy of Research Categories

There are many methods available for use within each of these two generic categories;

the most popular are shown below in Table 7.

iy

Case/Fiel Theorem Proof Historical

Study

Ethnography Lab/Field Experiment | Normative
Phenomenology Case Study Longitudinal
Experimental Surveys

Grounded Questionnaires

Theory

Subjective Interviews

Game/Role Observation

Playing

Action

Research

Participative

Observation

Table 7. Taxonomy of Research Methods
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Despite the introduction of NTBEs (as described previously), an attempt to address
unethical practices with the application of normative theories is often neglected - in this
context normative theories are based on the idea that applicable universal principles can
be created and understood by all project managers and software developers (Hasnas and
Smith 1999). Although total standardization would result in cultural insensitivities,
argue Ford et al (1996), it is possible through a prescriptive approach. Such an approach
would consist of normative theory being applied from a rationalist standpoint (Johnson
and Smith 1999). Though total localisation may be an aim of the framework designer, it
is prevented by cost (Ford et a/ 1996). The quest for universally applied principles
should be abandoned. therefore, in favour of relativity and subjectivity (Campbell and
Marshall 1999). A relativistic approach accepts that any claim to moral authority is
highly questionable, and consequently rejects the notion of cultural imperialism. This
would enable a focus on one’s own interests rather than the common good. This is
supported by Johnson and Smith (1999) who agree that ethical obligations to others can
onlv be considered after priority has been given to one’s own desires and needs. Though
these and other sociological approaches exist, they can be categorised into just four
paradigms which are used very frequently (Burrell and Morgan 1979, Hirschheim et al
1995, Walsham 1993). These paradigms are: Functionalism, Radical Structuralism,
Radical Humanism and Interpretivism. The latter is described below as it was chosen
for the purpose of this research, including a brief description of the philosophical stance

taken, with the other three described in Appendix A.

3.2.3 Interpretivism

Interpretivism aims to understand the world how it is and not how it could be - at the
level of subjective experience. Reality is seen as complex and with a different
interpretation of it for everyone. It provides explanations on consensus and social order
by referring to interpretations given by participants individually, as against the use of
mechanical or biological analogies. The vocabulary used refers to values, issues and
concerns, referring to factors which are human, organisational and political. (Note the
deliberate use of ‘factors’ and not ‘criteria’ - due to its hard scientific aura, emphasizing
quantitative and technical data.) Consequently, no objective reality is identifiable for
others, for example researchers, to replicate - quite the converse to the Functionalist
approach described above. Every experience is individually interpreted with even
holistic approaches just providing prima facie snapshots of reality for any one

individual and, therefore, is subjective (Oliver 1998). This paradigm sees the world as
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an emergent social process where relevant issues are related to the status quo,
consensus, social order, solidarity, social cohesion and integration. Everyday life
consists of each individual’s understanding, informal evaluations and subsequent
perspectives are taken seriously by interested parties (Hirschheim and Smithson 1988).
The ontological status is of nominalism (constructivism), where the social world is
regarded as questionable and problematic - reality is the product of the mind. The
epistemological stance of anti-positivism is taken, with the will and need to make sense
of oneself and the situation at hand. An organisation’s reality evolves through changing
traditions of social laws, conventions, cultural norms and attitudes, with an emphasis on
negotiation and clarification to reduce uncertainty. Interpretivism questions whether
organisations exist in anything other than the conceptual sense and, shared meanings are
the result of inter-subjectivity rather than objectivity. Multiple realities are accepted, as
against challenged for resulting from communication problems. Global consensus is not
sought if individuals’ interests are considered subordinate and everything is relative -
only acceptance of the issue at hand is what matters. The weaknesses of Functionalism
are addressed with Interpretivism and it is accepted that universal laws and principles

cannot be successfully applied. Heidegger (1962) summarised Interpretivism as,
‘Existence is interpretation and interpretation is existence’.

Improving understanding by describing the dynamic interactions in the real world as
interpreted by the individual stakeholders is the work of the Interpretivist researcher
(Walsham 1993). The corollary of this is that qualitative data is invariably collected for
analysis, as pages of numbers are unable to convey the rich descriptions and
explanations afforded by language and, the subjective experience of individual

participants was key to addressing the research objectives identified above.

3.3. The Research Approach Taken

It could be viewed as a paradox that the multiple approaches and respective techniques
for research as described above not only enable the most suitable to be adopted by a
researcher, but this plethora also creates uncertainty. The corollary being that a reduced
number of options would reduce the uncertainty present when a researcher is selecting
an appropriate research methodology - of course a reduction would also hinder or

prevent the hybrid/pluralistic approach advocated above. Interpretivism was selected
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now been described, which ultimately meet the need of a PhD to either add something

of value to the body of or, to show independent and critical thought:

Identify the causes of unethical practices in managed software development
Evaluate the IEEE/ACM Code of Ethics and Professional Conduct for Software
Developers as an ethical framework able to address the ethical conflict

identified

Determine how organisational practices, policies and procedures are influenced

by the framework
Determine how the application of the framework is influenced by organisational
practices, policies and procedures

Identify the stance taken by other professions/business areas and the methods

implemented to enforce their requirements on their members

Provide recommendations for improvements to the IEEE/ACM Code

The research design is now able to be shown diagrammatically, and is provided in

Figure 4 below.

Establish N Conduct L, Determine Conduct
Research Area Literature Review| Research Method Research 41

L,

Analy se Document Identify Original L, Publish
Data Collected Findings Contribution Research

Figure 4. Research Design

3.3.3 A Critique of the Case Study Method

Case studies report on real-life situations in their natural environments, by enabling the

observation and subsequent description of facts and relationships - the holistic and

meaningful characteristics of real-life events, in the real world, leading to a greater

understanding (Klein e al 1990, Yin 1984, Yin 1994, Cavaye 1996, Sauer 1993).

These might include organisational and/or managerial processes, individual behaviours

and international relations. Consequently, case studies come under the remit of both

qualitative and quantitative research, which made it an ideal research method in this

context (Walsham 1993, Orlikowski and Baroudi 1989, Benbasat et al 1987, Cavaye
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1996). For this reason, case studies are the most commonly used method in the IS arena
(Orlikowski and Baroudi 1991, Yin 1984). In addition, case studies are flexible to a
degree with regard to their design and consequently make their use by academics to be
both desirable and appropriate. Furthermore, the focus of the research was on a
contemporary phenomenon, i.e. adherence to the IEEE/ACM Code as an ethical
framework in ISD and, situated in a real life context. Case studies are also the preferred
choice when /o and why questions need to be asked - as we know to be necessary in
this research. For example, how did an unethical practice happen and why did it happen?
This compares with who, where and when questions (Housden 1992, Yin 1984). A

summary of the relevant situations for different research strategies is shown in Table 8

below, adapted from Yin (1984).

| Casy i ow/why
Experiment How/why eS| Yes
Survey Who/what/where/ No Yes
how many/how much
Archaic Documents Who/what/where/ No Yes/No
how many/how much
History How/why No No

Table 8. Different Research Strategies

The use of interviews in a case study strengthens the research by supporting or
challenging those answers provided by other data collection techniques used. This then
addresses the concern of Swetnam (1998) who argues only certain attributes can be
measured with the use of questionnaires. As such, a case study was considered to be the
best method available for this purpose, as it can be applied to both qualitative and
quantitative data, as noted above (Cavaye 1996, Stake 1994). It is this large collection of
data that is the strength of the case study method that others, such as laboratory
experiments, are unable to match. Sauer (1993) identified the value of a systematic and

rigorous case study may then - usually to the researcher conducting the case study - take

the form (for the purpose of this research) of:

e Raising problems about the phenomenon of ethics
e Stimulating theories of the causes of non-adherence to ethical codes

e Stimulating the development of ethical adherence mechanisms

88



— WvRUk"dﬂd"Vﬂ(e of Ethical Frameworks in Software Development

Sauer (1993) additionally identifies other advantages of conducting case studies:
e The processes by which non-adherence occurs are shown
o (Case studies are a surrogate for costly experience
e The complex social, political and economic context in which new systems are
developed becomes more identifiable
e Knowledge gained can be shared through published reports, providing an
additional route to understanding through secondary data without having to

experience unethical practices first hand

In reality of course, nothing is perfect and in-depth case studies are no exception.
Problems can be encountered when the researcher is not able to recall his observations
accurately, or does not disclose any important feelings he may have about something
pertinent to the research. Additionally, participants in the company may be wary of
revealing information which may reflect badly on themselves, their colleagues and/or
manager(s) at a later point. The main points of concern raised in academia - which are

addressed below - are that case studies (Yin 1984):

e Are less rigorous than other research strategies
e Provide little basis for scientific generalisation
e Take too long

e Produce lengthy documentation

Case studies can be less rigorous when a researcher has been careless or allowed
personal views to influence the data analysis and/or final conclusions (Remenyi 2000).
This weakness can also apply to other strategies. Single case studies, however, enable
in-depth research to be carried out - usually over a lengthy period - which increases a
case study’s rigour by enabling the examination of continuing processes in context. The
significance of various inter-connected levels of analysis can also be drawn.
Consequently there is an opportunity to identify the sources of causation and
connectivity which are fundamental to the identification and explanation of patterns
present in a process. Rigour is also achievable with good organisation and planning. The
data in this instance relates to the unethical practices identified. It is paramount,
therefore, that the data collected is accurate. Only then can the two strategic uses of a
case study be achieved with confidence: to collect evidence and create knowledge. The

use of a Case Study Protocol, as advocated by Yin (1984), ensures the integrity of a
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researcher conducting a case study and the rigour required - further information

regarding the Case Study Protocol implemented can be found in Appendix E.

Generalisation from a single case study is often brought into question. External validity
addresses this commonly asked question of single case studies: how can they justifiably
be generalisable to a much larger, or even universal group, from just one company? Two
points address this question. Firstly, the examiner is (implicitly) contrasting the case
study method with survey research where the sample used readily generalises to a larger
group due to the formal methods of sampling. The analogy to samples and universes is
not a scientifically acceptable comparison as survey research relies on statistical
generalisation whereas case studies (as with experiments) rely on analytical
generalisation. This analytical generalisation aims to generalise a particular set of
results drawn from a case study to some broader theory. The statistical representation of
case studies for generalising to a universal population, therefore, is not at the core of
interpretivist research. Secondly, such a generalisation also needs to be ‘scientifically’
acceptable (possibly a paradox as the research approach is categorised as non-scientific)
and is so when the concluding theory is tested through a ‘replication’ of the original
company environment. When the conclusions of the replicated test show consistency
with the initial conclusions, then the theory is accepted for a larger group of similar
companies. Again, this argument could also apply to the generalisation offered by other
research strategies, such as experiments. The findings and conclusions drawn are then

offered for debate and further research.

The latter two weaknesses, that case studies take too long and produce lengthy
documents, are more justified arguments than the former two. Case studies have
historically taken a long time and consequently produced unreadable documents, but it
is no longer necessary to always conduct case studies this way (Yin 1984, Murray 1989,
Remenyi 2000, Walsham 1993). A final point worth including here is that the use of the
formalities described above in ensuring high quality case studies are more important
when a multiple case study is being carried out or, when multiple researchers are
involved, or both (Yin 1994). Although rigour was achieved in this research with the

use of the case study protocol, neither of these latter concerns was applicable in this

instance.
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3.3.4 Justification for a Single Case Study

There is wide academic support that any study of people is both complex and
problematic - to paraphrase Satre cited earlier, ‘Each person is a whole new world,’ i.e.
vast and complex. In addition, there were only a limited number of resources and a
finite amount of time available in which the research needed to be completed for the
author - who worked alone. A single case study, however, was expected to reduce both
the complexity and size of the problem to a level which would enable quality research to
be carried out. An in-depth case study is additionally able to collect large amounts of
information from which generalisations derived from empirical results are then possible
(Klein er al 1990, Walsham 1993, Woodall 1996). Many single case studies have been
carried out in the past which have, therefore, made significant contributions to
knowledge due to the insights obtained by the researcher(s) (Walsham 1993). This was
important as the role of ethics in software development was relatively new and
consequently there was not a plethora of research readily available in this - nascent -

area. The research conducted can also be continued in the future by other interested

parties (Yin 1984).

A case study. then, is a reliable way of investigating an empirical topic, with reliability
ensured with the use of the case study protocol. The protocol is a detailed statement
setting out what is aimed to be achieved and includes a plan of how those objectives
will be met. The protocol, therefore, forms the research design and as such, is a model
of logical proof. This is achieved by offering guidance in the areas of: (a) the questions
to be studied, (b) what data is pertinent to the study, (c) the selection of data to collect
and, (d) how the results should be analysed (Yin 1984, Yin 1994).

An in-depth case study then, to be conducted over a period of six months was chosen for

three main reasons.

e Because how and why questions needed to be answered
e There was little or no control over the unethical practices to be identified

e The emphasis was on a contemporary phenomenon within a real-life context

The design of the case study can take one of four forms. Only two of those forms were
applicable here as the use of a single case study had been identified as most appropriate.

The four initial choices are shown in Table 9 below.
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Holistc

Embedded 2 4

Table 9. Case Study Design Choices

As the use of a single case study had been selected, the choice of whether a holistic or
an embedded approach only needed to be determined. A holistic approach looks at the
area under investigation as a whole, 1.e. the big picture, whereas an embedded approach
looks at the area as a collection of sub-units - possibly forming an initial hierarchical
structure. As the research aims and objectives identified earlier referred to investigating
the role of ethics in software development teams, associated business units and the
suitability of a framework to address ethical concerns, the embedded approach was
found to be the most suitable. This enabled multiple units of analysis, known as logical
subunits. The identification of subunits can add significant opportunities for extensive
analysis - the corollary being enhanced insights into the case study. The only weakness
of this approach is the possible lack of focus on the unit higher up in the hierarchy: the
company. As such, the company selected was also studied as one of the business units -
as explicitly included in the aims and objectives of the research, ensuring that it was not
overlooked. This led to the units of analysis to be identified as the developers, the
project teams, the project managers, other business units and the organisation as a

whole.

It could be argued here that the research was moving towards positivism with such
‘controlled’ design and analysis. This argument is accepted as the chapter initially
identified that a pluralistic approach would be taken as there are strengths to both
positivist and interpretivist camps that can be utilised in the context of the research to
compliment each other. It is also worth noting that the needs of the research leading to a
description and justification of a single case study might encourage thoughts of an
enthnographic study. As this research aimed to obtain the interpretations of project
managers and software developers through the collection of predominantly qualitative
data, it was not an ethnographic study as hard scientific descriptions were not sought.
Furthermore, at this juncture in academia, these terms are used almost synonymously

and are no longer as clearly defined as they might previously have been (Miles and

Huberman 1994, Avison 2001).
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3.3.5 Testing the Case Study

On completion, a case study needs to pass several tests to be acceptable - the case study
protocol is a major tactic in ensuring this, as described earlier. Identifying the tests and
the tactics for dealing with them ensures the success of a case study. Yin (1984)
identifies the tests as: Construct Validity, External Validity and Reliability. (Internal
Validity is not appropriate here as it is a test for case studies which are not descriptive

or exploratory). Each test is shown with its respective tactic in Table 10 below, adapted

from Yin and then described in more detail.

Construct Validi | Use multiple sources of evidence, Data Collection

Have individuals study review draft case
study report Composition
External Validity Establish domain to which the findings Research Design
can be generalised
Reliability Use Case Study Protocol Data Collection

Table 10. Case Study Tests and Tactics

Concerns raised over the subjective nature in data collection are addressed by construct
validity, by providing a set of measures which are sufficiently operational. The selected
measures must demonstrate a reflection of the types of change also selected. For
example, as the views of software developers were sought with the use of interviews,
then the choice of using an interview has to be justified. Several methods exist which
increase construct validity, such as collecting multiple sources of evidence, asking
participants in the case study to review draft copies of the final report and lastly, by
establishing a chain of evidence. The latter method allows any reader of the final report
to work his way forwards or backwards through the report following a logical and
satisfactory path. Finally, the identification and grouping of commonly felt feelings
and/or meanings experienced by those participating in a case study can provide a

powerful critique of a shared situation (Zuboff 1988).

Generalisations have been found to be inappropriate with this research approach as the
company selected was not chosen at random from a sample population using a
mathematical tool as discussed above - the choice was very much context dependent.
The domain to which the findings could be generalised, however, consists of large

companies developing new IS, have a structure similar to that of the company taking
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part in the case study and, be set in a similar economic climate with an active American

parent company.

The aim of the reliability test is to reduce (and ideally minimise) the number of errors
and/or bias in a case study. The objective is to obtain the same conclusions by repeating
the same case study. Note the same ‘case’ study i.e. the case is the individual(s)/
company(ies)/etc. studied originally. This repetition is considered possible when the
first study of the case was properly documented. Good documentation has the added
benefit of reducing any third party suspicions on the reliability of a case study and is

achieved by adopting the case study protocol.

3.4 The Company Selected to Participate

3.4.1 Introduction

The company required to take part in the case study needed to promote ethical working
practices, regardless of whether they were explicitly identified or referred to in this way
or not. This then should facilitate some rich insights, enabling an evaluation of the
framework selected which could, if found appropriate, be applicable across the industry
for all project managers and software developers to benefit. After the consideration of
several companies, a company was selected to take part in the case study and will be
referred to as Telco - due to confidentiality agreements. Telco was based in Stockley
Park, west London and, was additionally geographically located convenient to Brunel
University which facilitated communication, triangulation of data, the seeking of

assistance, etc.

Founded in 1984 by computer scientists from Stanford University in the US, Telco first
delivered new IS to customers in 1986 and, is now a world leader in networking for the
internet and creating end-to-end networking solutions - its Ethernet business alone is
worth over $3 billion a quarter. The parent company is still based in the US, with its
main offices located in Herndon and San Jose. Telco did not include the use of ethical
practices in its mission statement or description of the culture present, although an
internal code of ethics was in place and described on the company’s intranet. Telco’s
mission statement was ‘Changing the way we work, live, play and learn’. The culture

present within the company was formally described as:
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"‘Quality team, no technology religion, stretch goals, teamwork,
empowerment, trust/fair/integrity, drive change, frugality, market

transitions and open communication’.

3.4.2 The Working Environment

The American parent company exercised a ‘hands on’ approach to its offices in other
continents and, therefore, set corporate policy to be implemented globally. The Chief
Executive/President was in regular contact with the entire workforce, typically via
group email. An atmosphere of honesty, openness and competition between employees
at all levels was actively encouraged, which follows in spirit with the ethical attributes
identified earlier. This was confirmed in initial telephone conversations with one project
manager at Telco who was interested from the outset in participating in the case study
and, who later went on to note that the company encouraged ethical working practices
from the bottom up (Anderson 2001). In addition, the company had a universal
reputation for excellence which should encourage academia and practitioners alike to
study the research findings carefully. Telco’s advertisement campaign in January 2001
reflected its attitude towards its customers, which stated the desire not only to provide

customer support but, customer delight (Telco 2001).

The company was split into various business units, including, Recruitment, Human
Resources, Sales, Development and Quality Control. The offices were well equipped
with training and personal development actively encouraged at all levels. All software
developed by the company was created using an in-house methodology called GEM: the
Great Engineering Model. The model consisted of the following stages: project
planning, system definition, design, implementation, unit testing, internal verification,
external validation, release and sustaining (maintenance). Test cases were contained in
test plans and test specifications. The development teams were located across several
continents, with the development of some software components outsourced to other
companies. The software for new IS was developed and tested by almost disparate

project teams implementing different methodologies.

Shortly after the case study began, however, the US economy plummeted and huge
cutbacks by the company were planned, i.e. 8,500 of the workforce globally were made
redundant (including 14% of the company’s UK workforce) and, the share price crashed

from over $80 to approximately $12 over a 12 month period. An ‘expansion to
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Reading’ became considerable ‘down-sizing to Reading’ - a cost cutting exercise - as
the number of offices leased in west London was reduced significantly with the majority

of employees relocated to the new (cheaper) offices.

3.4.3 The Role of the Author

Initially the author’s role entailed assisting one software project manager with both
project management tasks and preparation for ISO 9001:2000 certification. The ISO
preparation began with an internal audit - led by a quality manager, which was
conducted shortly after a questionnaire was administered by the author to the project
team members. The questionnaire results were later not used but the exercise did
facilitate the direction of the research. Due to the mass redundancies, the manager did
not present the results of the internal audit to the (reduced) project team. The overall

plan, therefore, became to:

e Establish research direction
e Assist in project management tasks
* Assist in preparation for the (indefinitely postponed) ISO assessment

* Collect relevant data to meet the research aims and objectives

3.5 Data Collection and Analysis

A case study involving a company was selected for use in the research as against a case
study conducted in a library and/or via a telephone as the latter would not have provided
enough detail of a situation for the case study to be considered rigorous research - as is
required. Important sources of evidence that can be used in case studies to provide this
detail are documents, interviews and discussions - with individuals and/or groups,
observations (direct or participant), physical artifacts and archival records - each is
described in Appendix F (Yin 1984, Walsham 1993). These sources of evidence could
clearly not have been collected via a series of telephone calls made from a researcher’s
desk or a visit to a library. To ensure that the sources chosen were used correctly,
however, the author needed to become familiar with them and also utilize them
independently. This list of data sources is noted by Yin not be finite, however, with
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