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ABSTRACT
Unlike encryption, steganography hides the vergtexice of secret information

rather than hiding its meaning only. Image basedastography is the most
common system used since digital images are widsdd over the Internet and
Web. However, the capacity is mostly limited anstnieted by the size of cover
images. In addition, there is a tradeoff betweeth Isteganographic capacity and
stego image quality. Therefore, increasing stegapdgc capacity and enhancing
stego image quality are still challenges, and thexactly our research main aim.
Related to this, we also investigate hiding seoriirmation in communication
protocols, namely Simple Object Access ProtocolABDmessage, rather than in
conventional digital files.

To get a high steganographic capacity, two novefjatography methods were
proposed. The first method was based on using 16gh6overlapping blocks and
quantisation table for Joint Photographic Expertoup (JPEG) compression
instead of 8x8. Then, the quality of JPEG stegogesawas enhanced by using
optimised quantisation tables instead of the detables. The second method, the
hybrid method, was based on using optimised quetiuis tables and two hiding
techniques: JSteg along with our first proposed hogkt To increase the
steganographic capacity, the impact of hiding eathin image chrominance was
investigated and explained. Since peak signal-teen@tio (PSNR) is extensively
used as a quality measure of stego images, thabilély of PSNR for stego
images was also evaluated in the work describedhis thesis. Finally, to
eliminate any detectable traces that traditioneg@bography may leave in stego
files, a novel and undetectable steganography rdetlased on SOAP messages
was proposed.

All methods proposed have been empirically validas to indicate their utility
and value. The results revealed that our methodssaggestions improved the
main aspects of image steganography. Neverthdd&3¥§R was found not to be a
reliable quality evaluation measure to be used witgo image. On the other
hand, information hiding in SOAP messages represeat distinctive way for

undetectable and secret communication.
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Chapter 1: Information Security and
Steganography

1.1 Overview

Digital steganography is the art and science ofingidcommunications; a
steganographic system thus embeds secret datdlic paver media so as not to
arouse an eavesdropper’s suspicion. A steganograpfstem has two main
aspects: steganographic capacity and imperceptibiliowever, these two
characteristics are at odds with each other. Furtbee, it is quite difficult to
increase the steganographic capacity and simultesheo maintain the
imperceptibility of a steganographic system. Adhially, there are still very
limited methods of steganography to be used witmmanication protocols,
which represent unconventional but promising stegeapphy mediums.

Digital image steganography, as a method of sempetmunication, aims to
convey a large amount of secret data, relativelythi® size of cover image,
between communicating parties. Additionally, it aito avoid the suspicion of
non-communicating parties to this kind of commuticma Thus, this research
addresses and proposes some methods to improwe fthetamental aspects of
digital image steganography. Hence, some charatitariand properties of digital
images have been employed to increase the steggtogrcapacity and enhance
the stego image quality (imperceptibility).

This chapter provides a general introduction tordsearch by first explaining the
research background. Then, the main motivationthisf study and the research

problem are defined and discussed. Next, the relseam is identified based on



the established definition of the research probém motivations. This chapter
ends by presenting the structure of the rest ofttbsis.

1.2 Research Background

Cole (2003) stated thdtSecurity through obscurity says that if you hitie inner
workings of your system you will be secure. Thikopbphy doesn’t work when it
comes to security, and it doesn’t work when it conwe cryptography’ Thus,
information security based on concealed methodslgorithms is known as
security through obscurity. Additionally, systemsatt rely on such kind of
security are no longer considered as secure sysamos they need to be tested
and validated. Hence, the algorithm must be retb&sé¢he public and have really
smart cryptanalysts beat on it for years and if tb@nnot find a way to break it,
then it is considered secure (Cole, 2003).

Communication security should not be based onebeesy of the communication
method used. Various cryptosystems have been usedsure the security of
transmitted data. In such systems, data is enaypeéore transmission and they
have been considered as secure systems. Cryptogragaihniques could be
vulnerable due to computers’ capabilities increg$astly during last years. Also,
the availability of cipher texts enhances this eudbility since the attackers have
the chance to implement cryptanalysis techniquethisrsystem in order to break
it. However, this vulnerability can be significantleduced using steganography,
which is a kind of covert communication. Additiolyal this technique of
information security can be defined as the proadskiding secret data within
other public information, such as digital imagessuch a way that the existence
of secret data is imperceptible and undetectable.

Encryption represents a well-known information sggumethod. It encodes
secret information in such a way that only thended recipient can successfully
decode it. Since encryption scrambles the secresage and makes it unreadable,

the encrypted message would be suspicious enoughtttact attention of



eavesdroppers. Thus, the security problem canlbedsby hiding the secret data
in another cover or object so that it draws no spettention.

Essentially, it is important for any informationcsety algorithm to satisfy three

main objectives or requirements: confidentialitgtadintegrity and authentication
(Venkatraman et al., 2004). Neither mere stegampbgranor simple encryption

ensures information security. Like any securityhtemlogy, steganography is not
perfect and it does not address all security requénts. However, it satisfies
most of the requirements of secret communicati@metimes in combination

with other techniques such as cryptography. Astogiaphy and steganography
complement each other, it is recommended to ussettwo techniques together

for a higher level of security.

1.2.1 Steganography and Cryptography

Cryptography and steganography achieve separats. gogyptography conceals
only the meaning or contents of a secret message dn eavesdropper. However,
steganography conceals even the existence of tbssage (Lou and Liu, 2002).
Furthermore, steganography provides more confidkityti and information
security than cryptography since it conceals theenegistence of secret message
rather than only protecting the message contertisrefore, one of the major
weaknesses of cryptosystems is that even thougiméissage has been encrypted,
it still exists.

Even though both cryptographic and steganograpkstesis provide secret
communications, they have different definitionstémms of system breaking. A
cryptographic system is considered broken if aacitdr can read the secret
message. However, a steganographic system is eoedidroken if an attacker
can detect the existence or read the contentsedfiitden message. Moreover, a
steganographic system will be considered to havedfé an attacker suspects a
specific file or steganography method even withdetoding the message. As a
result, this consideration makes steganographidesys more fragile than

cryptography systems in terms of system failuredifonally, steganographic



systems must avoid all kinds of suspicion in otdeachieve security and not be
considered failed systems.

Since steganography adds an extra layer of protetti cryptography, combining
steganography and encryption gives the ultimatepiivate communication.
Therefore, the purpose of steganography is to cemmght cryptography and to
avoid raising the suspicion of system attackersbtito replace cryptography.

1.2.2 Steganography and Watermarking

Steganography aims to hide the very existence winwanication by embedding
messages within other cover objects. However, weagking aims to protect the
rights of the owners of digital media such as insagrusic, video and software.
Even if people copy or make minor modification tee twatermarked file, the
owner can still prove it is his or her file. Thuspth of steganography and
watermarking are forms of data hiding and shareescommon characteristics.
Nevertheless, the goal of steganography is the édd@aemessage while the goal
of watermarking is the cover object itself.

Watermarking is a data hiding technique that ptstegital documents, files, or
images against removal of copyright informatione&vf someone knows that a
watermark is exist (i.e. visible watermarking) ingaven object, it should be
impossible to remove the watermark from the wateked object without causing
a distortion or destroying the original (watermatkebject. This aspect or feature
of watermarking is known dsobustness”. According to the kind of embedded
information, two techniques of document marking cha distinguished:

watermarking and fingerprinting. Watermarking i® throcess of embedding a
specific copyright mark into digital documents imetsame way. On the other
hand, in order to detect any break of licensingeagrent, a serial number is
embedded in every copy of this digital documentisTprocess is known as
“fingerprinting” . Even if these markings are detected, it shouldotaetically

impossible to remove them.



1.2.3 Information Security and Steganography

Essentially, computer and network security have esoeguirements that should
be addressed in order to get secure systems. Tinuwder to determine the
performance of a security technology, three keycepts should be analysed:
confidentiality, integrity, and availability. Col@003) identifies these concepts as
follows:

1. “Confidentiality deals with protecting, detecting, and deterring th
unauthorized disclosure of information”. The magabof cryptography is
to garble a plaintext message in such a way thgttba intended recipient
can read it. This is precisely the goal of confichity.

2. “Integrity deals with preventing, detecting, and deterrirgguhauthorized
modification of information”. An integrity attacksi potentially more
dangerous than a confidentiality attack. Cryptogyapddresses integrity
by performing a digital signature check acrossnmiation.

3. “Availability relates to preventing, detecting, or deterring deaial of
access to critical information”. Cryptography camvyent confidentiality
and integrity attacks, but it can not prevent alality attacks.
Cryptography, like any other network security tedgy, is not a silver
bullet. Therefore, it must be combined with otheshiniques to achieve a
robust security solution.

In addition to the three key concepts of seculityp other security goals are
critical relative to cryptography: authenticatiamdanon-repudiation (Cole, 2003).

1. Authentication “In most transactions you need to be able to enttbate
or validate that the people you're dealing withate they say they are”.

2. “Non-repudiationdeals with the ability to prove in a court of lahat
someone sent something or signed something digitallVithout non-
repudiation, digital signatures and contracts wdiddiseless.

Steganography, as a secret communication methddevas most of these
requirements since there is no method that careadal security concepts (Cole,

2003). Therefore, the key concepts of security #pgily for steganography and



equally take into consideration the main principlels information security
requirements (discussed above) are as follows (Q0[@3):

1. Confidentiality: Cryptography achieves the confidentiality by preugy
unauthorized persons, who can see the informaftiom gaining access to
this information. With steganography, unauthorizegbple do not even
know there is secret data there.

2. Survivability means that all data processing takes place betaeeder
and receiver does not destroy the hidden informatidditionally, this
received information must be extractable and reladab

3. No Detection Steganography fails if someone can easily deteetre you
hid your information and find your message. Themf@ven if someone
knows how the steganography method embeds thet sefoemation, he
or she cannot easily find out that you have embe:ddéa in a given file.

4. Visibility: The stego file must be undetectable and there beusb visible
changes to the stego file.

The main goal of steganography is exactly the denfiiality of embedded data.
Unlike cryptography which hides the content or megnof the secret data,
steganography hides the very existence of this. dBt@refore, unauthorized
people do not even know there is secret data tHem@m a confidentiality
standpoint, steganography provides a higher lek@formation protection than
cryptography.

To some extent, the survivability of data represehé integrity of this data since
both of them (survivability and integrity) are amgito prevent the manipulation
of the transmitted data. In our study and propasethods, like the most of other
steganography techniques, consider the passiveewaaknario (See section 2.5).
The passive warden is restricted from modifyingabetents of stego files during
the communication process and he/she has the tagiprevent or permit the
message delivery (Cox et al., 2008). Thereforthefstego file is received, then it
will be exactly the file which is sent without anyodification or changes added
during the transmission process. Most steganogragdgarch is concerned with
such kind of scenarios which assumes that theniyegf secret data is preserved

between the sender and the receiver. Thus, maimgathe integrity of secret



message means that the embedded message by tlee serdactly the same
message extracted by the receiver (intact secrssage). However, the integrity
of the stego image means that the stego imagebsetite sender is exactly the
same stego image received by the receiver (iderdaimé have similar statistical
properties).

The goal of steganography is secret communicafltrerefore, steganography
aims to prevent others from thinking that such camitation is taking place.
Essentially, steganographic systems should idettigéyredundant (insignificant)
bits of cover files or medium. Therefore, any mmdifions to these redundant bits
should not destroy the integrity of these mediu/ks.a result, preserving the
integrity of cover files enhances the undetectgbiif steganography (Anderson
and Petitcolas, 1998). Usually, hiding secret dadng steganography adds a
slight change to the stego file properties. Thiskesa the detection of
steganography presence difficult or almost impdssiAdditionally, even if the
hiding method used is publically known, nobody dtolbe able to prove the
existence of hidden data. However, undetectakslityld be mainly achieved by
adding no visible changes to the cover file. Atteg data hiding process, people
have to see no visible traces in the stego filexddeif someone can tell or prove
that a given file (i.e. stego file) has been madifin some way then the
steganography is unsuccessful. For image-basedrgigaphy, the fidelity (i.e.
PSNR) of the stego image is usually used to measun@ evaluate the
undetectability of steganography method used. Hewdwidelity refers to our
ability to detect differences between cover image stego image. Thus, if we can
not detect any difference between these two imdbges this steganography
method is imperceptible. However, the integrity tbe cover image is not
preserved with steganography since some parts efctver file should be
changed or modified in order to hide the secretsags and get the stego file.



1.3 Motivations and Research Problem

Free speech, taken for granted in many democratiotdes, is not possible in
many other countries. Since some governments ¢cegte use of encryption, this
has motivated people to learn other secret commtiaoic methods.
Steganography can be considered as a solutioncttaege information and news
between people or civil rights organisations arotimel world over the Internet
without any fear of the message being detected.

On the other hand, there has been a great conbetn preserving the intellectual
property rights of digital media such as text, imagudio, and video. Another
concern regarded the ban of using encryption tecks on the Internet. This has
significantly motivated the interest in informatidnding techniques over the
recent years. Additionally, the growing concern wbthe ease of copying,
reproducing, and theft of digital works has motachind increased the interest of
publishing and broadcasting industries in waterimgrkand authentication
techniques.

Cryptography converts the secret information inszi@mbled code in such a way
that only the intended recipient, who has the degp#ey, can read this secret
message. Furthermore, a third party can tell the¢aet message has been sent
from one party to another but he/she can not rddsl message. However,
steganography hides the very existence of thisssawessage. Thus, a third party
can not even know that a secret message has bdrmuéed within a stego file or
sent over a network.

Digital images, particularly those using the JPB@GMat, are the most commonly
used files for steganography since they are tha midgly files available over the
Internet and Web. Using encryption, the size ofgberet message is not an issue
but it represents a significant challenge for steggaphy since the size of cover
files (i.e. image) mostly restricts the steganobmpcapacity. Furthermore,
embedding a secret message in a cover image mayehar modify some
characteristics of this cover image and therefoiteac the eavesdroppers’
attention. Thus, the steganographic capacity aagbsimage imperceptibility are

the most important aspects of image-based stegaploigrsystems. Nevertheless,



the amount of data that we can hide within a cavage is limited. Additionally,
hiding more data within a given cover image makies stego image more
suspicious and therefore more detectable. Theretbeze is a kind of tradeoff

between the steganographic capacity and the steggei imperceptibility.

1.4 Research Aim

The research motivations section has highlighted tthe steganographic capacity
and stego image imperceptibility are the most irtgdr aspects of image
steganographic systems. Essentially, either incrgdke steganographic capacity
while maintaining the imperceptibility (stego imageality) or enhancing the
imperceptibility while maintaining the steganograpltapacity represents a
contribution. This is exactly our research main,amreasing the steganographic
capacity and/or enhancing the stego image quality.

Traditional steganography uses digital files asec@f secret data. However, this
carries the threat of detecting the stego filehase files are usually saved. Thus,
available stego files may increase the opportuoitgteganalysts to detect these
stego images by applying various steganalysis tqaks. Alternatively,
communication protocols messages such as the dribe 8imple Object Access
Protocol (SOAP) leave almost no trail as they amenally deleted after they have
been received and the actual data de-serializelikdthe steganography methods
used with conventional covers such as digital irsagbere are very few
steganography methods that can feasibly be usédasinmunication protocols
such as SOAP. Thus, our research also aims to dwid an undetectable

steganography method based on SOAP messages.

1.5 Thesis Outline

This thesis is structured around eight chaptefslbsvs.



1. Chapter One provides an introduction and background of thgeesch. It
defines the main motivations for researching digst&ganography and
explains the main research aim. Additionally, tbiepter discusses the
research context by providing a brief backgroundhef research related

domains.

2. Chapter Two provides a general review of techniques and methadd
digital steganography used for both traditionalexsvand networks. It also
discusses the fundamental properties of steganigraystems that are
mainly used to evaluate and assess these systedustioAally, this
chapter explains the general approaches and commeirics used to

measure and quantify the main aspects of stegaplugraystems.

3. Chapter Three Analyses and explains in-depth the nuts and bl *EG
steganography. Also, it discusses and describesnthi@ aspects and
attributes of SOAP steganography to provide th&dpaeind necessary for
the work discussed in this thesis. In additiomrésents a literature review
on relevant steganographic systems; explains antiquas their
approaches to determine the main issues that redz taddressed to
improve digital steganography. This chapter alsatest the thesis
objectives and briefly describes the methodologgdus achieve these
objectives.

4. Chapter Four develops two novel JPEG-based steganography nmeetbod
get high steganographic capacity and good steggdamgaality. These two
proposed methods are based on modified quantisttimas and they are
empirically evaluated and validated. Additionaltisjs chapter examines
the main steganography aspects of these develomthods. Then, it
evaluates our developed steganography methodssaglaenJSteg, F5 and
JMQT methods.

10



5. Chapter Five explores the usability of different colour imagenponents
for steganography to increase the steganograplmacts. This chapter
provides in-depth analysis of the impact of datdirg in different image
components on the main steganography aspects. Fogivan
steganography method, this chapter also examinds emaluates the
performance of both grayscale and colour versidnsower images in

terms of the main steganography aspects.

6. Chapter Six evaluates the reliability of the peak signal-taseoratio
(PSNR) metric as a measure of stego image qualiig. chapter identifies
and develops a subjective evaluation frameworkxtorene the quality of
stego images. Thus, it examines the relationshipvden the PSNR and
the subjective quality of stego images.

7. Chapter Sevendevelops a novel SOAP-based steganography method.
This method is based on rearranging the attribotesub-elements of
some SOAP message elements and is empirically aealland validated

in this chapter.

8. Chapter Eight summarizes research findings and conclusionslistt a
presents an overview of the main research contobsito knowledge. The
limitations of the research are also discussed direttions for further

research explored in this chapter.
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Chapter 2: Steganography and the Art of
Covert Communication

2.1 Introduction

This chapter presents an overview of digital stegaaphy basics as a method of
covert communication. In this chapter, the stegeaqglny is defined, the different
file types that can be used as cover files arerdest; and the main components
of steganographic systems are identified. Therefibwe procedures of sending a
secret message using steganography from one magpdther is illustrated and
explained. Assuming that there is an attacker mani all messages transmitted
between these two communicating parties, we expllagn different kinds of
attacks that digital steganography can be subgecthen, the main methods of
steganography classification and the key technigokssteganography are
presented.

Steganography techniques explain how we embedratsaessage within a cover
file. Therefore, network steganography techniquespaesented to explain how
we can hide a secret message or a stego file onetvaork. Also, our study aims
to investigate the possibility of using steganogsam SOAP protocols employed
in Web services. Thus, the basics of Web servioesSOAP messages are also
presented in this chapter.

In order to measure the efficiency of a stegandgyraggchnique, we have to
measure some fundamental properties of this stggapby technique and then
compare the values of these properties with thatloér techniques. Hence, these

properties and the methods used to measure thesxpl@ned in detail. Finally,
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the steganalysis techniques that can be used &atdefeganography are also
classified and explained in this chapter.

2.2 Steganography Defined

Linguistically, steganography means secret writingince the word
“Steganography”is originally made up of two Greek words stegafsexre} and
graphy (vriting). Practically, it means the art and science ofingdor
camouflaging secret data in an innocent looking myneontainer in such a way
that the existence of the embedded data is impeinteand undetectable (Bailey
et al., 2004; Cachin, 1998; Kahn, 1996). Therefeteganography is the process
of hiding secret data within public information.

Secret data can be a plaintext or ciphertext, prkamd of data that can be hidden
in digital media. Since all kinds of secret datasimoe translated into binary, we
always hide binary data whatever this secret dathleois. However, types of
cover files that can be used for steganography bell presented in the next
section. Basically, digital steganography can besitered as a multidisciplinary
field since it combines digital signal and data po@ssion methods, information
theory, signal coding theory, digital communicatiadheory, digital signal
processing, cryptography and the theory of humanaliperception, all employed
to satisfy the needs of information security (C@@03; Rabah, 2004).

2.3 Cover Files Used for Steganography

Basically, cover files represent the container ioidbn data or secret messages.
Additionally, some parts or characteristics of aovides will be modified,
changed, or manipulated in order to hide theseesesessages. However, these
manipulations, which occur during the hiding prased should remain
imperceptible to anyone not involved in the commahon process. Therefore,

the appearance or format of cover files must renrdact after hiding the secret
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data. As a result, it is not possible to use gdesyof files or data as cover files of
steganography since every cover file must haveffecismt redundant area to be
replaced by the secret message (KatzenbeissereditcbRs, 2000).

There is a variety of files that can be used a®rcles of steganography such as
executable files (i.e. exe files), HTML files, XMIliles and TCP headers.
Essentially, many kinds of digital media such asgey audio, text, and video
files can be used as cover files of steganograployvever, the ability of such
files to embed secret data depends on the avéiabilredundant or insignificant
areas within these files. Thus, the cover filesresent the container of hidden
data and their size may determine the secret degatlsat can be embedded. To
this end, cover files are the fundamental compowérsgteganographic systems.
However, the relationship between cover files dradther main components of

steganographic systems will be discussed in thesestion.

2.4 Main Components of Steganographic
Systems

Steganographic systems have one general prindplgribed by Katzenbeisser
and Petitcolas (2000) as follows. The sender (Aliedo wants to send a secret
message (M) to the recipient (Bob), randomly che@@s&armless cover file (c).
Afterwards, Alice embeds the secret message (nthancover (c) and probably
uses a stego key (k). As a result, Alice gets gostide (s) which must be
undistinguishable from the cover file (c) neithgr & human nor by a computer
system. Therefore, the stego file (s) represemsotiginal (cover) file (c) along
with the secret message (m) embedded inside ther ¢ike. Then, Alice transmits
the stego file (s) to Bob over a communication clehnThe purpose of the system
Is to prevent Wendy (a third party) from observorgioticing the hidden message
(m). On the other side, Bob extracts the embeddessage (m) since he knows
the embedding method and the stego key (k) usetth@anembedding process
(Katzenbeisser and Petitcolas, 2000).

14



Only the transmitter and the intended recipientuthdchave the stego key.
Therefore, most of steganographic systems prongsus provide a stego key or
password when they try to embed information in\ecdile. Figure 2.1 shows the

general principle of image-based steganographitesys

SENDER RECEIVER

Alice | |  Wendy Bob

Cover image (c)

PN L} PN
£, '} £,
N\ ) N\ )

Key (k) Stego image (s) Stego image (s)

Message (M)

\/

Stego
Key (k)

Figure 2.1: General Principle of Image Steganographic Sysin

Sometimes, attackers (like Wendy) can detect agmiaddessage in a stego file and
determine how the message was embedded, but teeynable to extract the
hidden message. This system is known as a se@ganstgraphic system because
the secret message is unreadable unless one hedatezl stego key. Therefore,
these stego keys must be chosen as strong aslpassiibder to prevent attackers
from breaking the steganographic systems usingaskible stego keys (Cox et
al., 2008).

Thus, the security of steganographic systems naisthg Kerckhoff's principle.
Accordingly, the security of steganographic systemgst be based on the
assumption that attackers have full knowledge & #teganographic system
design (the embedding and extracting algorithm)weiger, attackers only miss
the stego key to suspect that a secret communicetitaking place. Therefore,
most of steganographic systems available nowadaet this principle (Rababh,

2004). If the stego key used for embedding andtieeused for extraction are the
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same, the steganographic system is symmetric. Hawédwuthese two stego keys
are different then the steganographic system isamtric (Liu and Liao, 2008).

The next section now describes three general typsteganography attacks.

2.5 Passive, Active, and Malicious Wardens

Steganography attackers are the interceptors gb dtkes in the communication
channels in order to detect hidden messages ie 8tego files. In th&Prisoners’
Problem”, Simmons (1983) links these attackers to wardemsliating the
communication between two prisoners (the commuimgaparties, Alice and
Bob). Three general types of steganography attaeks be distinguished and
therefore three scenarios of digital steganogragdry be recognized in order to
meet attacks. The first technique deals only witbtgrting the steganographic
system against message detection in a passivé,atthite the second protects the
message against detection and modification by aineaattack. However, the
third technique protects the steganographic systgainst the forgery of a

malicious attack. The next three subsections explese three attacks in detail.

2.5.1 Passive Attack

Passive wardens just observe the communicationoutitrany interference.

Therefore, if the warden is restricted from modifyithe contents of stego files
during the communication process, it is called aspee warden. The passive
warden only has the right to prevent or permit nessage delivery. Therefore,
the communication between two parties will be bextkf the warden suspects
that a secret communication is taking place. Otrgsthe communication will be

relayed (Cox et al., 2008).

Simmons (1983), in th&Prisoners’ Problem’, clearly illustrated steganography
with a passive attack. Alice and Bob are arrestebthrown in two different cells.

They want to develop an escape plan, but all #@mmunication is arbitrated by
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a warden (Wendy). Alice and Bob must communicatesibly in order not to
arouse Wendy'’s suspicion since she will transfenthio a high-security prison if
she notices any suspicious communication. Alice Bold will succeed only if
Alice can hide and send information to Bob in sactvay that Wendy does not
become suspicious (Simmons, 1983).

Currently, most steganography techniques consieepassive warden scenario in
which the warden does not interfere with the stélgoin any way. Therefore,
most steganography research is concerned withlgndrof scenarios (Cox et al.,
2008).

2.5.2 Active Attack

If the warden can intentionally modify the contemts stego files during the
communication process, we are dealing with an actigrden. An active attack is
thus the process of altering stego files and intcony distortion during the
communication process in order to prevent secretnconication (Cox et al.,
2008). In such kind of attacks, the attacker cgrtuwra and modify a stego file
sent from Alice to Bob and then forward this magtififile to Bob. Even though
there is no suspicion that secret communicaticiaksg place, the warden may
modify the stego file or add random noise to tlamgmitted stego file in order to
destroy any secret message that might be preseitdibeisser and Petitcolas,
2000).

On the other hand, many steganography applicasach as watermarking and
fingerprinting publicly reveal the existence of té&h information in some files.
Therefore, protecting this hidden information agaiactive attacks is a different
problem (Cachin, 1998). However, steganographitesys that resist such kind of
attacks and preserve the readability of secret datthe receiver endpoint are
known as robust systems. These kinds of systemmast likely to be used for
watermarking and authentication applications rath#ran for secret

communication methods.
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2.5.3 Malicious Attack

If the warden fakes messages or acts as one abthenunication partners during
the communication process, it is called a malicistegden. In the malicious
attack, the warden may intentionally try to remotle hidden message,
impersonate one of the communicating parties, iok them (Cox et al., 2008).
Therefore, in this kind of attack, the warden cassphis own message to a
specific communication partner as if it is senthyy other communication partner.
However, this attack is the most difficult and rammong all these three main
attacks since the attacker here needs to knowtég® key shared between the
communicating parties. Additionally, he/she may éae know the personal
encryption key of the sender person. Such kind tdéicks are considered
infrequently in both steganography and watermarkapgplications since it is

difficult to apply and easy to be detected by ttiial receiver.

2.6 Steganography: Methods of Classification

There are two general approaches to classify stegaphic systems. The first
approach is based on the type of cover file witiledecond approach is based on
the hiding method or the layout of modification diga the embedding process
(Cole, 2003; Katzenbeisser and Petitcolas, 20003sé& two general classification

approaches of steganography are explained in tktesabsections.

2.6.1 Cover-Type Based Classification

Since many kinds of digital media can be used asrdiles of steganography, the
first approach of classification breaks down stegmaphy according to the type
of the cover file used. However, the propertieshelse cover files vary from one
type to another and these properties control hansttret data can be hidden in
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these cover files. To this end, knowing the typecoYer file can give us an

indication or idea where the secret data mightidden (Cole, 2003).

Mostly, steganographic systems are classified dotgrto the cover file used.

Accordingly, different steganography types can tstirtjuished such as: image,
audio, video, text, and HTML steganography. Forneple, the steganographic
system that uses digital images as cover filemigrege-based steganographic

system.

2.6.2 Hiding Method-Based Classification

Regardless of the cover type used for data hiditeganography can be classified
according to the method used to hide secret damdhérmore, this approach of
steganography classification is the most prefeagoroach in the steganography
research community. Accordingly, there are thregsw hide secret data in
cover files: insertion-based, substitution-basedd @eneration-based method
(Cole, 2003; Kipper, 2004).

2.6.2.1Insertion-Based Method

This method depends on finding some areas in cbke which are usually
ignored by applications that read this cover fifel ahen embedding the secret
data in these areas. Since this method insertseitret data inside the cover file,
the size of the stego file would be larger thandilze of the cover file. As a result,
the main advantage of this method is that the casitef the cover file would not
be changed after the embedding process since #tisooh relies on accumulating
or adding the secret data to the cover file.

An example of such a method is using a Word doctineevwrite a secret message
in the areas between the end-text and begin-texikersa Because of the
configuration of Word documents, which dependsgmoring anything written in
such areas, the hidden message will not appear tiedocument is viewed in
Word (Cole, 2003; Kipper, 2004).
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2.6.2.2Substitution-Based Method

Unlike the insertion-based method, this method adwesadd the secret data to the
cover file data. However, substitution-based metdegends on finding some
insignificant regions or information in cover filesd replacing this information
with the secret data. Therefore, the sizes of bimthstego file and the cover file
are similar since some of the cover data is judlifieal or replaced without any
additional data. However, the quality of the cofiler can be degraded after the
embedding process. Additionally, the limited amoohinsignificant information
in cover files restricts the size of secret datat tten be hidden (Cole, 2003;
Kipper, 2004).

2.6.2.3Generation-Based Method

Unlike both methods explained above, this methodsdeot need a cover file
since it uses secret data to generate appropriggo sfiles. One of the
steganography detection techniques depends on compver files with their
stego files. Therefore, one advantage of the génarbased steganography is
preventing such kind of detection since only stélgs are available and there is
no cover files used. The major limitation of thigtiod is the limited stego files
which can be generated. Moreover, the generatgm $iles might be unrealistic
files for end users (e.g. an image contains diffeshapes and colours without
any sense or a text without any meaning). Thergfie main media for such

techniques are random-looking images and Englidifites (Cole, 2003).

2.7 Steganography Techniques

In addition to the general methods of informatiodirg presented above, many
steganography techniques have been proposed dinentpast few years. These
techniques differ in the mechanism or principlengeused to hide a secret

message or the changes that are taking place ddin@gentire process of
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embedding. Therefore, there are six categoriest@jasography techniques:
substitution systems, transform domain technigapsgad spectrum techniques,
statistical methods, distortion techniques, and ecogeneration techniques
(Katzenbeisser and Petitcolas, 2000; Kipper, 2004).

2.7.1 Substitution Systems

For a given cover file, it is important to find ostme areas or data that can be
modified without having any significant effects tms cover file (Cole, 2003).
Therefore, a secret message can be embedded kacingplthe redundant or
insignificant parts of a cover file with secret m&ge bits, without adding any
significant noise to this cover file (Kipper, 2004)

Generally, digital covers have a large number afurelant bits (e.g. least
significant bits (LSB)). In the substitution tecne of steganography, the bits of
the secret message substitute the LSB of the hyftdbe cover file without
causing a drastic change to this cover file. Moegp¥he LSB technique is a
spatial domain technique since it embeds the sedetirectly in the cover file.
Since LSB substitution technique is relatively ¢uand easy to use, it is the most
common technique used for digital steganography espukecially with digital
images. However, the embedded information usingL®B technique is highly
vulnerable and could be destroyed entirely by apglg slight modification to the
stego image such as JPEG compression (Rabah, 2004).

2.7.2 Transform Domain Techniques

Unlike spatial domain techniques (e.g. LSB teche)quransform (frequency)
domain techniques hide secret data in significantspof the cover file. Therefore,
frequency domain techniques are considered monastdb attacks than spatial
domain techniques. Hence, most of robust stegapbgraystems known today
rely on frequency domain techniques. There are ntamsforms used to map a

signal into the frequency domain. Discrete cosirendform (DCT), discrete
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wavelet transform (DWT), and discrete Fourier tfama (DFT) are methods used
as mediums to embed secret data in digital imalgesvever, when we add a
slight noise or secret data to some frequency dom@mnponents, it changes the
whole image rather than changing only this parthef image. Thus, secret and
embedded data will be spread across the entireeraad will not be concentrated

on one certain area or region.

2.7.3 Spread Spectrum Techniques

Marvel et al. (1998) define spread spectrum compaiitn as’the process of
spreading the bandwidth of a narrowband signal asroa wide band of
frequencies’ In spread spectrum steganography, the frequeoayaoh of the
cover file is considered to be a communication dedand the secret message as
a signal that is transmitted through it. Sincedberet message is spread through a
wide frequency band, this technique is relativebpust against stego file

modification or message removal (Marvel et al.,&)99

2.7.4 Statistical Techniques

These technigues embed only one bit of secretidataover file. Therefore, it is
known as" 1-bit” steganography scheme. If “1” is hidden in a cdiler some
statistical characteristics (e.g. entropy and podibg distribution) of this cover
file must be changed significantly to clearly iratie the existence of a message.
However, if the hidden bit is “0”, the cover file left unmodified. Therefore, this
technique entirely depends on the ability of theeieer to differentiate between

changed and intact cover files (Katzenbeisser atiticBlas, 2000; Kipper, 2004).
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2.7.5 Distortion Techniques

Most of the steganography techniques are blind¢chvimeans that a receiver does
not need the original cover file to extract the dad message from the
corresponding stego file. However, if a distortigehnique is used, the receiver
requires the original cover file in order to recotke secret message. For a
receiver, the embedded message is the differerteeebr the modified cover file
received (the stego file) and the original cover {Katzenbeisser and Petitcolas,
2000).

2.7.6 Cover Generation Techniques

All steganography techniques presented above neeér diles to be used as
containers for secret data. However, cover gemeragchniques do not require
cover files but instead they create stego files fos the purpose of hiding

information (Katzenbeisser and Petitcolas, 2000).

2.8 Network Steganography Techniques

The main goal of information hiding and steganobseais secret communications.
Therefore, steganography aims to provide a seageret and easy way of
communication among people. Information hiding ifil@is useful practice, but
the main purpose of steganography is being abkeatesmit or send that secret
message to others over a network or the Internberefore, four types of
network-based information hiding techniques cadibgnguished.

2.8.1 Information Hiding in an Attachment

Basically, this technique represents the most gagéorm of information hiding

techniques used. Usually, different steganograpbthaus can be used to hide a
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secret message within a cover file. Then, the stiéggavould be attached to some
other form of network traffic. However, there algete common methods to do
this, by email, by file transfer such as file trfangprotocol (FTP), or by posting a
stego file on a web site (Cole, 2003).

2.8.2 Information Hiding in a Transmission

In the techniques covered so far, we needed onen@hod, or program to hide
a secret message within a cover file. Then we rieadether program to transmit
the stego file to the intended recipient. Therefaresteganography program and
email program are needed in order to send our tsedogmation. However, the
technique that only uses a single program to hedee$ information in a cover file
and then sends the stego file is known as infoonatiding in a transmission.
Therefore, this kind of steganography techniqueahbsilt-in transfer feature that
enables stego files to be transmitted to the otleenmunication parties (Cole,
2003).

2.8.3 Information Hiding in Network Headers

In networks, the main information required to roulata packets properly is
included in the Internet Protocol (IP) header. Ramnore, using steganography
requires some redundant or insignificant partsedds in the cover file that can be
changed or replaced without affecting the commurtna Network headers
contain many fields that are either optional orgedifor normal transmission.

The IP header contains one field, the IP identifoce number, which can be
modified without having any effect on its operatidrherefore, we can put any
number as an IP identification number and the madtowill still function
properly. So, IP headers represent a good possabi@idate for steganography.
Furthermore, transmission control protocol (TCPaders have sequence and
acknowledgment numbers used for reliable commubpitaiThe first number

indicates how much data was sent while the secongber indicates how much
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data was received. However, the values of these rtuwmbers are randomly
generated during the initial handshake. Therefiiee secret data can be hidden in
these fields for the first packet only, since we pat use them after establishing a

communication (Cole, 2003).

2.8.4 Information Hiding in an Overt Protocol

In this kind of steganography, the appearance,esloagormat of secret data is
modified or adjusted in order to make this datak$otike an overt protocol.
Therefore, we can put this data in normal netwoakfic without attracting any
suspicion. Usually, Web traffic contains HTML. Thuge can add symbols such
as < > </> to the secret data in order to make dats looks like normal Web
traffic. Essentially, the technique of making sokmed of data look like another
kind of data is called data camouflagi@ple, 2003).

Simple Object Access Protocol (SOAP) is a datasfearprotocol over the Web.
Additionally, SOAP represents a communication protobetween clients and
web services. Since this research investigatetetimiques of information hiding
in communication protocols, we explain and disahssbasics of SOAP message

in the next section.

2.9 Web Services and SOAP Protocol

It is well known that the Web represents the werfitemier network and that the
Extensible Mark-up Language (XML) represents therld® premier data
representation format (Newcomer, 2002). AdditionalKML is playing an
increasingly important role in the exchange of alevvariety of data on the
Internet. As such, XML documents are consideredet@a language of Web pages
and digital contents. Moreover, they are used & data exchange between
organizations. Whilst, Web services require a @xizhange in the form of XML

documents, the Simple Object Access Protocol (SG&xBEtly provides this kind
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of data transport. Therefore, SOAP supports a camdada transfer protocol for
effective communication over the Web (Newcomer,200

Web services provide a platform neutral and prognarg language independent
technology that supports interoperable machine#chime interaction over a
network. Moreover, clients and other systems itenath the web service using
a standardized XML messaging system, such as t#d*Sfotocol (Zhang et al.,
2007). Therefore, structured and typed informatiam be exchanged between
peers of distributed environment using SOAP message

A SOAP protocol is the most important of all Welveges technologies since it
achieves the most important of Web services: traisyg the data from one place
to another over the network. Thus, SOAP transfarXBIL document from one
place to another across the Web and other typesewiorks to reach a Web
service implementation (Newcomer, 2002).

In summary, the SOAP supports a common data tnapsteocol for effective
communication over the Web. The interaction betwservice providers and
requesters in Web Services occurs via XML-based B@®&ssages. Thus, secret
data can be embedded in SOAP messages and sentheveretwork to an
intended destination. Hence, SOAP messages caseoeas steganography cover
files and may provide an imperceptible and reliatdgy of covert communication.
In the next chapter, we will investigate the methodl data hiding which may fit
SOAP messages. However, digital images represenntst common cover files
of steganography. In the next section, we explanréasons behind the wide-use
of digital images for steganography.

2.10Digital Images and Steganography

Steganography in digital media is the most develdped of information hiding
nowadays. Wayner (2002) stated th@there are millions of images floating
about the Net used as window dressing for Web aitdswho knows what. Any
one could hijack the bits to carry their own messigAdditionally, information

hiding in the noise of digital images represents ohthe most popular methods
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of steganography and hence digital image stegapbygress growing in use and
application. As a result, digital images are thesmaidespread cover files used
for steganography due to the insensitivity of thamhn visual system.
Furthermore, digital images can easily be used @agercfiles without any
suspicion because of their omnipresence on thenkeit¢Artz, 2001; Liu and Liao,
2008).

The purpose of steganography is to keep others fifuinking that a secret
message even exists within stego files. Howevergatalysts or steganography
attackers may suspect some images and may detecexistence of hidden
messages within such images. In order to avoid this design of almost all
steganographic systems takes into account theatbastics of the human vision
system (HVS) (Chang et al., 2002). Thus, the sigcoéa steganographic system
greatly relies on the limitations of the HVS in erdo embed data in cover images
(Artz, 2001; Chang and Tseng, 2004). For exampl@rmation is embedded in
noisy regions and edges of images rather than oo#rer regions since the HVS
is more sensitive to the degradations in smoo#gions (Zeng et al., 2006).

For quantised DCT coefficients in JPEG coding, tbean vision system (HVS)
IS much more sensitive to the noises in low freggetomponents than those in
higher frequencies. This is because the energyatfral images is concentrated
on the lower frequency components. Therefore, thteing a distortion to high
frequency components is visually acceptable, wihilis is not so for lower
frequencies. Thus, the low frequency coefficiemtsusd be avoided when hiding
secret data in order to achieve better impercédyilaind security (Chang et al.,
2002). This is an example of how we can exploited#ivS characteristics to find

a redundant and undetectable area to be usecefmarsigraphy.

2.11Fundamental Properties of Steganographic
Systems

In order to examine the pros and cons of a stegapb@ system, many features
of this system should be considered. Basicallygastegraphic systems have two
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fundamental characteristics which must be investdjan order to evaluate the
system. The security or undetectability and thenigidcapacity are the most
important requirements that must be addressed a@nyesteganographic system
(Wang and Wang, 2004). Thus, the effectiveness steganography technique
can be measured using two key principles: the amofirdata that can be
embedded and the difficulty of detection of thistaddCole, 2003). Thus,
designing information hiding algorithms that aratistically undetectable and can

hide a large amount of data is the main goal afastegraphy (Cox et al., 2008).

2.11.1 Undetectability or Perceptual Transparency
(Security)

Generally, a steganographic system fails if anch#ér is able to prove the
existence of a secret message or if the embeddaimigue arouses suspicions of
attackers. Therefore, steganographic systems cacobsidered secure if it is
impossible for attackers to detect the presendaduafen data in the stego files by
using any accessible means. Additionally, the mdaessage must be invisible
both perceptually and statistically in order to idvany suspicions of attackers.
Thus, a steganographic system is perfectly se€ubhe istatistics of the cover file
and that of the stego file are identical. Thereftine characteristics and attributes
of cover files should not be changed and no distastshould be produced during
the embedding process. (Venkatraman et al., 20@d)vever, the presence of
statistical anomalies (i.e. histograms and a wawéthigher-order statistics) may
be used by an adversary to prove that a secret comation is taking place (Cox
et al., 2008).

In most steganography publications, the term otisgcis usually equivalent to
undetectability. Therefore, secure steganograpystems refer to imperceptible
steganographic systems (Cox et al., 2008). Charad. €2002) stated th&The
better quality the stego image has, the more seitwesteganography system will
be”. Thus, imperceptible steganographic system medrsg the hidden
information cannot be perceived by the human visyatem or other statistical

means. Nevertheless, hiding secret information oower image may introduce
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some noise or modulate this cover image (Venkatnagtaal., 2004). Yet, the
introduced noise must not degrade the perceivelityjodstego image in order to

get a secure steganographic system.

2.11.2 Capacity or Data Payload

Steganographic capacity is the maximum numbertsftbat can be embedded in
a given cover file with a negligible probability afetection by an adversary.
However, the embedding capacity is the maximum remadd bits that can be
embedded in a given cover file. Therefore, the aldivgy capacity is likely to be
larger than the steganographic capacity (Cox e2808). Moreover, the size of
the hidden information relative to the size of tbever image is known as
embedding rate or capacity (Venkatraman et al.420Bteganographic systems,
mainly used for secret communication, aim to masgemihe steganographic
capacity and minimise the perception of hidden mgss in stego images (Wang
and Wang, 2004). Cole (2003) stated ttla¢ more data you can hide, the better
the technique’ However, the steganographic capacity tends te&teicted by the
size of cover files (Artz, 2001; Rabah, 2004). Hiere, developing a
steganography technique should take into considerdtow to increase the
amount of secret data that can be hidden withdatifg the properties of stego
files.

2.11.3 Robustness

A watermarking system is a robust system if theewaark is still detectable or
recoverable after some signal processing operatidbhsrefore, watermarking
systems that can endure and survive against alskif attacks are called robust
systems. Thus, robustness represents the abildgtert the watermark after such
kind of attacks. Moreover, it entails the survivapiof this watermark against all
kinds of signal processing and transformations. (&gling, rotating, sharpening,

filtering, adding noise, and blurring) (Cox et &008; Venkatraman et al., 2004).
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Since the majority of steganographic systems usepater networks and the
Internet as communication channels that cause gmadation, the robustness is
rarely considered. Thus, the recipient receivestixahat the sender transmitted.
Therefore, robustness is not an issue or a topifyrior steganographic systems.
Moreover, the design of most steganographic systelmss not consider

robustness as a fundamental requirement, sincantjerity of these systems
assume the passive warden scenario (Cox et al8)26f&nce, steganographic
systems are either not robust against modificatienfave limited robustness
against technical modifications such as compressformat conversion, or

digital-to-analogue conversion. However, watermagksystems must be robust
and resist any kind of transformations or manipoket that may attempt to
remove the watermark. Thus, this is because theermark must remain

uncorrupted and recoverable in order to consider watermarking system
effective and successful system (Wang and Wang})200

2.11.4 Tradeoff between Requirements

The main aim of steganography is to increase tegasiographic capacity and
enhance the imperceptibility or undetectability &89 et al., 2006). However,
steganographic capacity and imperceptibility areo@dls with each other. For
example, hiding more data in cover images (higleacity) introduces more
artefacts into cover images and then increasepéeheeptibility of hidden data
(Wang and Wang, 2004; Wang and Chen, 2006). Fumitve, it is not possible to
simultaneously maximize the security and capacita gteganographic system.
This is because of the tradeoff between the amouembedded information, the
amount of artefacts introduced to the cover filed the system immunity against
stego file modification (Marvel et al., 1998; Vemlieanan et al.,, 2004).

Consequently, steganographic systems must achiebalance among these
requirements. Steganographic systems do not nebd tobust; but they should
satisfy high steganographic capacity and secret shaperceptibility. However,

watermarking schemes do not require a large embgdthpacity or watermark

30



imperceptibility. Instead of this, they need a &mgbustness against malicious
and unintentional attacks (Marvel et al., 1998).

The capacity of spatial domain schemes is bettm that of frequency domain

schemes. However, the frequency domain schemes hetter robustness than

those of the spatial domain (Yu et al., 2005). 8iwatermarking schemes need to
be robust, most watermarking schemes used are efinegudomain schemes.

Moreover, many novel embedding techniques have Iseggested in order to

enhance the security and increase the capacitiegaisography methods (Chu et
al., 2004; Lee and Chen, 2003; Lee and Chen, 2008t al., 2006; Tseng and

Chang, 2004). The next section explains the mathnigues used to detect the
steganography. Moreover, the relationship betweba main aspects of

steganographic systems and these detection methibtie discussed.

2.12 Steganalysis Techniques

Steganalysis can be defined as the science andrthef detecting and often
decoding secret messages hidden within stego @Aeiz, 2001). Nonetheless,
steganography is considered broken if merely tlesgnce of secret data within a
stego file is detected, with it not being necesdargecode the secret message.
The increasing number of steganography techniquagahle have stimulated
steganalysis research. Thus, the significance ladbte detection techniques is
increasing. Furthermore, it is suggested that stiebanalysis techniques should
be included in every virus-detection program inftitere (Fridrich et al., 2001).
Basically, most steganographic systems leave befimdhe stego files) some
traces, so these traces make these files deteaabte though these traces are
indiscernible by humans. Generally, modifying squaets of a cover file changes
the properties of this file in some way. Therefdhgs can be a sign that there is a
hidden message within this stego file (Provos anddyman, 2003). Therefore, a
simple comparison between a stego file and itsesponding cover file may
reveal the existence of a hidden message withggtago file. In order to avoid

such a comparison, cover files used should notutdighy available or should be
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destroyed after usage, since the absence of cibe®rdpresents the weakest form
of steganalysis (stego only attack) (Artz, 2001).

Many forms of steganalysis can be distinguisheané&dorms aim to detect the
presence of secret messages in stego files whikeroinvolve the extraction of
hidden messages from stego files. However, somasf@f steganalysis aim to
destroy all possible stego files (Johnson and &ajd®98). On the other hand,
steganalysis techniques can be classified intontaim categories according to the
detection means used. Thus, visual attacks relyhumans’ inspection while
statistical attacks rely on examining the statadtiproperties of stego files.
Accordingly, visual attacks shall now be lookednatore detail.

2.12.1 Visual Attacks

Visual analysis is defined as the process of degdtidden messages in stego
files through inspection by naked eye or by assedaof a computer. Therefore,
the visual attack represents one of the easiegarsidysis methods (Wang and
Wang, 2004). Usually, such attacks may detect Li8Banography techniques but
this is not true for JPEG steganography methodsv@rand Honeyman, 2003).
Visual attacks examine the entire stego file {im@age) or only the LSB of this file
in order to detect any alteration or irregularithus, steganography methods that
leave some kind of trail or signature would be euéible to such attacks. Such
signatures could be: adjacent pixels in an image hary different colours, the
number of an image colours has drastically beereased or decreased, the image
size has been changed, and the image quality hexs hedified (Bailey et al.,
2004).

2.12.2 Statistical Attacks

Statistical analysis relies on examining the cotster files. Moreover, this kind
of attacks is more powerful than the visual attaaokce it reveals even tiny

modifications which have occurred in the statidtipeoperties of files (Artz,
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2001). The statistics of a file may reveal thdias been modified in some way but
this doesn’t specify which technique was used fodification. This represents
one of the difficulties of the statistical analyqi¢/atters et al., 2005). For
example, the variation of an image from the originan be determined by
checking their colour histogram.

There are many image processing programs and tooéxpose the statistical
properties of these images. Some of these stalighioperties which can be
analysed and investigated are: standard deviatdferential values, median,
skew and kurtosis (Cole, 2003). However, it isidifft to find out an effective
tool of steganalysis that can detect all stegamgyranethods and techniques.
Nonetheless, steganalysis tools that can detepeeifie type of embedding are

more common and effective than the general toolsn@and Wang, 2004).

2.13 Steganographic Systems Evaluation

In order to make a decision of which steganograpigtem or technique is better
than another, an evaluation scheme for steganogragpystems is needed.
Currently, no standard test or measure is availablerder to evaluate the
performance or the effectiveness of steganogragystems. However, there are
some guidelines and general procedures that caorisgdered when evaluating or
designing steganographic systems (Cox et al., 2008)

The amount of hidden information and the difficutfydetection of stego files are
the two most important aspects of any steganograglystem. Therefore,

measuring these two characteristics will determite superiority of a

steganography technique over another. Consequeritlg, measures of

steganographic capacity and undetectability arelecteén order to evaluate the

efficiency of steganographic systems.
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2.13.1 Evaluation of Steganographic Capacity (Payload)

Since the main application of information hidingdasteganography is the secret
communication, it is important to determine how mdnts a steganographic
system can embed imperceptibly in comparison toother methods. Therefore,
evaluating the capacity of a steganography tecleniopeans to find out the
maximum number of bits that can undetectably bddmd

It is mentioned before, that there is a tradeofivieen the steganographic capacity
and imperceptibility. Nevertheless, steganogramonhniques that embed larger-
size messages in cover files and introduce morwrtdmn to stego files are
considered as worthless systems. On the other rardasing the steganographic
capacity and maintaining an acceptable level gfcstmage quality is considered
a good contribution. Additionally, improving theegb image quality while
maintaining the steganographic capacity is alsosicemed a significant
contribution (Wu and Hwang, 2007).

2.13.2 Evaluation of Imperceptibility

Methods or techniques that can be used to evaltie@eundetectability or

imperceptibility of steganographic systems are edédht from one system to
another depending on the type of cover file usediriformation hiding. For

example, image quality represents an indicationttier undetectability of image
based steganography, while file size may reveal pgtesence of hidden data
within a text file and therefore lead to its deikact

Two types of perceptibility can be distinguishedd asvaluated in signal
processing systems, namely fidelity and qualitydekty means the perceptual
similarity between signals before and after proogssHowever, quality is an
absolute measure of the goodness of a signal. kKamge, we can use a
grayscale, distorted and low resolution image (mtred to be of low quality) for

data hiding. The stego image looks identical todtreer image but it is also has
low quality. However, because it is indistinguisleatsom the cover image, it has
high fidelity. For image based steganography, tielify is defined as the
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perceptual similarity between the original coveraga and the stego image.
Therefore, the fidelity evaluation requires bothisiens of the image before and
after embedding. However, attackers, and mostliketipients, do not have
access to the unmodified original cover image. Addally, steganographic
systems must avoid attracting the attention of aeynot involved in the secret
communication process and therefore stego images nawve very good quality.
Therefore, quality is the major perceptual concémn most steganography
techniques in order to avoid any suspension anctfibre detection (Cox et al.,
2008). Even though the PSNR and the mean square(MBE) are by definition
fidelity metrics, they are pervasively known as lgyaneasures, since they also
represent perceptual distance metrics used to meettmidistortion amount added
to an image. Thus, in this thesis we are going dowgth this direction also.
Accordingly, a high quality image entails a largeNRR value and therefore both
cover image and stego image are very similar ande qundistinguishable.
Significantly, “Fidelity” is defined as the perceptual quality of stegosfidnd
therefore PSNR and MSE describe how imperceptii#esecret message is (Cox
et al., 2008).

Thus, it is very important that there is no visddference between the cover
image and the stego image. Moreover, the differdrateveen these two images
(cover and stego image) must be perfectly impeiglepfor the human visual
system. Accordingly, the higher the quality of stegnages, the larger the
imperceptibility of the steganographic system. Efane, evaluating the quality of
stego images is a significant measure to be ugeelvaduating the performance of
image steganography techniques (Wu and Hwang, 2007)

2.13.2.1Evaluating the Quality of Digital Images

The usage of image compression, coding, or praogssechnologies has
increased significantly during last few decadesrtiarmore, evaluating and
measuring the quality of compressed images spitegent a significant issue in
many image processing applications, such as imad@g@ algorithms and digital
image steganography. Thus, image quality represantey factor in most
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applications and assessing the perceived qualitydigital images is very
important (Tan et al., 1998). Nevertheless, evalgathe image quality of many
image compression algorithms (i.e. lossy compressamd image based
steganography) has many difficulties, such as theuat of degradation induced
in the reconstructed image.

Generally, there are two primary ways to measugamuality: objective quality
methods (automated) and subjective quality metifodsian based) (Stoica et al.,
2003). The objective methods measure the physispeas of images and
psychological issues while the subjective methods @sychologically based
methods. Additionally, subjective methods use hunodaservers in order to
evaluate the quality of images. For example, subjean be asked to compare a
modified (or processed) image with its original gtocessed) version in order to

know how much this modified image is degraded (\Wd BRao, 2006).

2.13.2.20bjective Quality Evaluation (Automated Evaluation)

In order to get a faster and cheaper measure ofj@ntpality, responses of
observers can be predicted and modelled (Cox,e2@08). Therefore, designing
image quality evaluation metrics that can autoradlficpredict the perceived
image quality is the main goal of objective imagealdy assessment research
(Wang et al., 2003). Thus, the assessment algaittesigned for objective image
quality evaluation should be in close agreement witbjective human evaluation
regardless of the image content, the distortion wafjoor the distortion type
(Sheikh et al., 2006).

Objective image quality evaluation metrics are siféexd into three generic
categories according to the availability of the wuwlified or original image
(reference). These categories are: full-refereriéR),( no-reference (NR), and
reduced-reference (RR) image quality assessmenhg@\Wgaal., 2003). The full-
reference means that the original image and the (iegpaired) image are
available. However, the no-reference means that i@ test image is available.
On the other hand, the reduced-reference meansthbatest image and some
information about the original image are availglftenomarenko et al., 2008).
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In the literature, the peak signal-to-noise ratietme (PSNR) has shown the best
advantage almost over all objective image qualistrios under different image
distortion environments and strict testing conaisig\Wang et al., 2002a). Indeed,
PSNR and the MSE metrics are the most common mesasised to evaluate the
guality of image coding and compression (Costa ¥eda, 2005). However,
these two objective quality evaluation metrics @b offer good results in terms of
human perception when used for colour image. Assalt, they are not reliable
predictors of perceived quality. Accordingly, sudtjee evaluation methods have
also been utilized in the literature (Stoica et2003; Wu and Rao, 2006).

2.13.2.2.1 PSNR and MSE

PSNR and MSE are the most common and widely-uséeeference (FR)
metrics for objective image quality evaluation. thermore, PSNR is used in
many image processing applications and considese@ aeference model to
evaluate the efficiency of other objective imagealijy evaluation methods
(Wang et al., 2002b).

The PSNR measures the similarity between two imdbew two images are
close to each other), while the MSE measures tfiereince between these two
images. Since the computing of these two metricgery easy and fast, they are
widely-used and very popular (Wang et al., 2003)e MSE is the statistical
difference in the pixel values between the origiamadl the reconstructed image.
Moreover, PSNR and MSE are defined as follows (at@t al., 2003; Wang et
al., 2003):

MSE=(iJ 5 %( X —_>ri)2 2.1)

MN ) i=1j=1 '
|2

PSNR=10.l0g,— - d (2.2)

where:

X; is thei™ row and thej™ column pixel in the original (cover) image,

X; is thei™ row and thej" column pixel in the reconstructed (stego) image,
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M and N are the height and the width of the image,
| is the dynamic range of pixel values, or the maximvalue that a pixel can
take, for 8-bit imaged=255.
However, the MSE for colour images is defined aovad (Yu et al., 2007):
MSE, + MSE + MS
MSE, s = B 3 S B (2.3)

where: MSE;, MSE;, and MSE; are the MSE of red, green, and blue

components respectively. Thus, the best image tguedin be found when the
MSE value is very small or going to be zero sinoe tifference between the
original and reconstructed image is negligible. ldwgar, PSNR values between
20 and 40 can be considered as typical values (@0@3). Moreover, the higher
the PSNR value of a stego image, the better theedegf hidden message
imperceptibility. For example, it is difficult fothe human visual system to
recognize any difference between a greyscale covage and its stego image if
the PSNR value exceeds 36 dB (Wu and Hwang, 2007).

2.13.2.3Subjective Quality Evaluation (Human Evaluation)

In this kind of evaluation, humans are asked tcepls some images and then to
evaluate or assess their visual quality. However visual sensitivity varies from
person to another and it changes over time in amy®herefore, different viewers
will behave differently. Nevertheless, almost dijextive image quality measures
do not perfectly reflect the impression of humatsnce, the subjective quality
measure represents a true performance benchmarknége processing tools
(Stoica et al., 2003). Unlike objective quality reeees, subjective measures
represent the most reliable method to determineattieal image quality since
human beings are the ultimate proposed receiversmost applications.
Furthermore, it has been stated that the subjedéise is the best method to
evaluate the quality of images surely and religMwrini et al., 2007).

Accordingly, subjective measures use structurecexyental designs and real
end users or human subjects to assess the quiimages (Tan et al., 1998; Wu

and Rao, 2006). Furthermore, they are the mostlyideognized methods for
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image quality evaluation since they quantify thetuac perceived quality.
However, subjective experiments of image qualityaleation are complex,
difficult to repeat, very expensive, and time cangw (Grgic et al., 2004; Wu
and Rao, 2006). Generally, observers are askea@téothe quality of images,
sometimes with reference to other images, accorelthgr to a quality scale or an
impairment scale. Table 2.1 summarises these stalé® used in evaluating
image quality (ITU-R-BT.500-11, 2002).
The average scores for these rated images ared dhbemean opinion scores
(MOS) (Simone et al., 2009). The MOS, which isusajsctive quality measure
representing the average score of number of sghjscbres, is considered as a
reliable measurement of image quality. Moreoveg thean opinion score is
calculated for each test conditién(i.e. steganography method) as follows:

N

2 My

MOS, = “=1N (2.4)

where m,, is the score of subject for the test conditiork and N is the number

of subjects (Simone et al., 2009).

Five-Grade Quality and Impairment Scale
Quality Scale Impairment Scale
5 Excellent 5 Imperceptible
4 Good 4 Perceptible, but not annoying
3 Fair 3 Slightly annoying
2 Poor 2 Annoying
1 Bad 1 Very annoying

Table 2.1: Quality and Impairment Scales

The Recommendation ITU-R Rec.500-11 describes dbgestive evaluation of
visual quality. Furthermore, it suggests criteraa §election of observers, test
materials, viewing conditions, evaluation procedum@nd analysis methods. This
international standard has adopted many methodsubjective evaluation for

image quality as they have stable and repeatalsigtse The double stimulus
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continuous quality scale (DSCQS) method, the dosbieulus impairment scale
(DSIS) method, and the single stimulus continuouality evaluation (SSCQE)
method represent some of these methods adoptedsidgile stimulus continuous
quality evaluation (SSCQE) and double stimulus iommmius quality scale
(DSCQS) are the most adopted methods for subjectigge quality evaluation in
both research community and the industry (Wangl.et2803). Moreover, the
double stimulus continuous quality scale methodGRS) is the best available

test in the existing standardisation literaturer(@®aini, 2006).

2.13.2.3.1 Double Stimulus Continuous Quality Scale (DSCQS)

In the DSCQS method, the subject is asked to obs&mair of images from the
same source and then to assess the quality of ib@fes. One of these two
images is the original image (directly from the &) and the other is the image
under test. The series of presentations are irdtgrmandom and randomly
presented. Therefore, each presentation or paiimafges consists of one
unimpaired (reference) image while the other onghior might not contain
impairments. However, observers are not told whichge is the reference one
since the position of the reference image is chamgedomly (ITU-R-BT.500-11,
2002). Basically, the reference image represemngsclean unmodified image
while the test image represents the reconstruatedijfied, or manipulated image
(Wu and Rao, 2006).

In this method, there are two presentations fohddal and the subject has to
provide two responses for each trial. The scale usehis method is double, 10
cm in length and divided into five equal intervalfiese intervals are from top to
bottom: Excellent (100-80), Good (79-60), Fair &%, Poor (39-20) and Bad
(19-0). Therefore, this method is considered asmdirtuous rating system. In this
method, the quality of a test image can be ratdae#ter, equal or worse than that
of its reference being compared but this is not fiar other subjective methods.
Moreover, the subjects are asked to assess bdtlartdsreference images since
they have no idea from trial to another which imggest or reference) is
presented first (Wu and Rao, 2006). Therefore, shbjective impairment
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judgment is the difference between the referen@garscore and the test image
score (Wang et al., 2003). Generally, most pawicip will tend to avoid the end
of the scales (100 and 0). Therefore, it might lgpwad idea to instruct them on
what reference quality and worst case are look(We and Rao, 2006).

The continuous rating scales used in the DSCQS adedlioid quantising errors
and are divided into five equal lengths. Ratingsulbjects for each presentation
are then converted into scores in the range fromo A00. Afterwards, the
difference between these two scores (for the reéerémage and the test image) is
calculated. Thus, these scores obtained should&dteated as absolute scores
(Simone et al., 2009).

Some methods of subjective evaluation are designedch a way that they will
be sensitive to context effects. This kind of effecccurs when the impairment
ordering or severity within test sessions has decefon the subjective ratings.
However, one of the advantages of the DSCQS mathidd lower sensitivity to
these context effects. Therefore, the DSCQS metheddely accepted and used

as an accurate test method (Pinson and Wolf, 2003).

2.14Summary

In this chapter we have introduced the reader ¢ontlain issues concerning digital
steganography. We have identified the core compgsnaina steganographic system
and the key techniques of steganography. Additipnailsing steganography over
networks and Internet has been considered andiegdlaWe have discussed file
types that can be used for steganography, pantiguthgital images and SOAP
messages. Furthermore, the main aspects of stagghygtechniques needed to
evaluate their efficiency have been identified. Thee have investigated issues
concerning attacks and steganalysis. The detailsfofmation hiding within JPEG
files and text files will be investigated in thexhehapter. Also, the previous work
related to improving the steganographic capacityd amperceptibility of
steganography (JPEG and text) will be criticallplgsed there.
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Chapter 3: JPEG and SOAP Steganography:
Capacity and Imperceptibility

3.1 Introduction

The steganographic capacity and imperceptibilifgresent the most important
aspects of any steganography technique. Therefl@®gning a steganographic
system must essentially consider these two pragsertn this chapter we introduce
issues relating to DCT-based JPEG compression BB based steganography
since our study focuses on improving JPEG stegapbgrin the first place. Thus,
the main procedures of JPEG encoding and decodimdllastrated. Also, the
common methods of JPEG based steganography aréfigtenThen, the impact
of the JPEG quantisation tables on the efficiencgteganography techniques is
presented. Additionally, we investigate and analyskated studies from four
different perspectives: improving the JPEG stegemqugc capacity and stego
image quality, enhancing the quality of JPEG imagesing chrominance
components for steganography, and evaluating thbtgof stego images.
Additionally, our research aims to investigate tagability of SOAP messages,
which are communication protocols, to be used teganography. Thus, the
structure of SOAP messages and their ability te siecret data are illustrated and
explained in this chapter. Since SOAP is a forndatext, the previous studies
related to information hiding in text and SOAP nzags are presented and
analysed. According to the related studies analysetis chapter, we state our
research aims and objectives in section 3.12. Ttlen research methodology,
used in Chapters 4, 5, 6 and 7, is described astifi¢al.
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3.2 DCT-based JPEG Compression

Generally, JPEG-compressed images have both simalasd reasonable quality.
Furthermore, this kind of images represents ondhef most popular images

widely used over the Internet as well as in locage (Tseng and Chang, 2004).

JPEG is an international standard for continuoug-tetill image compression
(ISO-DIS, 1992). Moreover, JPEG compression usihg tliscrete cosine
transform (DCT) is the most common compression dgteth for still images.

Additionally, it provides a large compression raad maintains high image
quality (Munirajan et al., 2004; Noda et al., 2068)ngrong et al., 2006; Tseng
and Chang, 2004; Wong and Wong, 2001)

DCT-based encode

8x8 blocks
:i_ _ Entropy Compressed
»| FDCT 1 Quantiser [ e coder > image
1 1
Quantisation Huffman
Source Image Table Tables

Figure 3.1: The Block Diagram of the JPEG Encoding

The JPEG encoding process consists of three mags:storward DCT (FDCT),
quantisation, and entropy encoding, as shown inr€i@.1 (ISO-DIS, 1992). The
input image is first converted into the YCbCr cal@pace (Y represents the
image luminance while Cb and Cr represent the imalgeness and redness
respectively) and then divided into disjoint blocksBx8 pixels. Then, each block
is transformed by the FDCT into a set of 64 DCTfficents. For MxN block,
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the mathematical definitions of the FDCT and inee@CT (IDCT) are as

following:
Fu)= AT S (X yoos 2 W ool N (3.1
)= (5 S Ay Ry yoos 2L ool N (3.9)
foru=0, 1, 2,...,N-Jandv=0, 1, 2,...,M-lwhere
C(u),C(v):% for u,v=0 (3.3)

C(u), C(V) =1 otherwise.

For 8x8 blocks:

7

) 27)0 fl x ycos(zx+ L cos(2y+ vt j (3.4)

-1
Fuv=7 CO oY, 3 = =

1. 7 7 J(2x+ur - (2y+ 1t
f(x, y)‘Z[EoEoC(”) Qy K u ycos B %% 15 (3.5)

Here, F(u,v) presents a DCT coefficient at the coordinéiev) while f(x,y)
presents a pixel value at the coordinétgy). The values of DCT coefficients are
the relative amount of the two dimensional spdtiejuencies contained in the
64-point input signal. Thus, the DCT maps the 6#pweectors between the
image (spatial domain) and the frequency domainaimone-to-one mode.
Therefore, the DCT just transforms the source imsgeples in order to be
encoded more efficiently without introducing angdo

F(0,0) is called the (DC) component which represents aherage value of
intensity for each block in the spatial domain. fEfiere, the DC coefficient is the
coefficient with zero frequency in both dimensioHswever, in the case af# 0
and vz0, F(u,v)is called the (AC) component. Therefore, the remgir63
coefficients in each 8x8 DCT block are called the ¢oefficients. Moreover, the

upper left coefficients of each block are callee tbw frequency components
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while the lower right coefficients are called thegth frequency components
(Wallace, 1991).

In the quantisation step, all DCT coefficients @fcle block are divided by
predefined quantisation values (contained in a tigetion table). These values
can be any integer from 1 to 255. Then, each gseahtDCT coefficient is
rounded to the nearest integer (equation (3.6)¢. Jlantisation step is a many-to-
one mapping and therefore it is essentially a Iggegess because of the rounding

error.

F(u, v))

FQ(u,v) = Rounc(Q( v

(3.6)

Finally, these quantised DCT coefficients are eedodsing an entropy encoder
(Huffman coding or arithmetic coding), which is @ssless process (ISO-DIS,
1992). The quantised DC coefficient is encodechaddifference from that of the
previous block. This is because most of the imaggrgy is concentrated in the
DC coefficients of the DCT blocks and the DC caméints of adjacent blocks

have a strong correlation.

DCT-based decode

Compressed . Entropy R Dequantiser_’ oot ‘
Image Decoder
A
Huffman Quantisation Reconstructed
Image
Tables Table g

Figure 3.2: The Block Diagram of the JPEG Decoding
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Figure 3.2 shows the JPEG decoding process whah @nsists of three main
steps: entropy decoding, dequantisation, and iev&®€T (IDCT) (ISO-DIS,
1992). The compressed code is entropy decoded hedqtantised DCT
coefficients are obtained. In the dequantisatiep,séach block of quantised DCT
coefficients is multiplied with the quantisatiorbka to convert these coefficients
to their approximate value. Afterwards, the IDCT used to convert the

dequantised DCT coefficients to their spatial value

3.3 JPEG Based Steganography

The JPEG is the most suitable format to be usedesr image for steganography
since JPEG is the most common compression stangsed for still images
(Tseng and Chang, 2004). Furthermore, the majofisteganography techniques
used for JPEG images, such as JSteg and Outguhsd, the standard JPEG
compression. As shown in the previous section, JEERased on breaking the
image into non-overlapping blocks of 8x8 pixels atfiiting discrete cosine
transformations to these pixels. Additionally, teempression ratio can be
increased or decreased by setting more or fewentiged DCT coefficients to
zero (Chang et al., 2002; Lee and Chen, 2003; lal.et2006; Munirajan et al.,
2004; Rongrong et al., 2006; Tseng and Chang, 2@0zhg and Wong, 2001).
Mostly, the least significant bits (LSBs) of quaetil DCT coefficients are used as
redundant bits to be replaced by the bits of theresemessage. Moreover,
modifying a single DCT coefficient affects all 64bbk pixels. Therefore, hiding
secret information in JPEG images mainly occursinduthe JPEG encoding

process.

Recently, many JPEG based steganography methods lean proposed and
developed: JSteg, Outguess, and F5 (Fridrich e2802). Moreover, all these
methods manipulate the quantised DCT coefficiemtsrder to embed the secret
data (Fard et al., 2006). Figure 3.3 shows a gémedasteganography framework
for compressed JPEG images (Cherukuri and Agai@@y)2 Obviously, secret
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information is mainly embedded after the quantsastep and before the entropy
coding step since the entropy coding proceduressléss. This means that all
data will remain intact after entropy coding. THere, the secret bits embedded

in the quantised DCT coefficients will not be degtd.

Raw g Entropy JPEG
L 3] DCT || Quantisation L 5
Image Coding Image

Embedding
Information

Figure 3.3: The Generalized Steganography Framework for JBG Images

3.3.1 JSteg Approach

This widely known steganography approach buildsnuploe standard JPEG
compression and represents one of the first prograesigned for JPEG based
steganography (Provos and Honeyman, 2003). It wasdf by Derek Upham and
allows us to hide a secret message or file as wegoess an image (Upham). In
the cover image, all disjoint blocks of 8x8 pixal® transformed using the DCT.
Afterward, the DCT coefficients are scaled accaydio the default JPEG
quantisation table (Table 3.1). This approach setigiéy replaces the LSB of the
guantised DCT coefficients with secret bits andpskall coefficients whose

magnitudes are 0 or 1.

JSteg embeds the secret message over the entiee icoge in a zigzag scan
order until either embedding the whole messagexbawsting the capacity of the
cover image. Thus, its capacity has been considelatvely high (around 13%
on an average). In fact, the steganographic capadfitthis approach is very
limited since the number of zero-values of the gisad DCT coefficients is large.
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Additionally, the number of quantized DCT coeffitie whose magnitude are 1
(not used by JSteg for embedding) is large alsoaalnid smaller than that of zero-

value coefficients (Cherukuri and Agaian, 2007).

Even though manipulating the LSB of quantised D@Efficients (frequency
domain) can harm the stego image quality, the &ffet this tweaking is hardly
distinguished (Wayner, 2002). Therefore, JSteg$sstant against visual attacks.
Nevertheless, the existence of hidden messageggo smages of JSteg method
can be easily detected by simple statistical astgekg. X? test or chi-square
attack) (Cherukuri and Agaian, 2007; Westfeld, 2001

3.3.2 Outguess Software

Outguess is a steganography software written bysNteovos (Provos, 2001).
This steganography method preserves the first atdistics (histogram) of DCT
coefficients in stego images in order to counter $hatistical chi-square attack
(Fridrich et al., 2002). Moreover, it carefully gsthe LSB technique to avoid
causing statistical distortions which may attraoe tattention of attackers to
steganography existence. Outguess and JSteg amstabimilar techniques.
However, Outguess scatters the locations of emhgduy using a pseudo random
number generation (PRNG) to shuffle the orderinthefcoefficients.

Outguess uses half the number of all quantised Df©€&fficients whose
magnitudes are not equal to 0 or 1 for secret ngessabedding. However, it
uses the second half of the quantised DCT coefffisi¢o correct the alteration
made to the histogram of DCT coefficients and adjus histogram to its original
value. For example, changing “0” to “1” to embedimagle bit requires changing
“1” to “0” at the same time to correct the histagraof quantised DCT
coefficients. Thus, the capacity of channel is paduto half while the security is
increased significantly (Cox et al., 2008; Wayrg02). Moreover, the Outguess
algorithm can withstand against simple statistathcks since it preserves the

first-order statistical properties. Additionallyhet maximum steganographic
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capacity of cover images is 6.5% while its embegdafficiency is around 1
(Sallee, 2003).

3.3.3 F5 Algorithm

F5 algorithm was proposed and created by Westfiel@JO1 to increase the
steganographic capacity of JPEG images withoutifgaieg security (Westfeld,
2001a). Moreover, the goal of designing and devetpghe F5 algorithm was to
preserve the histogram shape of DCT coefficientte F5 algorithm skips the DC
coefficients and the AC coefficients whose magretidre zeros, so it does not
use them for embedding. Moreover, it decreasesltgelute value of a quantised
DCT coefficient by one to embed a secret bit indtehflipping the LSB of this
coefficient. Therefore, if a given secret bit does match the LSB of a predefined
coefficient, the algorithm decrements the absolusdue of this coefficient.

Otherwise, the value of this coefficient will nat bhanged (Cox et al., 2008).

Basically, F5 does not embed the secret messagers#ally within a cover file,
but the DCT coefficients are randomly chosen to used for secret data
embedding (like Outguess). Furthermore, it usesatrixnencoding technique
which spreads the secret information out among rbdse Thus, this technique
significantly decreases the necessary number aigdsarequired for embedding
the secret data and therefore, F5 improves the edmgg efficiency (Westfeld,
2001a).

It has been suggested that the steganographiciyapfithe F5 algorithm should

not be more than 14% of the cover image size ierorad resist the visual attack.
Moreover, the steganographic capacity should bdlemthan 1% of the cover

image size in order to resist any kind of attadkegtfeld, 2001a). However, the
maximum steganographic capacity of the F5 algorithmoughly 13% while the

embedding efficiency is 1.5 (Sallee, 2003).
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3.4 JPEG and Quantisation Tables

In image compression with a JPEG baseline systdm, quantisation and
dequantisation processes are very important sibeerepresent the main cause of
lossy compression (Cherukuri and Agaian, 2007).rdfoee, the quantisation
process maintains the DCT coefficients needed tuese the desired image
quality whilst it zeroes out most of high frequeri@€ T coefficients and discards

information that is visually irrelevant (Yildiz at., 2007).

Usually, it is possible to control the image qualand compression ratio by
controlling the values of the quantisation tablaiftamoto, 1999). Furthermore,
the quantiser step size used before the entropydamg determines the amount of
compression. Thus, the quantisation table playsmddmental role in compression
as regards the fidelity performance of JPEG co@@tiang et al., 1999; Costa and
Veiga, 2005; Hamamoto, 1999; Monro and Sherlocl961%hohdohji et al.,

1999). As a result, using an optimised quantisataisie for JPEG compression
may provide a reconstructed image with better tp#iian using the default JPEG

guantisation table

Although the JPEG standard uses 8x8 quantisatibledait does not specify
default or standard values for quantisation tableience, specifying the
quantisation values is left up to the applicatiNevertheless, the JPEG standard
provides a pair of sample quantisation tables. Tiveye tested empirically and
found to generate good results (ISO-DIS, 1992). Onthese quantisation tables
is for the luminance component (Table 3.1) while tbther one is for the
chrominance components (Table 3.2). Since thesatigation tables are widely
used, they will be referred to as JPEG default tisation tables.

Additionally, there are no samples for quantisatiables larger than 8x8 in the
JPEG standard. This is because the DCT calculdtioblock-sizes larger than
8x8 pixels may require much more running time andymnincrease the
computational operations and complexity (Bracamaaital., 1997). Therefore,
this might be one of the reasons why the JPEG atdngses blocks of 8x8 pixels.
On the other hand, using block sizes larger thaB, &nd therefore larger
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quantisation tables, may lead to better resultderms of image quality and
compression ratio. Additionally, the fast developisein computers technology,
capability and competency may overcome the comipatabmplexity which was

existing in computers many decades before.

16 [ 11 | 1C | 16 | 24 | 4C | 51 | 61
12 | 12 | 14 | 19 | 26 | 58 | 60 | 55
14 | 13 | 16 | 24 | 4C | 57 | 69 | 56
14 | 17 | 22 | 28 | 51 | 87 | 8C | 62
18 | 22 | 37 | 56 | 68 | 10¢€ |10z | 77
24 | 35 | 55 | 64 | 81 | 104|115 92
49 | 64 | 78 | 87 | 10¢|121|12C| 101
72 1 92 | 95 | 98 |11z | 10C| 105 | 99

Table 3.1: The Default JPEG Quantisation Tables for Lumirance

17 1 18 | 24 | 47 | 99 | 99 | 99 | 99
18 1 21 | 26 | 66 | 99 | 99 | 99 | 99
24 | 26 | 56 | 99 | 99 | 99 ] 99 | 99
47 | 66 | 99 | 9S8 1 99 | 99 | 99 | 99
98 1 99 | 99 | 99 | 99 | 99 | 99 | 99
98 1 99 | 98 | 99 | 99 | 99 | 99 | 99
99 | 99 | 99 | 99 199199199 9
99 | 99 | 99 1 99 199199199 ] 9

Table 3.2: The Default JPEG Quantisation Tables for Chronmance

Quantisation tables can be arbitrarily generatedj drihe quantisation values are
set properly, there should be no perceptible diffiee for a human observer
between the input image and the compressed imaga@11999). Thus, several
methods have been proposed to find out the optimuamtisation table for JPEG
compression since the loss of fidelity in JPEG ngdoccurs entirely in the

quantisation step (Yildiz et al., 2007). Howevenne methods for optimising the
JPEG quantisation tables can be found in (Charal.e1999; Costa and Veiga,
2005; Hamamoto, 1999; Monro and Sherlock, 1996 h8bbji et al., 1999).

As a result, everyone can come up with his/her awantisation table which
satisfy his/her requirements and applications. ldesome applications require
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high quality images regardless of the compressatio or the image size, while
other applications need small-sized images of dabépquality. At the end, users
decide what they need and what quantisation tabte utilize. Furthermore, in
order to balance the quality of a reconstructedgienaith its size, a quality factor
can be applied to the quantisation table (equaf8on)), so that the quantisation
values can be scaled by a constant factor (Tsetn@hang, 2004).

Q(u,v) = rounc[%] (3.7)

F

3.5 Text Files and Steganography

Text steganography refers to the process of hidawget information in text files.
For security and imperceptibility reasons, it isyvienportant for stego texts not to
show any detectable artefacts. Thus, readers shmatldhotice or discover the
modifications made in the stego text files. Gergraéhe redundant information in
text files is very limited in comparison to imagedaaudio files. Therefore, using
text as cover files of steganography represents niwost difficult way of

information hiding (Bender et al., 1996).

Basically, there are three major methods to hideesalata in text files. The first
method, open space method, manipulates white spadbe text. Therefore, it
exploits inter-sentence spacing, end-of-line spaaed inter-word spacing. The
second method, syntactic method utilizes punctoatimwever, the third method,
the semantic method, manipulates the words ofeakiethemselves (Bender et al.,
1996).

Unlike digital images, text files have less redumtdaformation which could be
used for steganography. Furthermore, informati@inigi in text needs to be done
manually by the user since it can not be autom@atzenbeisser and Petitcolas,
2000). Thus, information hiding in text files isethmost difficult kind of
steganography.
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Secret information can be embedded either dirdctlyhe text or in the text
format. Thus, introducing spelling errors, replacimords by their synonyms, and
omitting commas are some examples of direct hidimighin text files.
Furthermore, DOC, LATEX, XML, and HTML represenfamatted form of text
files. Therefore, secret information can be hiddethe format rather than in the
text itself. Changing the spaces size betweenliegs and adding white space
characters are some examples of this kind of stegaphy. However,
reformatting the text, retyping it, or convertirigrom one format to another may
destroy all hidden information in the text form&tatzenbeisser and Petitcolas,
2000).

As a result, there is a quite small amount of reldumb data within the text of
formatted text files available to be used for stegmaphy. This represents the
main challenge of text steganography and expldiadimited number of studies
related to this kind of steganography. As a possslution for this limited
steganographic capacity, a communication protdbak, mainly uses a formatted
text, could be utilized as a cover for secret datae we can communicate a huge
number of messages without attracting suspicioms $hall now be explained in

more detail in the next section.

3.6 SOAP Message and Steganography

Communications and interactions between clients #r&l web service are
achieved using SOAP which supports a common datasfer protocol for

effective communication over the Web. Thus, strreduand typed information
can be exchanged between peers of distributed egmagnt using SOAP
messages. A SOAP message is an XML document crgasespecific format and
it mainly consists of envelope, header, body andt falements, as shown in
Figure 3.4.

The SOAPEnNvelopeis the root element that defines the XML documasita

SOAP message. Furthermore, it indicates the statttlhe end of the message.
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Therefore, it lets the receiver know when an entiessage has been received and
it is ready for processing.

SOAP can be extended to include additional featares$ functionality such as
security, reliability, and other quality-of-serviegtributes. Thus, SOAPeaders
can be used to carry such application-specificrmfdion. Headersare optional
but we can use many headers within a SOAP mesA#sge.Headerscan be used
for adding some features to a SOAP message in ttatized way without prior
agreement between the communicating parties. Auxtgilly, Headers may
contain commands to SOAP processors either to atadet theséleadersor to
reject the SOAP message.

<?xml version="1.0"encoding="UTF-8"?>
<S:Envelope
xmins:S="http://schemas.xmlsoap.org/soap/envelope/">

<S:Header>

</S:Header>
<S:Body>

<S:Fault>
</S: Fault >
</S:Body>

</S:Envelope>

Figure 3.4: SOAP Message Structure

The SOAPBody contains the actual data (application-defined XNHta) being
exchanged in the SOAP message. Therefore, mandaforynation that must be
delivered to the intended recipient should be idetl within theBody part of
SOAP message.
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The optionalFault element is used to identify error messages. leé@or occurs
during SOAP processing, a SOARult element will emerge in the body of the
message. Then, the sender of the SOAP messageetillhe Fault response
returned to him/her. The error information that htigpe returned by the SOAP
fault mechanism include: a predefined code, a dasmm, the address of the
SOAP processor that generated Hailt, and application-generated details about
the error. Furthermore, if a detail element is enéswithin aFault response
message then the error occurred duBogly processing. However, a singfault
block in the body of the message can be carriedd BQAP response message.
When two parties communicate through SOAP messabesactual data (i.e.
fields and properties of objects or parametersrattn values of methods) in the
sender endpoint are converted (serialized) int&X@i. stream that conforms to
SOAP specifications. This serialized XML documenthe SOAP message that
needs to be de-serialized at the receiver endpomatconstruct the actual data.

In Web Services, the interaction between serviowigers and requesters occurs
via XML-based SOAP messages. Therefore, such messaffer a kind of
steganography cover files. Hence, secret informaten be embedded in SOAP
messages and sent over the network to an intendstihation. Essentially, a
SOAP message is a kind of XML document, yet XML woents essentially
contain text since they represent a formatted faintext files. Therefore,
steganography methods used for text files and XMtudhents can theoretically
be used for SOAP messages. Practically, some af #lese methods might be
infeasible since the SOAP protocol has its owncstine and application.

In conclusion, SOAP messages are extensively used the Web and so
represent a valuable kind of steganography coveusTit would be a good idea
and practice to find out a steganography methodl ¢aa be used for SOAP
messages which would not attract the attentiorttatkers.

The next five sections discuss and analyse theiquewvork related to five
directions: improving JPEG steganographic capaaity stego image quality,
enhancing the quality of JPEG images, image stegapby and chrominance,
evaluation the quality of stego images and SOARdasganography.
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3.7 Improving JPEG Steganographic Capacity
and Stego image Quality

The main goal of steganography is secret commuaitat Mostly, the data
payload of a steganography method should be at &zpgal to the size of the
secret message transmitted between two partiesrefbne, developers of
steganography frequently attempt to increase #gasibgraphic capacity in order
to hide much more information in cover files. Howgvmany attempts have been
made by researchers in order to balance the twdlictorg requirements:
imperceptibility and capacity. So, various soluiohave been suggested and

presented for JPEG steganography (Yu et al., 2008).

To the best of our knowledge, this is the first kvtirat attempts to use larger and
optimised JPEG quantisation tables to increasd®tes steganographic capacity
and/or stego image imperceptibility. This secti@satibes the previous studies
related to these two points of view which repredbatfirst and second objectives
of our study: improving the capacity of JPEG steggaphy and enhancing the

quality of stego images.

Basically, the majority of proposed steganographsthmds for JPEG images
consider the steganographic capacity and impefabtiaspects. Thus, various
methods and techniques have been suggested irretpgsd. In this part, we
discuss and analyse some key studies in the arsgegdnographic capacity and

stego image quality improvement for JPEG-basedcastEgraphy.

Alturki and Mersereau (2001) proposed a novel netfwoincrease the capacity
and security of transform domain steganographytilhismages. They suggested
increasing the number of transform coefficients tam be used for data hiding by
introducing some middle and high frequency comptmémo the image. They
have done this by decorrelating the samples ofittege in the spatial domain
using a key. Thus, this key scrambles the imagelpinn such a way that the
resulting image will be seen as a white noise. &loee, this image whitening
process spreads the image energy uniformly overfrajuency bands, so it

increases the data transmission bandwidth and ithereases the embedding
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capacity (2 bits per transform coefficient). Henttes method hides secret bits by
rounding the quantised DCT coefficient to the nstaredd or even integer
according to the secret bit. Since the statisficaperties of both cover and stego
images are similar and the format of extracted didia difference between the
cover image and the stego image) looks like a Gamswoise, this method is
considered secure (Alturki and Mersereau, 2001usTlhis method uses small
quantisation step sizes and therefore almost all D&:fficients may be kept and
used for steganography. As a result, this may fogmtly decrease the
compression ratio and therefore increase the stagge size, which may arouse

someone’s suspicion.

Secret Key
M Encryption | Secret
Scheme Message

A

Cover L} 8x8 Quantisef+ Embedding—s ENOPY| o Stego
Image FDCT Coding Image
|
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Table

Figure 3.5: The Block Diagram of the IMQT Embedding Method

Chang et al. (2002) developed a novel steganogragtiiod in order to improve
the steganographic capacity of JSteg method. Thpoged method is based on
JPEG and a modified quantisation table, so it Wl called as JMQT method
(Figure 3.5). The middle range of quantised DCTifaments was used for secret
information embedding. Firstly, they used a modifiquantisation table to
quantise the DCT coefficients. Secondly, they zgii only the middle frequency
range of quantised DCT coefficient for data hidifidqaus, they embedded the
secret data in the least two-significant bits (Bkp of these coefficients.

Accordingly, each quantised DCT coefficient in timéddle frequency part will
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hide two secret bits. In conclusion, the secusrtyel of the proposed method and
JSteg method was similar (hidden quantisation tadobel LSB embedding
technique). Moreover, the stego images of JStetpadethave better quality than
those of this method. However, the proposed mettazda larger steganographic
capacity (around 24%) than the JSteg method (Chtalb, 2002).

Sallee (2003) proposed a general steganographyothébhanswer this question:
what is the maximum embedding capacity that igssizdlly undetectable and
how can this be achievedhus, information theory and statistical modellarg
used to generate a general framework for stegapbgraFurthermore, an
example model-based JPEG steganography methodpes®ed in order to resist
statistical attacks and achieve higher embeddipgaty than F5 and Outguess.
This method models only non-zero AC coefficientingsa parametric density
function which is based on Generalized Cauchy idigion. Thus, it can hide a
secret message twice as large as that Outguesglaigoso its capacity is around
(13%). However, it is resistant to first order sttal attacks and maintains

individual coefficients histogram (Sallee, 2003).

In related work Tseng and Chang (2004) proposetegasography method in
order to balance the steganographic capacity,aé, rand stego image quality
(Figure 3.6). Firstly, they used a JPEG compressibr a low scaling factor, then

another JPEG with a high scaling factor. Then, thmntisation error, the

difference between these two images, is calculdedhermore, the difference
between the dequantised DCT blocks and the DCTkblace called quantisation
error tables (QET). Thus, DCT coefficients thatemd to become zero after
quantisation are used for embedding and the sbisetill be embedded in the
quantised DCT coefficients according to the QETugal However, the

guantisation values corresponding to the selectéd Doefficients are modified

to 1 in order to keep these coefficients intact. &Asesult, the capacity of this
method for a bit rate of 2.54 (bit per pixel) wasund 22% (Tseng and Chang,
2004).
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Figure 3.6: The Steganography Method Proposed by Tseng &hang (2004)

Noda et al. (2006) presented two JPEG steganograpktyods mainly to preserve
the histogram of quantised DCT coefficients. Henlcese methods hide data just
during the quantisation of DCT coefficients, noteafthe quantisation step as is
usually the case. Additionally, the least 21 fragryecomponents including the
DC component in the zigzag order were used for eldibg. As a result, these
two methods are secure against histogram basetksittaave higher embedding
capacity than the F5 algorithm (around 15.2%) dmartstego images have a
larger PSNR than those of the F5 algorithm (Noda.e2006).

Agaian et al. (2006) proposed a JPEG based steggpiogalgorithm which is
applicable to mobile platforms and non-mobile cotimm platforms. This
algorithm uses a switching embedding technique. eldeer, this technique
determines the DCT coefficients that can be usedefobedding using two
different thresholds: an image-dependent threshamid a block-dependent
threshold. The first threshold determines the erdabl® and non-embeddable
blocks of quantised DCT coefficients while the setdhreshold identifies the
coefficients within the determined blocks to be duser embedding. This
algorithm preserves the first order statisticshaf tover image since it maintains

the histogram after embedding. Therefore, it resistual and statistical attacks.
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As a result, the steganographic capacity of thgorghm was around 9%.
Furthermore, this algorithm has a lower impact loe thean square error (MSE),
and therefore its stego images have larger PSNiRttiz of the F5 and Outguess
algorithms (Agaian et al., 2006).

More recently, Cherukuri and Agaian (2007) presgénte novel JPEG

steganographic system based on switching theorgufk€i 3.7). This theory

depends on the fact that the energy distributiothefquantised DCT coefficients
varies from block to block and from one AC coefiti to another within a given
block. Nevertheless, the switching mechanism ctasisa threshold value which
is a parameter defined according to the user reménts and input data
characteristics. Thus, the coefficients’ energysed to calculate this threshold
value. Additionally, it contains two different endmbng methods. Thus, one
specific method from these two methods is seleaedording to certain

constraints and the calculated threshold value. 3inggested steganographic
system displayed a minimum of coefficients’ distumi preserved the cover
image histogram before and after embedding, anckased the steganographic

capacity (around 20%) (Cherukuri and Agaian, 2007).
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Figure 3.7: The Switching Theory-based Steganographic Sysh
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Li and Wang (2007) proposed a novel steganograpgthaod based on JPEG and
Particle Swarm Optimization (PSO). This method Ibesn developed to increase
the steganographic capacity of the JMQT method. H&©® algorithm has been
used to improve the stego images’ quality. Thus,aibtimal substitution matrix is
produced in order to transform and then embed ¢bhees message into the cover
image. The JMQT method embeds the secret messatle imiddle frequency
quantised DCT coefficients only. However, the prsgab method embeds the
secret message in the DC-to-middle frequency ramigéhe quantised DCT
coefficients. As a result, the steganographic capadt this method was larger
than that of the IMQT method. Additionally, thegatémages of this method have
better quality (larger PSNR) than those of JMQT hodt However, the sizes of
the stego images and the computational time redjdimethis method were larger
than those of the IMQT method. Thus, the computatibme of this method was
12 times larger than that of the JMQT method (ado8& seconds), which is a
very long time and represents one of this methal&vbacks (Li and Wang,
2007).

Liu and Liao (2008) proposed a high capacity ancuse JPEG steganography
method. Mostly, JPEG-based steganographic systdipstife LSB of the
quantised DCT coefficients to embed the secret agessHowever, this method
embeds the secret bits in the cover image by adulegor subtracting one from
the quantised non-zero DCT coefficients. In orderntinimise the detection
probability using statistical attacks, the proposedethod employs a
complementary embedding strategy. According toeglglined divider, the secret
bits and the quantised DCT coefficients have besfidetl into two parts.
Moreover, two different embedding algorithms haweib used to embed these
two parts of secret bits in the corresponding D@€&fficients. As a result, the
steganographic capacity of this method was largeufd 17.5%) than that of the
JSteg, Outguess, and F5 algorithms. However, thétgwf this method’s stego
images was slightly worse than the quality of thieeo methods’ stego images
(lower PSNR) (Liu and Liao, 2008).
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3.8 Enhancing the Quality of JPEG Images

Many methods have been suggested to improve theression rate and enhance
the quality of JPEG encoded images. In the prevémesion, some steganography
methods that enhance the quality of stego imagege hHazeen discussed.
Additionally, it has been argued, in section 3Hattthe quantisation table of
JPEG compression has a significant role in comtiglthe encoded image quality
and the compression ratio. Therefore, almost allhous used to improve the

JPEG image quality rely on quantisation table ojs@tion.

To this end, Wu and Gersho (1993) presented arritigpto generate a JPEG
quantisation table. Using a large-step quantisataple (low bit rate), this
algorithm starts decreasing the step size in orgy e the quantisation table
every time and then repeats the process until medebit rate is obtained. As a
result, the guantisation tables designed accordinghis algorithm produced
higher PSNR and better perceptual quality the deflREG quantisation tables
(Wu and Gersho, 1993).

In another study, Sherlock et al. (1994) presemtadodel to generate optimal
JPEG quantisation tables and therefore get a désicompression ratio. This
strategy uses simulated annealing to find out thgmal quantisation table.
Quantisation coefficients were expressed as funstiof their position in the
quantisation table and the target compression.raherefore, quantisation tables
were represented by a three-parameter model agetta general model, each
parameter was expressed as a function of the casipre(Sherlock et al., 1994).

In related work, Crouse and Ramchandran (1995) qaeg a novel image-
adaptive JPEG encoding scheme. In order to enhidwecguality of JPEG still
images, they jointly performed coefficients thrdsihmy, quantisation table
optimisation, and adaptive Huffman entropy-codingurthermore, they
formulated an algorithm that jointly optimises do®ént thresholding and
quantisation table. As a result, this algorithm ioyed the PSNR of coded images
and therefore the quality of these images was b#ten that of custom JPEG
images (Crouse and Ramchandran, 1995).
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Based on their earlier work (Sherlock et al., 199pnro and Sherlock (1996)
presented a general strategy, three-parameter madelgenerate optimal
quantisation tables wusing simulated annealing. b\ee the designed
quantisation tables could be used both for stand®@8G compression and its
extension. Unlike standard JPEG compression, thenderd JPEG compression
uses blocks other than 8x8 pixels (from 8 to 203. & result, the optimised
quantisation tables of this model have significanthproved the compression
performance (fidelity) in comparison with the ddfallPEG quantisation tables
(Monro and Sherlock, 1996).

Bethel et al. (1997) proposed a method to genamateptimal JPEG quantisation
table in terms of rate-distortion performance. Thtlis method has been
developed to get the best possible tradeoff betwegin compression and low
distortion. This method uses the “equal gradieathnhique for quantisation table
optimisation and utilizes blocks of 16x16 pixelshex than blocks of 8x8 pixels.
As a result, this method yielded a better rateadigtn performance than that of
default JPEG compression (Bethel et al., 1997).

The quality of JPEG images and the compressiom redin be controlled by
adjusting the values of the quantisation tablesusThoptimising JPEG
guantisation tables may produce a higher compnessitio and better image
quality. Hence, Hirata et al. (1999) proposed tplyaphe Hamiltonian algorithm
for quantisation table optimisation in order to noye the quality of JPEG images
and reduce the bit rate. In this method, the higgdency DCT components were
finely quantised to improve the image quality whitee low frequency DCT

components were roughly quantised to decreasetbgHirata et al., 1999).

Chang et al. (1999) designed a novel HVS-basedtpadion table for JPEG
encoders in order to improve the PSNR and thenqtradity of reconstructed
images. The proposed method incorporated the hunmsaral system with the
quantiser to determine the perceptual importancdiftérent DCT coefficients
and therefore to derive a perceptual quantisatiablet As a result, the
performance of the proposed quantisation tablelvetier than that of the default
JPEG table. Additionally, JPEG images produced Isngi the proposed
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quantisation table had a higher PSNR and bettereparal quality than those
produced by using the default JPEG table (Chaiad),e1999).

More recently, Costa and Veiga (2005) proposed thodeto generate a JPEG
quantisation table using Genetic Algorithm techesjuThe final goal of this

model was to improve the quality (enlarge the PSNRYyeconstructed JPEG
images. As a result, JPEG images reconstructed tisengenerated quantisation
table had better quality than those reconstructgdguthe default quantisation
table (Costa and Veiga, 2005).

Chang et al. (2007) proposed a reversible JPEGastggaphic system. They
modified the components of the default quantisatadole in the medium and high

frequency range (values are diminished) to incréfasemage quality. Therefore,

a modified quantisation table has been used insbéatlie default quantisation

table. As a result, the quality of stego images li&en improved when the same
steganographic capacity has been applied (Chaalg 2007).

3.9 Image Chrominance and Steganography

A grayscale image can be defined as a continuaus-toage that has only one
component (e.g. Y). However, a colour image is i@tinoous-tone image that has
more than one component (e.g. Y, Cb and Cr) (ISS;1B92). Almost always
the colour space Y, Cb, Cr is used to store JPE&g@s The component Y
(luminance) represents the intensity of the imapdenthe components Cb and Cr
(chrominance) specify the blueness and rednedseointage respectively. Using
only the Y component in such a colour model (Y, Cb) produces a grayscale
representation of the colour image (Miano, 1999hud, grayscale images
represent special cases of colour images. As #,reslour images can be used as
cover images but we have to take all of these compis (Y, Cb, and Cr) into
consideration. Nevertheless, most studies focudata hiding in the luminance
component and therefore grayscale images ratharhiting in the chrominance

components of colour images. Even though some whuaike used colour images
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for data hiding, few studies investigate the usaigihe chrominance components
for steganography.

One of these is Mastronardi et al (2001), who swidihe effects of steganography
in JPEG images. They proposed modifying only thantised DCT coefficients
whose values are greater than a given thresholerder to maintain the
compression ratio. Thus, higher thresholds rediee dapacity and therefore
reduce the noise injected to the stego image. Auidilly, the downsampling
process applied to the chrominance components (@bCa) reduces the size of
each component to be one-quarter of the image Biegides, the compression
algorithm works much better with the chrominanceeficients since most
quantised DCT coefficients become zeros. As a teshe capacity of the
chrominance coefficients (Cb and Cr) is much ldemntthat of the luminance
coefficient (Mastronardi et al., 2001). Howevelstbitudy used only one image as
a cover image (Lena 512x512) and did not addressnthin steganography
requirements such as the stego image quality aedasbgraphic capacity.
However, using a threshold of T=2, 5000 bytes veenbedded in the Lena image
(in all components) with 50% of the coefficientpresenting a noise.

Seitz (2005) stateslt is important for the designer of data compressi
technigues to understand that the human eye ispes=ptive to colour than to
luminance” Therefore, data compression techniques shouldiden that the
chrominance components can tolerate more noiseth@tluminance component
without affecting the perceived image quality isignificant way. Thus, when the
size of chrominance data is chosen to be one dalfi¢ quarter of luminance size,
it will not influence human perception (Seitz, 2D05

In the YUV image model, Y represents the luminarare the brightness
component while U and V represent the colour coreptsr The HVS is less
sensitive to image colour than to image brightnddserefore, the impact of
changes in the image brightness is more discerrigbtee human eyes than the
changes in the image colour components (Stanesal, 2007). Depending on
this limitation of human eye, Stanescu et al. (300fbposed a steganography
method based on hiding secret information in thé €¢Wannel. This method

transforms (RGB) image into (YUV) model, embedsadatthe (V) channel, and
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then transforms the stego image back to (RGB). alerage difference (error)
between the cover image and the stego image was@am76%. Since this error
is very small, it cannot be perceived by the hurega. Also, the capacity of
different image components has not been addresgédsistudy.

Generally, in JPEG compression, both chrominanocepoments (Cb and Cr) are
downsampled simultaneously in order to reduce theumt of information they
offer. However, Garg (2008) downsampled only oneowtinance component
every time in order to analyse the impact of edutorminance component on the
JPEG compression. And found that downsampling theorginance blue
component (Cb) provided a better compression rdtan downsampling the
chrominance red component (Cr). Additionally, dommgling chrominance red
component provided a larger PSNR than downsamighegchrominance blue
component (Garg, 2008).

Baba et al. (2009) proposed a new watermarkingmsetfer digital images. Thus,
they embedded a watermark in different colour comepds in a semi-random
way. Instead of hiding the secret bits directlytire LSB of quantised DCT
coefficients, a pseudorandom bit sequence is getena order to indicate which
component (Y, Cb, or Cr) to be used for secret datang. Furthermore, a block
number sequence generator is used to indicate Itto&sbthat will be used for
hiding. Therefore, the LSB of a selected AC coéfit is used to hide a secret bit
(watermark bit) (Baba et al., 2009). So, the embegldapacity of this method is
one bit per block which is quite enough for waterkiray applications, but is very
limited for covert communication purposes.

This section described the previous studies reltadformation hiding in image
chrominanceTo this endthe chrominance components of JPEG images have not
been considered as a genuine or valid cover medfusteganography apart from
some attempts to investigate their applicability $teganography. To the best of
our knowledge, this is the first work that attemfisanalyse and evaluate the
impact of using JPEG chrominance components fayastegraphy. Thus, these
components may be used to increase the steganagraapacity and/or
imperceptibility of JPEG steganography. This isatlyethe third objective of our
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research; investigating the impact of using chr@moe components for
steganography.

3.10Evaluating the Quality of Stego Images

Both objective and subjective image quality evabhratmethods have been
investigated and used in the literature for variqueposes. Hence, some
applications use the subjective methods in ordesvi@uate some compression
algorithms. Additionally, some applications evatuatany objective methods by
using the subjective methods as reference metl@ttier applications investigate
the relationship between the subjective and olyjectiethods.

Basically, the objective methods, and particuldllg PSNR metric, are used to
evaluate the quality of stego images. Thus, PSNRsnres the efficiency of a
particular stego method over another in terms qferoeptibility or stego image
quality. This measure has been tested and validateeé used with many image
processing applications. However, what if the PSBIRot a suitable or reliable
measure for stego image quality? Thus, this sedestribes the previous studies
related to both objective image quality evaluatioethods (PSNR) and subjective
image quality evaluation methods.

Ogihara et al. (1996) proposed a new DCT-basedsteggaphy method. Hence,
they evaluated the efficiency and effectivenestheir method by measuring the
quality of stego images using a subjective evabmatnethod. Therefore, they
asked 20 persons to arrange ten printed and stiufflages (one reference and
nine stego images) according to their quality (@gahet al., 1996).

Stoica et al. (2003) performed both objective anbjexctive tests on two high
resolution images compressed using two JPEG 20§f@yiddms. The objective
guality was evaluated by three methods (PSNR, narethMSE, and normalized
colour difference methods). However, they perforrtiesl subjective tests with a
panel of ten observers and three images were pesset the same time; the
reference image was placed in the middle, whildh lmmmpressed images were

randomly positioned on the left or the right of ttederence image. As a result,
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objective image quality measures did not offer shee results as the subjective
quality evaluation tests. Additionally, the subjeet evaluation was in
contradiction with the objective measures (Stoical.e 2003).

Kong et al. (2003) stated thé&tost researchers still use Peak-Signal-to-Noise
Rate (PSNR) for their perception evaluation, whdeoring the specialty of
steganography.’ Therefore, they developed an objective imageityuabaluation
method based on both characteristics of steganbgrapd the HVS. As a result,
this method was superior to the PSNR (Kong e2a8D3).

Grgic et al. (2004) investigated the reliability omihe objective picture quality
measures for application in still image compressigstems. Thus, the correlation
of these measures with subjective image qualitysunes has been evaluated. So,
they examined the correlation between the MOS auxh ebjective measure.
Additionally, they evaluated the effects of diffeteimage compression
algorithms, compression ratios, and image contentshe image quality. As a
result, they found that some of these objectivegenquality measures correlate
well with the subjective image quality (perceivadaige quality) for a given
compression algorithm but they are not reliable dtrer different algorithms.
This study used the double stimulus impairmentes@@aBSIS) as a testing method
and 20 non-expert viewers (Grgic et al., 2004).

In related work, Bailey and Curran (2006) evaludtesistrengths and weaknesses
of seven steganography methods using visual ingpmeahd automated detection
techniques. The methods chosen were implemente@ealgised using only GIF
(Graphics Interchange Format) images. Furthermaltesteganography methods
tested use the least significant bits of pixel galtechnique or the rearrangement
of image colours technique to hide the secret médion in GIF images. The
stego images were evaluated by comparing them wiitfinal images using
passive observation. Moreover, 13 independent gbsehave been asked about
the vulnerability of detection for these seven atemgraphy methods through
visual inspection. Basically, viewers were providedh 18 folders and each
folder contained 6 images (one was stego imageewth& other 5 were original
images). Therefore, the viewers were asked to iigetite stego image within

each folder (Bailey and Curran, 2006).
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Marini et al. (2007) claimed that insufficient att®n has been devoted to assess
the quality of watermarked images. The PSNR and M#&tich are commonly
used to assess the fidelity of information hidingodathms, are neither suitable
nor reliable to assess the visual impairment pteseran image. Since these
statistical differences do not represent visual dmpent, they used subjective
experiments to evaluate the invisibility of manyteranarking algorithms. They
proposed to use the double stimulus impairmenes@$§1S) method since there
is not a standard method for watermarking purpostseover, this subjective
method was compared with the PSNR metric and ditierobjective methods
(not specifically designed to evaluate the percapguality of watermarking). As
a result, the correlation between the PSNR ancestibg evaluation was 0.68 and
all other objective metrics tested outperformedRISNR in this regard (Marini et
al., 2007).

Since the quality evaluation of images is differéotn the quality evaluation of
moving images described in the ITU standard (ITBR500-11, 2002), Simone
et al. (2009) developed a subjective evaluationhogktfor still images. The
proposed method was a modified version of doubtaustis continuous quality
scale (DSCQS) method. Here, images are shown sinmagdusly in each
presentation and the subject has no time limitssesas the quality of each image.
Moreover, the subject is asked to detect the iredaimage in each pair and
assess only its quality instead of assessing thétguwf both images (Simone et
al., 2009).

The suitability and efficiency of the PSNR as a&hty measure for watermarked
images has been investigated in (Marini et al.,720Bowever, in the subjective
assessment, observers are told which image isnwatked and are asked to judge
its quality compared to the quality of the origimaage. Furthermore, this study
uses the DSIS method, so if the quality of a waseked image is better than the
reference one for instance, viewers are unableveal such a decision or vote.
Thus, this represents one of the limitations of &SThe work described in this
thesis attempts to evaluate the validity and réitglof PSNR measure to be used
with JPEG stego images by using the DSCQS methbds,Tthis represents the

fourth objective of our research.
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3.11Text and SOAP Based Steganography

There is a relatively small number of text stegaaphy studies in comparison to
that of image, video and audio based steganograjalluded to earlier, this
might be due to the lack of redundancy in texsfillmoue et al., 2001).

In this context, Por and Delina (2008) improved dipen space method proposed
by Bender et al. (1996). Hence, they proposed aidhgeganography method for
text by combining both inter-word spacing and ifgaragraph spacing methods.
To increase the steganographic capacity, whitespaeaveen words and right-
justified paragraphs are used for data hiding. Addally, the cover text is
dynamically generated according to the size of ¢beret message (Por and
Delina, 2008).

Shirali-Shahreza (2008) proposed a new steganograpthod for texts. This
method is based on the different spelling of soneed& in English between UK
and US. For example, “centre” has different spg#lim the UK (centre) and the
US (center). Table 3.3 shows a list of some worldgkvhave different spelling in
UK and US (Shirali-Shahreza, 2008).

American Spelling British Spelling
Favorite Favourite
Criticize Criticise

Fulfill Fulfil
Center Centre
Dialog Dialogue
Medieval Mediaeval
Check Cheque
Defense Defence
Tire Tyre

Table 3.3: List of Some Words which have Different Spellig in UK and US

In another study, the model proposed by Shiralintd®wa and Shirali-Shahreza
(2008) defines a text steganography method basedubstituting the words
which have different terms in UK and US. For examGas) has different terms
in the UK (Petrol) and the US (Gas) (Shirali-Shahreand Shirali-Shahreza,
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2008). Table 3.4 shows a list of some words whialehdifferent terms in UK
and US.

American English British English
Account Bill
Candy Sweets
Closet Cupboard
Fall Autumn
Gas Petrol
Mail Post
Movie Film
Package Parcel
Soccer Football

Table 3.4: List of Some Words which have Different Termsn UK and US

Liu et al. (2009) proposed a text steganographyateto be used in online chats.
This method is based on an Internet meme namedglgggonia, which means that
changing the order of word’s middle letters hasighto no effect on the ability
of skilled readers to understand the text (e.g.t&Buand Guiatr). Thus, this
steganography method uses the redundancy founHeirinterior letters order.
Since this letter randomisation looks like a comneoror made by chatters due
high speed typewriting, it is likely to be usedanline chats. Moreover, online
chat texts usually contain mistakes (Liu et alQ20

Inoue et al. (2001) proposed five techniques obrimfation hiding in XML
documents. The first method uses the representafitime empty XML element
which has two forms: either a start-tag immediateliowed by an end-tag, or an
empty-element tag. The second method uses whitgesga tags to embed the
secret data. In the third method, the order in Whalements appear is exchanged
to embed the secret data; yet, the appearing afdattributes in the element is
exchanged in the fourth method. The fifth methoelsusvo or more elements that
could contain each other and exchanges the ingerwath outer-tags to embed
the secret data (Inoue et al., 2001).

Memon et al. (2008) designed four steganographlynigoes to ensure that the
confidentiality and integrity of data is maintainedXML documents. In the first
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technique, random characters are inserted betwééh t%64gs and their values
while the second technique uses the procedure udfligly the XML tags in a
predetermined sequence. In the third techniqueotiggnal order of tags (before
the shuffling process) is saved in attributes. Have the fourth technique
reverses the sequence of characters (Memon 2088).

Zhang et al. (2007) proposed a steganography medlepénding on the text
characteristic of SOAP technology in order to hicdormation in SOAP
messages. Therefore, the physical properties of lSK#ywords and nhamespaces
(self-defined) are used as cover message. A clearatting is initialized by
converting every letter in these keywords and nap@ess into lowercase.
Coordinating every secret bit with every lettertioé character string, a specific
letter is converted into a capital letter only wiee secret bit is “1”. However,
the number of SOAP keywords is limited for a sSIB@AP message (Zhang et al.,
2007).

To the best of our knowledge, there is only onéstegarding the steganography
with SOAP messages (Zhang et al., 2007). In thithatk the stego SOAP looks
suspicious since some characters of this message lwercase while others are
in uppercase. Therefore, the overall shape oftegosSOAP attracts the attention
of possible observers. Additionally, this methodesimot comply with the case-
sensitivity nature of XML documents. Nowadays, SOABssages represent a
very important way of communication between parte®er Web and other
networks. So, SOAP may represent a significant oredand non-conventional
cover of steganography. Thus, the fifth objectifeoor study investigates the
capability of hiding secret data undetectably witBIOAP messages and we will

propose a novel method in this regard.

3.12Research Aims and Objectives

It has been shown that the steganographic capaaity stego image quality/
imperceptibility are the most important aspectsimnge-based steganographic

systems. Furthermore, there is a tradeoff betwleersteganographic capacity and
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stego image quality. Therefore, both increasingstieganographic capacity while
maintaining the stego image quality, and enhanttiegstego image quality while
maintaining the steganographic capacity representl gontributions. As such,
the main aim of our research is to improve theategraphic capacity and stego
image imperceptibility of image based steganograpgreover, our research
aims to examine and investigate the capability singt SOAP message as
steganography cover instead of using conventioiggtadi files. Thus, in order to
achieve theses research aims, a series of fivestigations will be carried out,
each targeting a major research objective of aearch.

* Objective 1: Investigating the impact of using 16x@ blocks and
quantisation tables on JPEG based steganographylo this end, we
intend to investigate the impact of using 16x16 -pwarlapping blocks
and quantisation table with JPEG instead of stah@x8 on the main
properties of reconstructed images. In addition,aneegoing to find out a
novel high-capacity steganography method based Lfrh6 quantisation
table. Our work in this respect will be detaileddhapter 4.

* Objective 2: Investigating the impact of using optnised JPEG
guantisation tables on the steganographic capacitgnd the quality of
JPEG stego imagesln order to improve the quality of JPEG stego
images, we intend to examine the impact of JPEGtig&ion values on
the quality of coded images. Therefore, an optittteamethod will be
employed to get optimised quantisation tables dmeh tto use these
optimised quantisation tables with JPEG stegandgrafdditionally, we
are going to find out a novel steganography mettiad enhances the
quality of stego images and/or increases the stagaphic capacityOur
work in this respect will be detailed in Chapter 4.

e Objective 3: Investigating the impact of using chrminance
components for steganography.To further consider the aim of
steganographic capacity increasing, we intend testigate the impact of
using image chrominance components for steganographthe main
aspects of steganography. Therefore, we are ganhide secret data

within chrominance and/or luminance component/s thieth evaluate the
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impact of this on the main aspects of steganographys, in order to
increase the steganographic capacity, the fedgilmh using all image
components for steganography will be examined. vark in this respect
will be detailed in Chapter 5.

Objective 4: Evaluating the reliability of PSNR asa quality measure
of stego imagePeak signal-to-noise ratio (PSNR) is almost theefger
measure used to evaluate the quality of stego imagelditionally,
superiority of a steganography method over anather(from stego image
quality perspective) is mostly evaluated and mesakury this metric.
Therefore, we intend to evaluate the reliability amonsistency of PSNR
measure when used to measure the quality of stegmgds. Since
subjective quality evaluation methods are the nmekable measures of
image quality, a subjective measure will be adamed used for this
purposeOur work in this respect will be detailed in Chage

Objective 5: Examining the capability of using SOAPmessage for
steganography. Unlike conventional steganography methods that use
digital cover files, communication protocols mayeofa feasible path for
secret information to be transmitted over networkelying on the
structure and characteristics of the SOAP messagentend to examine
the capability of hiding secret data within SOAPss®ges in undetectable
way. However, the research area of SOAP steganbgliagemerging and
needs more investigation. Therefore, we intendno éut a novel method
of steganography to be used with SOAP messaQes. work in this

respect will be detailed in Chapter 7.

3.13Research Methodology

The only way to make causal inferences is to ugpemxental methods. In order

to test a theory or explain a phenomenon, we caransexperimental method that

enables us to control independent variables and theasure the values of

dependent variables. Thus, experiments represstraghtforward and standard
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practice of manipulating independent variables et statistically analysing the
generated data in order to test research hypoth&sethermore, experimental
design is used to determine significant differenoetsveen controlled conditions.
One of the advantages of experimental researdtaisttenables other researchers
to easily replicate the experiment and validateréseilts. Hence, it is considered
as an accurate method of research (Shuttleword8)2@s a result, the researcher
can establish a causal relationship between vasain} manipulating independent
variable(s) to assess the effect upon dependeiatle(s).

Structured experiments follow a predefined orderomler to measure pre-
designed and specific experimental factors. Howawven-structured experiments
do not measure pre-designed experimental factdrsy Therefore provide a rich
source of information which requires more compbcatata-analysis methods.
On the other hand, laboratory (true) experimentsisasthe researchers to
undertake accurate and highly-focused studies avadble them to control all
variables. Consequently, this kind of experimestxaonsidered to represent an
accurate and consistent research methodology. theless, field experiments
usually focus on investigating a causal relatiopdiatween variables within a real
world environment. Thus, field experiments do natega full control of the
environment and it is almost impossible to cont@hfound variables. However,
the ability to generalise the results of laboratexperiments is limited due to the
artificial (unreal) environment (Coolican, 1994).

The choice between structured and non-structurgukrerents represents the
choice between limited or rich data. However, we d&0 evaluate the main
steganography aspects which are clearly identiiad structured (measuring
specific variables). Thus, structured experimeatatvill be used throughout this
study to measure pre-defined steganography aspdaisly, the choice between
laboratory and field experiments represents thecehbetween controllable and
non-controllable variables. In our study, we aimnteasure the effect of our
proposed scenarios and nothing else on the stegapiog aspects. Hence,
confound variables must be controlled, which isiltated by laboratory
experiments rather than other kind of experiments.
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Accordingly, experimental design based on structuiaboratory experiments
represent the best choice for our work aim andativies since our concern is
improving a predefined set of steganography kewirements and we need a full
control over the experiment variables. In the prasisection, we have identified
a clear set of structured aims and objectives wtiatilitates the effective
measurement of critical experimental factors. Indigoh to the objective
measurements, subjective measurements were usedrirstudy in order to
evaluate the reliability of objective metrics.

Experimental designs should clearly explain themfoof the problem under
investigation, the type of the experimental desitrg implementation of the
experiment, the analysis of the data, and the pne¢ation of the results
(Hinkelmann and Kempthorne, 2008).

In our work, we wish to improve the main aspectd Batures of steganography,
mainly the steganographic capacity and impercdipyibiAccordingly, we will
propose novel steganography methods, utilisingouarscenarios to hide data in
different image components, and using differentsuess to evaluate the quality
of stego images. Thus, our hypothesis is thathake actions and manipulations
(independent variables) have significant effects tbe main steganography
aspects (dependent variables). Since the expeidasign is regarded as the
most accurate and obvious standard for testingoathgsis (Shuttleworth, 2008),
we will use this methodology in order to achieve msearch aim and objectives.
The main aspects and features of our proposed netlwod scenarios represent
the variables we are trying to understand and stlilys, we can implement an
experiment to test the relationship between a fipesiput scenario (i.e. a
proposed technique) and the outcome (i.e. stegapbygraspects). Essentially, we
will use the outcome of other methods or scenamo®rder to evaluate the
performance or effectiveness of our methods’ outeoimerefore, we will assess
this relationship by comparing the outcome of psggbmethod with that of other
methods since we do not use measurable independeables. Such type of
experiments is commonly called a comparative erpemi (Hinkelmann and
Kempthorne, 2008).
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As a result, the experimental design based ontstedt laboratory experiments is
used in Chapters 4, 5, 6 and 7. Nevertheless, ésgml and implementation of
experiments is explained in detail within each ¢bapThe data for each

experiment is then analysed and the results of egglriment is interpreted.

3.14Summary

In this chapter we have introduced the reader ¢aeis concerning DCT-based
JPEG encoding and the role of quantisation taés.have identified the main
JPEG steganography methods. Additionally, key dspet text steganography
and SOAP messages have been explained. We havealswed the literature of
JPEG and text steganography. Accordingly, we halentified a need for
improving the main characteristics of JPEG stegeajgyy and explained the
benefits of using SOAP messages for steganograpeythen summarised the
aims and objectives of our study and finally we cdé®d the research
methodology used in Chapters 4, 5, 6 and 7. Imthe chapter, we will consider

the first and second objectives of our research.
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Chapter 4: JPEG Steganography and
Quantisation Tables

4.1 Introduction

The two most important aspects of any steganogragystem are the capacity
and the imperceptibility. Nevertheless, it is quidéficult to increase the
steganographic capacity and simultaneously maittenmperceptibility of stego
images, so it is still a research challenge. In study, we aim to increase the
steganographic capacity and maintain/enhance taktyjof JPEG stego images.
This will be achieved through two approaches. Birste intend to use extended,
modified, and optimised 16x16 quantisation tablgsa(tisation tables based
techniques). Secondly, we will use image chromiearmomponents for
steganography in addition to the luminance compbriehrominance based
techniques). Therefore, the impact of using grdgsoacolour versions of a given
cover image will be examined in terms of the maeaganography requirements.
Consequently, in this chapter, we intend to consalgectives 1 and 2, which
concerns the usage of quantisation tables to ingptbe image steganographic
capacity and stego image quality. For that reasen,will propose two novel
steganography methods.

The structure of this chapter is as follows: sec#do2 provides a description for
the role of quantisation tables in JPEG compresstalditionally, it provides a
summary of the relevant studies relating to theaotf quantisation tables on
steganography. In section 4.3, we present two stegaphy methods which we
propose in order to improve both steganographicac#p and stego image
guality. Information concerning the research methogy used and the
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experiments employed specifically to measure thefopeance of these
steganography methods are presented in sectio Hedrelationship between the
DCT calculation and computational complexity is lexped in section 4.5. In
section 4.6, we consider our results, and lastlysection 4.7, the conclusion is

presented.

4.2 The Role of JPEG Quantisation Tables

In the JPEG encoder, we can get rid of unimpors@T coefficients by dividing
these coefficients by quantisation values and tfmmding the result to the
nearest integer. Thus, selecting an appropriatatmqadion table is something of a
black art and it is likely that future researchlwileld better tables in terms of
compression ratio and perceived image quality. f\ldfally, implementation of
improved quantization tables causes no compatibdioblems since decoders
don't care how the quantisation table was pickieely only read the tables from
the compressed image. As a result, the values arfitegation tables can possibly
be manipulated in order to control the image gualitd compression ratio. Thus,
the quantisation tables have a considerable impadhe performance of JPEG
coding.

Since the quantisation table is not a part of PEQ standard, users are allowed
to design or redefine the quantisation table ineprtb control the quality of
reconstructed image and the compression ratio (Elearal., 1999). Therefore,
specifying the quantisation values is left up te #pplication (ISO-DIS, 1992).
Miano (1999) states thaif you are implementing a JPEG encoder you can eom
up with your own scaling or use any other method want for generating
quantisation values” Therefore, it is important to find out or design
quantisation table which produces a better imagsitguthan that obtained by the
JPEG default tables (Kong et al., 2003). As a tesging optimised quantisation
tables enable us to either get stego images witerbguality or hide more secret
data. In fact, there is a tradeoff between the cstémage quality and

steganographic capacity, so we can transform thislitf enhancement into
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capacity improvement by hiding more data and ggtérstego image with quality
nearly equal to that before the enhancement process

Also, many methods have been proposed to find laitoptimum quantisation
table for JPEG compression. Accordingly, the majoonf methods used to
improve the JPEG image quality relies on quanbsatable optimisation. Thus,
using optimised quantisation tables instead of dedault tables for JPEG
compression produces better reconstructed imagesnts of quality.

In this chapter, we propose a novel steganograptiiad that utilizes 16x16 non-
overlapping blocks and then a 16x16 quantisatitaetan order to increase the
steganographic capacity. Additionally, we proposeother steganography
method, based on optimised quantisation tables @x8 16x16), in order to

improve the quality of stego images and increasestbganographic capacity.

4.3 JPEG Steganography Methods Proposed

Quantisation tables of JPEG encoding have a fundi&hempact on the
compression ratio and the quality of the reconsdédicor compressed image.
Therefore, depending on the fact that there is efaudt or standard quantisation
table for JPEG compression, we propose two stegapby methods in this
section. The first method depends on the fact ttite is no 16x16 quantisation
table in the JPEG standard but such quantisatlieganay provide better results
than 8x8 tables in terms of reconstructed imagditguAdditionally, dividing the
input image into non-overlapping blocks of 16x16ynpaovide a wider range of
middle frequency components which can be usedtégasography and therefore
this may increase the hiding capacity. However, dbeond method depends on
the user capability to generate application-baseshtisation tables to be used
instead of the JPEG default tables. Thus, usingmig#d quantisation tables
along with steganography may enhance the stego eimaugality and/or

steganographic capacity.

80



4.3.1 Steganography Method Based on 16x16
Quantisation Tables

As there are no samples for quantisation tablegefathan 8x8 in the JPEG
standard, Bracamonte et al. (1997) used disjootks of 16x16 pixels in order to
improve the JPEG compression. They found that jost coefficients had
significant magnitudes (low frequency coefficient$herefore, only these four
coefficients have to be calculated and this redubedcomputational overhead
significantly. As a result, they got a better coegsion ratio by using larger
block-sizes for JPEG compression.

In image blocks of 16x16-pixels, more middle freqene coefficients can be used
for steganography since the significant DCT coedfits are limited in such
blocks and the range of middle frequencies is witl@s might increase the
embedding capacity and preserve the stego imaghtyqua this section, we
propose a novel JPEG steganography method basedblgpaks of 16x16 pixels
and modified 16x16 quantisation table.

As mentioned before, almost all steganography rebedone in the JPEG
transformation domain divides a given cover image non-overlapping blocks
of 8x8 pixels. However, since computational capéed have improved
significantly over the last decade, calculating EN@T for blocks of 16x16 pixels
or larger may be much more feasible and faster bedare. In our method, we
will divide the cover image into non-overlappingtks of 16x16 pixels and use a
16x16 quantisation table.

Basically, this method is inspired by the JIMQT noethso it takes the general
framework from this method. In fact, the most siigaint part of each block of an
image (the energy of the image) is concentratatienow frequency part (upper
left) of these blocks. Thus, the coefficients aktpart should be kept intact as
possible to maintain the image quality since madgythese coefficients may
degrade the reconstructed image. However, the niiiignt part of blocks is
concentrated in the high frequency part (bottorhtjigf these blocks. Also, most
of these coefficients will be zeroed and discardfer the quantisation process in

order to get rid of redundant data and compressntage. Therefore, we should
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avoid hiding data within these areas since hidiegret data within such
coefficients may be lost. As a result, hiding sealata within the middle
frequency may represent a good choice of stegapbygria order to balance both

stego image quality and compression rate.

16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
18 22 37 56 68 10¢ 10¢ 77

24 35 55 64 81 104 115 92
49 64 78 87 10¢ 121 12C 101
72 92 95 98 112 10C 10¢ 99

Table 4.1: The Default JPEG Quantisation Table for Luminance

8 6 5 8 12 20 26 31
6 6 7 10 13 29 30 28
7 7 8 12 20 29 35 28
7 9 11 15 26 44 40 31
9 11 19 28 34 55 52 39
12 18 28 32 41 52 57 46
25 32 39 44 52 61 60 51
36 46 48 49 56 50 52 50

Table 4.2: The Default JPEG Quantisation Table (Luminancg
Quiality Factor=2 (JSteg and F5 Methods)

In order to verify the performance of our metho@, will compare its aspects with
that of JSteg, F5, and JIMQT methods. The main cheniatics of these methods
have been explained in Chapter 3. These methods lbeen chosen to compare
their aspects with that of our method for varioeasons: JSteg (Upham), for
instance, is a widely used and simple LSB-baseditoihe DCT domain (Li and

Wang, 2007; Upham). Moreover, it uses the defaBEQ quantisation table,

build upon the standard JPEG compression, andsitahamited steganographic
capacity. Additionally, it hides secret data by nfigidg the LSB of quantized DC

and low-frequency DCT coefficients and this degsattee stego image. On the
other hand, increasing the steganographic capaeti?EG images was one of the

designing goals of F5 algorithm (Westfeld, 2001@&)rthermore, this tool is
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publicly available and it hides secret data by dewmnting the absolute values of
non-DC and low frequency coefficients rather thgpfng their LSB. Finally, we
build our method based on the IMQT method. Moredwe method hides secret
data by modifying the two LSBs of each pre-defimeddle frequency quantised
DCT coefficient of each image block. Thus, it haseay large steganographic
capacity compared to other JPEG based steganognagtimpds.

8 6 5 8 1 1 1 1

6 6 7 1 1 1 1 28
7 7 1 1 1 1 35 28
7 1 1 1 1 44 40 31
1 1 1 1 34 55 52 39
1 1 1 32 41 52 57 46
1 1 39 44 52 61 60 51
1 46 48 49 56 50 52 50

Table 4.3: The Modified Quantisation Table (JMQT Method)

l6| 8| 7|66 |11 ]1]1]1]1]1 11|11
/,7|]6]6[]1]1]1]1]1]1]1]1,1]1]1]3C
/7|6/6]1 /11 ]1]1]1]1]1)]1 113028
6|81 ]1 /1|1 /1111111 32]35]|2¢
g|1/1]1 /1|1 11|11 ]1)1,32/35/32|28
1111111 ]1]1)1]1][35][40[42]40]3¢
1111111 ]1]1)1]35[44[42]|4C]35]31
1111111 |1|1,35/44[44|50|53]|52]4c
111|111 ]1]1|31[34/44|[55|53[52|45]3¢
111111 1[31|34[40/41[47|52][45|52]|5C
11111 ]1)|3C[32|36[41,47|52|54|57|50]4¢
1111 ]1]36[32|36|44,47|52|57|60|6C]|55]5C
111 | 1]36]39[42|44|48|52|57|61|60|6C]|55]51
1| 1] 1[38]42|47[48|46 |48 |57|56|55[52|51|54]51
1 |1 /41|46 /4748|4849 |53 |56 |53|5C|51[52|51]|5C
1 |43 47|47 /48 48|48 |57 |57 |56 |50]52|52]51|50]5C

Table 4.4: The Suggested 16x16 Quantisation Table

The default (luminance) JPEG quantisation tablé bel used for JSteg and F5
methods but with a quality factor equal to two ([Bald.1 and Table 4.2).
However, a modified version of Table 4.2 will beedsas a quantisation table for
JMQT method (Table 4.3), similar to that used irhd@g et al., 2002). Since
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guantisation tables can arbitrarily be generatee,swggested and generated a
16x16 quantisation table. However, since our pregamethod hides data in the
middle frequency part of each quantised DCT bldbk, middle frequencies of
this 16x16 table were set to be one (Table 4.4).

In this stage, we will investigate the effectivemesd efficiency of our method
based on 16x16 non-overlapping blocks, 16x16 gsatbin table, and middle
frequency quantised DCT coefficients. Thus, theegation (creation) process of
the proposed quantisation table is not consideseidhportant issue since we just
built it from scratch for research purposes andheut any simulation or
optimisation algorithms. However, optimisation ofuagtisation tables is

considered and investigated further in our secoathad proposed.

4.3.1.1Embedding and Extracting Procedures

The process of embedding a secret message (Mover image (C) and then
extracting the message (M) from the stego file gisiur first steganography
method is illustrated in Figure 4.1. However, thebedding procedure consists of

five steps as shown in Figure 4.2.

M Cover Image Stego Image| |M
16x16 DCT 16x16 IDCT
v )
Quantiser De-quantiser
16x16 16x16
A
A 4
Embedding Extracting
v L
Entropy Coding Entropy Decoding
A
A 4
JPEG File

Figure 4.1: The Block Diagram of Embedding and ExtractingProcedures
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On the other hand, the procedure of extractingetibedded message from the
stego JPEG file consists of the following stepg #PEG file (stego image) is
entropy decoded using the coding tables (Huffméte&) located in the image
header. As a result, we get the blocks of quantB€d coefficients modified

according to the secret message. From each pneedefmiddle frequency

coefficient of each block we retrieve the least-significant bits (secret bits). We
put these retrieved bits in the same order in whhely were embedded to get the

secret message (M).

1. The message (M) to be embedded in the cover image is randomly
generated.

2. The cover image is divided into non-overlapping blocks of 16x16
pixels and then the DCT is used to transform each block into DCT
coefficients.

3. The DCT coefficients are scaled by the modified 16x16
quantisation table (Table 4.4). In this quantisation table, the values
of (1) represent the middle frequencies to be used for embedding
(121 values). The quantised DCT coefficients of each block are
rounded to the nearest integers and then set in zigzag scan order.

4. The least two-significant bits of each middle frequency
coefficient in the quantised DCT blocks are modified to embed two
secret bits.

5. The JPEG entropy coding (DPCM, Run-Length coding, and
Huffman coding) is applied to compress these resultant blocks, and

then the JPEG file is obtained.

Figure 4.2: The Embedding Procedure of our First Steganogiphy Method
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4.3.2 Steganography Method Based on Optimised
Quantisation Tables

In this section, we propose a new hybrid JPEG stegiaphy method based on
optimised quantisation tables. This method hasghdnembedding capacity and
better stego image quality compared to other methbdt use default tables.
Furthermore, we investigate and evaluate the impafctusing optimised
quantisation tables (Opt-QT) instead of the defgulintisation tables (Def-QT)
on the performance of JPEG steganography.

Since the quantisation table is not part of the@REndard, users are allowed to
design or redefine the quantisation table to comitv® quality of the reconstructed
image and the compression ratio. Hence, many msthade been proposed in
order to optimise the quantisation tables of JPB@pression (refer to Chapter
3).

We need an optimisation method for the 8x8 and &6gqdantisation tables so
they can be used with JSteg, F5, JMQT, and ouradgbnoposed above (refer to
section 4.3.1). Therefore, the general strategyrfodelling optimal quantisation
tables presented in (Monro and Sherlock, 1996) méllused in order to generate
optimised quantisation tables. This method candsel dor both the JPEG image
compression standard and for an extension of tE&J&pproach to image block
sizes other than 8x8 pixels. This is the main redsehind our selection of this
flexible optimisation method, since it is appropeigdor both 8x8 and 16x16
quantisation tables. In the next subsection, wdagxphis optimisation objective

and process and provide a background of relevaoiryh

4.3.2.1The Optimisation Method of JPEG Compression

Monro and Sherlock (1996) presented a generalegiyator modelling and
generating optimal quantisation tables for both GPEBompression and its
extension (general block sizes). Their aim was mising the Root Mean Square
(RMS) error between original and recovered imagdslewmaintaining the
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compression ratio. Thus, the objective of thismpation method was producing
optimal rate-distortion performance.

Firstly, they selected a block of 128x128 pixelsnirthree different images and
the quantisation tables were obtained using siradlaannealing on all 64
parameters in the quantisation table. At each dtep,DCT coefficients were
compressed (compression ra@p and the Root Mean Square (RMS) total error
(E) between the original and reconstructed blocks wassured. Thus, they

minimised a composite cost function F (ke€pslose to a desirable value ).
F=E?+(C-G)? (4.1)
For a selectedC,, a quantisation table can be located by mal&nginimal.

These optimised quantisation tables gave bettartsethan the default tables
when applied to other test images.
Then, directly optimised tables were produced fmheimage and compared with
that of JPEG. Examining the relationship betweenrdsults of these quantisation
tables (4 quantisation tables), it was found tfaata given compression ratio, the
guantisation table can be modelled by an equasdnlews.

Q,=A+By + D| z= Ef 4.2)
where x and y are the DCT coefficient indices,
z= x+ yis the Manhattan distance of a coefficient fr@n0), and A, B, C, D, E
and F are six model parameters.
They optimised for several compression ratios bpgighe simulated annealing
on the six parameters, which is faster than diogtimisation on 64 parameters.
However, it was found that there are tradeoffs ketwB, C and D parameters
were complicating the results. To simplify the mipdleey experimentally chose
the following 3-parameter model for JPEG quantmsatables:

Q, = A+ D7 (4.3)

As a result, the error of the modelled table wagelothan that of the default JPEG
table for the same compression ratio. This model generalised in order to get
good fidelity at higher compression ratios. Thasgér blocks of pixels were used
to achieve this. The three model parameters A, Fafor a specific compression

ratio were determined using further optimisationd modelled as following:
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For 8x8 blocks:

A=5.43+ 2.1%, (4.4)
D =0.0969- 0.0566, + 0.0074%? (4.5)
F=1.83 (4.6)

where C;, is the desired compression ratio.

For 16x16 blocks: % 7x/15 and y» 7y/ 15

A=10.7+ 1.34, (4.7)
D =-0.129+ 0.011T.+ 0.001&8/ (4.8)
F =270 (4.9)

8 8 8 9 10 10 11 12

8 8 9 10 10 11 12 14

8 9 10 10 11 12 14 15

9 10 10 11 12 14 15 16

10 10 11 12 14 15 16 18

10 11 12 14 15 16 18 20

11 12 14 15 16 18 20 22

12 14 15 16 18 20 22 23

Table 4.5: The Optimised Quantisation Table (JSteg and F&Methods)

8 8 8 9 1 1 1 1
8 8 9 1 1 1 1 14
8 9 1 1 1 1 14 15
9 1 1 1 1 14 15 16
1 1 1 1 14 15 16 18
1 1 1 14 15 16 18 20
1 1 14 15 16 18 20 22
1 14 15 16 18 20 22 23

Table 4.6: The Optimised and Modified Quantisation TablglJMQT Method)

In order to get approximately the same compressadio as with the default

quantisation table, we selected the compressiamtabe C, =12 and the quality
factor to be Q. =4. Therefore, Table 4.5 represents an optimised 8x8

quantisation table to be used with the JSteg andnEthods. Moreover, the
modified version of this table is used with the JM@nethod (Table 4.6).
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However, Table 4.7 represents an optimised and freddiL6x16 quantisation
table to be used with our first steganography nekfiroposed.

(| 7|7 7{7j1}j1}]1}]1;1)1 )1 )1]1]1]1
/| 7| 77|11 }]1}]1}]1}1,1)1,1)1]1]17
/7, 7| 7]1}1}1}]1}]1]1}1,1)1,1)1]17]18
7,71} 1|1}]1]1]1]1 1|11, 1)17]18]2C
/1)1 ]1}1}]1]1]1]1]1|1)1,17)18]|20]22
1/1]1]1]1 /11|11, 1]1]17]18]20]22]|24
1/1]1(1]1]1 (1|11 1]17[18]20|22|24]2¢€
1/1]1|1]1]1 |1 |1|117|18[2C|22|24]|26]28
111|111 1|1|17,18|20[22|24|26|28]3C
11,1111 )1]17]18[|20|22|24|26|28|30] 383
111111 ]1|17|18|2C0/22|24|26|28|3C|33]3€
11111 ]1]1/7]18|20|22/24|26|28|30|33]|36]3¢
111 [1]17]18(20|22|24|26|28|3C|33|36]|39]42
11 )1]17/18]20|22[24|26|28|30[33|36[39|42]4c5
11 /17]18/2C0]22|24|26|28|30|33|[36|39[42|45]4¢
1 ]17/18|2C/22[24|126[28|30|33|36|39|42]|45|49]|52

Table 4.7: The Optimised and Modified 16x16 Quantisatiormfable

As a result, the quality of stego images when oigeh quantisation tables are
used is better than that when default tables agd (shown in the section 4.6.2).
In the next section, we will take advantage of tjuslity improvement in order to

propose a hybrid JPEG steganography method whishhitggner steganographic
capacity than the method proposed earlier in thiapter. To increase the
steganographic capacity, our hybrid steganograpéthod uses an optimised and
modified 16x16 quantisation table and two differéding techniques, namely

JSteg and our first method proposed.

4.3.2.2Embedding and Extracting Procedures

Since using optimised quantisation tables improwes quality of compressed
images, we can embed more data and still have gtaph image quality. Since
there is a tradeoff between stego image quality stadanographic capacity, the
guality enhancement of stego image by using opédchgguantisation tables can be
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transformed into capacity improvement. Hence, if wge an optimised 16x16
guantisation table instead of that suggested infiogtrmethod proposed, we get
better stego image quality. Therefore, we can hideh more data within cover
images in order to get similar stego image qualitythat of our first method

proposed.

1. The message (M) to be embedded in the cover image is randomly
generated.

2. The cover image is divided into non-overlapping blocks of 16x16
pixels and then the DCT is used to transform each block into DCT
coefficients.

3. The DCT coefficients are scaled by the optimised and modified
16x16 quantisation table (Table 4.7). In this quantisation table, the
values of (1) represent the middle frequencies to be used for
embedding (242 bits). The quantised DCT coefficients of each block
are rounded to the nearest integers and then set in zigzag scan
order.

4. The JSteg method is applied to the low frequency coefficients
(top left part, 14 coefficients, of each block). More likely, modifying
the DC coefficients, which represent the mean luminance within a
block, introduces perceptible blocking artefacts. Thus, DC
coefficients are not used for embedding in our proposed method.

5. The least two-significant bits of each middle frequency
coefficient in the quantised DCT blocks are modified to embed two
secret bits.

6. JPEG entropy coding (DPCM, Run-Length coding, and Huffman
coding) is applied to compress these resultant blocks, and then the
JPEG file is obtained.

Figure 4.3: The Embedding Procedure of our Hybrid Steganagphy Method
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In this section, we propose a hybrid steganograpéthod based on an optimised
16x16 quantisation table, our first method proposed middle frequency
coefficients, and the JSteg method for low freqyermefficients. The procedure
of embedding a secret message (M) in a cover irfagrir hybrid steganography
method is described in Figure 4.3. However, thecgdare of extracting the
embedded message from the stego JPEG is desanilbéglire 4.4.

1. The JPEG file (stego image) is entropy decoded using the coding
tables (Huffman tables) located in the image header. As a result, we
get the blocks of quantised DCT coefficients modified according to
the secret message.

2. From each pre-defined middle frequency coefficient of each
block we retrieve the least two significant bits (secret bits).

3. From each low frequency coefficient of each block (where its
value does not equal to 0 or 1), we retrieve the LSB.

4. We put these retrieved bits (from 2 and 3) in the same order of

embedding to get the secret message (M).

Figure 4.4: The Extracting Procedure of our Hybrid Stegangraphy Method

4.4 The Impact of Using Larger JPEG Blocks

JPEG standard divides the input image into noniappmng blocks of 8x8.

Additionally, there are no samples for quantisatiables larger than 8x8 in this
standard. This is because the DCT calculation fockssizes larger than 8x8
pixels may require much more running time and nmydase the computational
operations and complexity (Bracamonte et al., 199fgrefore, this might be one
of the reasons why the JPEG standard uses blocBs&pixels. On the other
hand, using block sizes larger than 8x8, and tbesefarger quantisation tables,

may lead to better results in terms of image quadihd compression ratio.
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Additionally, the fast developments in computershtelogy, capability and
competency may overcome the computation complextiich was existing in
computers many decades before.

Monro and Sherlock (1996) stated that the impadilotk size on the quality of
the reconstructed image can be evaluated by cosipgean image to the same
ratio using different block sizes. They found tliging small block sizes (8x8
pixels) causes excessive blocking artefacts. Howeneging effects become
disturbing when very large block sizes are useaZQ@ixels).

Bracamonte et al. (1997) examined the impact ofigisin adaptive block-size
(8x8 and 16x16 pixels) for JPEG coding insteadiadd block-size (8x8 pixels).
This adaptive scheme was based on block classificaaccording to some
threshold values. As a result, they got a bettergression ratio by using adaptive
block-sizes for JPEG compression instead of usimyg the standard 8x8 blocks.
Currently, the relationship between the size of-nwerlapping blocks of input
image from one side and the reconstructed imagktyjusompression ration and
steganography aspects from another side is not el@augh and needs further
investigations.

Calculating 2-D DCT for 8 x 8 block, approximatebax64=4096 multiply-
accumulate operations are required (equation Bdyever, calculating 2-D DCT
for 16x16 block, approximately 256x256=65536 muijtipccumulate operations
are required. If we consider larger blocks than1Bor instance 32x32 pixels),
approximately 1024x1024=1048576 multiply-accumulzperations are required.
Therefore, if we consider the block 2-D DCT implertaion, the computational
complexity of using larger blocks is extremely heghhan that of using smaller
blocks and that 2-D DCT of larger blocks may reguinuch more time to be
calculated.

Since the DCT has a strong energy compaction prngpgrconcentrates the
energy of each block (the most significant coedints) in a few low frequency
coefficients. Thus, using larger block sizes magvjate better compression ratio
since we can discard more insignificant coefficsefrom the high frequency
band. However, using larger block sizes, the enesfyyeach block will be

represented by fewer low frequency coefficientsnthesing smaller blocks.
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Therefore, this may degrade the reconstructed inaageincrease the distortion
added to this image.

The middle frequency range of JPEG blocks can hmamded by using larger

block sizes (such as 32x32 pixels) and appropgasmntisation table. Thus, this
wide range of middle frequency coefficients canubed for data hiding, since it
represents the most appropriate coefficients taudesl for steganography. As a
result, using larger blocks can increase the stagfaphic capacity of input

images.

4.5 Experimental Design

In this section, we consider issues relating toetkigerimental approach, which is
used in our study to measure the impact of quariséables on the main aspects
of steganography. The experimental approach is usedr study to evaluate the
performance of our proposed steganography methbuss, experiments have
been conducted in order to evaluate the efficiaidiiese methods.

JPEG steganography methods; namely JSteg, JMQToangroposed methods
were coded in Matlab R2007a (V 7.4.0). However sbware was downloaded
from (Westfeld, 2001b). Additionally, all the expaents were implemented and
run on a PC Pentium 4 (2 CPUs, each of 2.13GHZ%) 2@B of RAM under the
Windows XP operating system.

Mainly, five grayscale images: Lena, Peppers, Bab&irl, and Airplane (Figure
4.5), each of 256x256 pixels were arbitrarily sedd¢c downloaded and used as
cover images. However, the only reason for choosingge images was being
well-known and commonly used in the areas of digitaage processing,
compression and steganography (See, for instaBbang et al., 2007; Fard et al.,
2006; Lee and Chen, 2003; Li and Wang, 2007; Tawgtal., 2006; Wang et al.,
2002b; Yu et al., 2005; Yu et al., 2007)).

93



Airplane

Figure 4.5: Test Image (256x256 pixels) Used in our Expenents

In the first stage of experiments, the steganograpéthod used to embed secret
data and then get a stego image was assumed #ygeimdknt variable (JSteg, F5,
JMQT and our proposed method). Thus, in order tduate the efficiency of our
proposed steganography method (effect), four dep@ndvariables were
considered: the steganographic capacity, the gualistego images, the size of
stego images, and the computational time. The fivst variables are the most
commonly used aspects of image steganographicnsysignile the third variable
is sometimes considered. Hence, the computatioma has been considered to
investigate the impact of using larger blocks andrgisation tables (16x16) on
the processing time. Therefore, the computatiomaé thas been measured for
both DCT transformation and quantisation procesg. on

Accordingly, for each steganography method (JS8g, JMQT and our proposed
method) and for each cover image (Lena, Peppetsodda Girl and Airplane),
we will measure the value of each dependent vaialflowever, the
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computational time was not considered for the Forhm since we are using
freeware software and the F5 is similar to the g&tethod in this part of system
(DCT and quantisation). Having only the valueshaf tlependent variables of our
steganography method mean nothing since we cardemtle how good these
results are. As a result, we will compare the alofthese dependent variables of
the different steganography methods tested with dh@ur proposed method in
order to assess its effectiveness.

In the second stage of experiments, we investig#tedimpact of optimised
guantisation tables on steganography aspects. Weussed only one independent
variable which is the quantisation table. As a ltesMe embedded secret data
using four steganography methods (JSteg, JMQT ,né5car first method) once
with normal (default) quantisation tables (as ie first stage) and once again
using optimised quantisation tables. Hence, stegyapbic capacity, stego image
guality and stego image size were assumed the depewmariables.

In the third stage, the steganography method usexinbed secret data and then
get a stego image was assumed the independenblea(Esteg, F5, IMQT, our
first method and our hybrid method). Additionallwe consider only three
experimental variables to evaluate the performaoic@ur proposed (hybrid)
method; the steganographic capacity, the qualitytejo images and the size of
stego images. Therefore, all these variables aasuned for the five test images
and five steganography methods (JSteg, F5, JMQT fimt method, and our
hybrid method).

4.6 DCT and Computational Complexity

The two most important aspects of image based mtggaphy are the
steganographic capacity and the stego image quality traditional JPEG based
steganography methods divide images into non-gweirt@ blocks of 8x8 pixels.
However, we proposed a novel steganography metasedoon JPEG and 16x16
quantisation tables. Thus, we used the computdtiime measure just to

investigate whether using 16x16 non-overlappingckdoand quantisation table
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increases the computational overhead and comple8iypce image based
steganography is not a real time application, itna a crucial issue if the
embedding process takes a bit longer time to beraplished. We proposed a real
time steganography method within a communicatiaiqmol (SOAP) and it will
be discussed in detail later on in the Chapter 7.

The discrete cosine transform (DCT) has emergettieasnost popular transform
for many image/video compression applications, @sflg the still image
compression standard JPEG (Acharya and Tsai, 2(®i5ge the DCT is a
separable function, the two dimensional DCT (2-DTp€an be computed using
the one-dimensional DCT horizontally and then eaity across the image block.
For DCT-based JPEG coding, the images are usuailyed into 8 x 8 blocks and
the 2-D DCT is applied on this 8 x 8 block. A brfikece implementation of the
2-D DCT of an 8 x 8 block requires approximatelyx&4=4096 multiply-
accumulate operations (Acharya and Tsai, 2005). \\the images are divided
into 16x16 blocks and the 2-D DCT is applied ors th6x16 block, a brute-force
implementation requires approximately 256x256=6553@ltiply-accumulate
operations. Therefore, if we consider the block BT implementation, the
computational complexity of using 16x16 blocks igher than that of using 8x8
blocks.

On the other hand, by dividing the images of 25@&xgEels into 8x8 blocks we
get 1024 non-overlapping 8x8 blocks. Moreover, bydihg these images into
16x16 blocks we get 256 non-overlapping 16x16 dockhus, for a 256x256-
pixels image, the number of the 8x8 non-overlappihgcks that require the
implantation of the 2-D DCT is four times as more that of the 16x16 non-
overlapping blocks. Therefore, if we consider thenber of non-overlapping
blocks within an image, the computational time eing 16x16 blocks could be
less than that of using 8x8 blocks.

Additionally, the fast developments in computershtelogy, capability and
competency may overcome the computation complextiich was existing in
computers many decades before. For example, thase@ for our experiments
has two processors each of 2.13GHz. These devetdpmi@ computers
technology may lead to minimise the computationadrbead of the 2-D DCT
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implementation for 16x16 blocks to be similar tattrof 8x8 blocks. In our

experiments, we measured the computational timtf DCT transform and the
quantisation process together. Therefore, the testilour experiments related to
the computational time (Table 4.11) do not represea computational time of
the DCT implementation only since the quantisapoocess may affect this time

as well.

4.7 Experimental Results

4.7.1 Using 16x16 quantisation table for steganography

Figure 4.6 shows the capacity (bits) of our stegamohy method and the other
three methods considered (Table 4.8). JSteg amdd#bods do not embed a fixed
number of secret bits within a given cover imagewever, the capacity varies
from one block to another, so these methods incudede to count the number
of secret bits embedded within each cover image&)Tvhethod uses the 2-LSBs
of each predefined middle frequency coefficientt (@ebe 1 in Table 4.3) as
redundant bits for data hiding. Since it embedsetestata in 26 quantised DCT
coefficients of each block, then each block of §8els can hide 2bits*26=52
secret bits. Therefore, a cover image of 256x2%6Ipican hold:

52 x (256x256) / (8x8) =53248 secret bits.

Method / Image Lena Peppers| Baboon Girl Airplane
JSteg 10421 10854 19006 8593 11752
F5 15637 16112 24124 13572 17360
JMQT 53248 53248 53248 53248 53248
Our 16x16 Method 61952 61952 61952 61952 61952

Table 4.8: The Capacity(bits) of Our First SteganographyMethod
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On the other hand, our proposed method can emb2d&%et bits in each block
of 16x16 pixels using the same technique of IMQJ B8x16 quantisation table
(Table 4.4). Therefore, the capacity of a covergenaf 256x256 pixels is 242 x
(256x256) / (16x16) = 61952 secret bits.

Steganographic Capacity (bits)

57000 B

47000

m JSteg
EF5

0JMQT

27000 O Our 16x16 Method

37000 =

bits

17000+

7000 - T T
Lena  Peppers Baboon Gil  Airplane

Image

Figure 4.6: The Capacity(bits) of Our First SteganographyMethod

Figure 4.7 shows the PSNR values (quality) of olatdistego images (Table 4.9).
The quality of our method’s stego images is goadl @teptable compared to the

stego images’ quality of other three steganograpaghods.

Method / Image Lena Peppers| Baboon Girl Airplane
JSteg 37.17 37.58 35.57 38.79 36.46
F5 37.45 38.33 36.08 38.81 37.06
JMQT 41.25 42.75 50.09 42.97 41.02
Our 16x16 Method 40.82 42.38 36.46 42.76 40.86

Table 4.9: The PSNR(db) of Stego Images-Our First Stegagmaphy Method
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The Quality of Stego Images (PSNR)
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Figure 4.7: The PSNR(db) of Stego Images-Our First Stegagmphy Method

In our method, we kept a considerable number officaents (set to be 1 in Table
4.4) to represent each block, hence stego imagesrafiethod have good quality.
Even though we have slightly modified the middieguency coefficients, it gives
better results than discarding such coefficientsrédver, in order to improve the
guality of compressed images, smaller quantisatadues can be used. Therefore,
using more non-quantised coefficients providesgbéthage quality. However, we
embedded the secret bits by modifying these caeffis; therefore the stego
images of our method have good quality but not igh las that of the JMQT
method.

Figure 4.8 shows the sizes of the stego images t@shyfor the four
steganography methods: JSteg, F5, JMQT, and opopeal method (Table 4.10).
Comparing Table 4.3 with Table 4.4 we can notieeftllowing aspects.

Firstly, in our method, 120 quantised high-frequenoefficients will mostly be
discarded from each 16x16 block (the bottom rigirt pf Table 4.4). However, in
the JMQT method, 28 quantised high-frequency caoefits will mostly be
discarded from each 8x8 block (the bottom right parTable 4.3) and therefore
4x28=112 coefficients will mostly be discarded froeach 16x16 block.
Theoretically, and by considering this point ofwjehe size of the stego images
of our method should be smaller than that of th€JMnethod.
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Method / Image Lena Peppers| Baboon Girl Airplane
JSteg 10.4 10.8 17.6 8.51 11.4
F5 154 15.9 24 13 16.7
JMQT 23.9 24.3 31.9 21.6 25.6
Our 16x16 Method  25.6 26.8 36.3 23 27.9

Table 4.10: The Sizes of Stego Images(KB)-Our First Stegagraphy Method

KByte

The Size of Stego Images (KB)
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Figure 4.8: The Sizes of Stego Images(KB)-Our First Stegagraphy Method

Secondly, our method uses more middle frequencyficieats for embedding

than the JMQT method. This means that we keep moosdficients without

quantisation (the value 1 in Table 4.4) which asaally large numbers and then

maximise the average codeword length. Considehiggpoint of view as well as

the fact that the header of stego images for ouhaoakeis larger than that of IMQT

(larger quantisation table), the size of stego iesagf our method should be a bit

larger than that of IMQT method.

Table 4.10 shows that the second point has moeetesh the size of stego images

than the first one, Therefore, the size of our m@th stego images are a bit larger

than that of IMQT method.
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Method / Image Lena Peppers| Baboon Girl Airplane

JSteg 0.3531 0.3515 0.3528 0.3542 0.3546
JMQT 0.3533 0.3466 0.3447 0.3516 0.3504
Our 16x16 Method 0.1954 0.1957 0.1951 0.195% 0.1955

Table 4.11: The Computational Time(sec)-Our First Stegangraphy Method

Computational Time of Steganography Methods (Sec)

0.351
" 0.3
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3 mIMQT
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Figure 4.9: The Computational Time(sec)-Our First Steganagphy Method

Figure 4.9 shows the computational time of the D€@ansformation and
quantisation process for different test images stedanography methods (Table
4.11). The running time of our method (DCT transfand quantisation process)
is almost half of that in the JSteg and JMQT meshddus, using 16x16 non-
overlapping blocks and quantisation table for JPE&oding requires less
computational time than using 8x8 blocks and gsaftitn table. The reason
behind this result may be related to the fact tbaer numbers of blocks have to
be transformed and quantised.

The steganographic capacity and stego image impt#odeey represent the two
main requirements of image steganography methdusn@and Wang, 2005). As
a result, our steganography method provides lastgganographic capacity and
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acceptable stego image quality which makes it soptr the other steganography

methods tested.

4.7.2 Using optimised quantisation tables for
steganography

In order to evaluate the performance and efficienicihe optimised quantisation
tables, we used them with JSteg, F5, JIMQT, andimimrmethod. Table 4.12 and
Figure 4.10 show the capacity (bits) of these fmethods once using the default
tables (Table 4.2, Table 4.3, and Table 4.4 respdyg}l and once again using the
optimised tables (Table 4.5, Table 4.6, and Tabledspectively).

As mentioned before, the JSteg and F5 methods tlembed a fixed humber of
secret bits within a given cover image. Howeveg tapacity varies from one
block to another, so these methods include a cod®unt the number of secret
bits embedded within each cover image. On the dihed, JMQT and our first
method embed a fixed number of bits in each blouk therefore in each cover
image. As a result, the steganographic capacifystég and F5 has been increased
when the optimised quantisation table is used austd the default table (Figure
4.10).

Method-QT / Image Lena | PeppersBaboon| Girl Airplane
Jsteg-Def 10421 | 10854| 19006 8593 11752
Jsteg-Opt 12363 | 12520 | 22207 | 9812 | 14304
F5-Def 15637 | 16112 24124 13572 17360
F5-Opt 21080 | 20971 | 24123 | 18541 | 22745
JIMQT-Def 53248 | 53248 53248 53248 53248
JMQT-Opt 53248 | 53248 | 53248 | 53248 | 53248
Our 16x16 Method-Def 61952 | 61952| 61952 61952 61952
Our 16x16 Method-Opt 61952 | 61952 | 61952 | 61952 | 61952
Our Hybrid Method 64651 | 64915 | 65062 | 64473 | 64576

Table 4.12: The Capacity(bits) of Our Hybrid Stego Method
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Figure 4.10: The Capacity(bits) of Our Hybrid Stego Method

Table 4.13 and Figure 4.11 show the quality of stémages of the four

steganography methods before and after using cetniguantisation tables.

Obviously, the quality of almost all stego imagesrevconsiderably improved

when the optimised quantisation tables are usedadf the default tables.

Method-QT / Image Lena | PeppersBaboon| Girl Airplane
Jsteg-Def 37.17 | 37.58| 3557 38.79 36.46
Jsteg-Opt 38.66 | 38.79 | 37.68 | 39.48 | 38.19
F5-Def 37.45 | 38.33| 36.08 38.81 37.0p
F5-Opt 40.62 | 40.91 | 42.31 | 41.05 | 40.53
JMQT-Def 41.25 42.75 50.09 42 .97 41.0p
JMQT-Opt 44 44.66 | 46.73 | 44.47 | 44.05
Our 16x16 Method-Def 40.82 | 42.38| 36.46| 42.76  40.8p
Our 16x16 Method-Opt 42.66 | 43.71 | 40.51 | 43.83 | 42.92
Our Hybrid Method 41.77 | 4291 | 40.11 | 43.16 | 40.17

Table 4.13: The PSNR(db) of Stego Images-Our Hybrid Stegdethod
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Figure 4.11: The PSNR(db) of Stego Images-Our Hybrid Stegdethod

Table 4.14 and Figure 4.12 show the size of stetages of these four methods

when default quantisation tables are used comptoethat when optimised

quantisation tables are used. Basically, the sizstego images are slightly

increased when the optimised quantisation tablesuaed instead of the default

tables.

Method-QT / Image Lena | PeppersBaboon| Girl Airplane
Jsteg-Def 10.4 10.8 17.6 8.51 11.4
Jsteg-Opt 12.4 12.6 19.3 10.2 13.6
F5-Def 154 15.9 24 13 16.7
F5-Opt 18.7 18.9 27 16.5 19.9
JIMQT-Def 23.9 24.3 31.9 21.6 25.6
JMQT-Opt 24.6 24.7 32.6 21.9 26.4
Our 16x16 Method-Def 25.6 26.8 36.3 23 27.9
Our 16x16 Method-Opt 26.4 27.5 37.8 23.5 28.8
Our Hybrid Method 26.4 27.4 37.8 23.5 28.8

Table 4.14: The Sizes of Stego Images(KB)-Our Hybrid Stegviethod
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Figure 4.12: The Sizes of Stego Images(KB)-Our Hybrid StegMethod

We can, however, say that optimised quantisatidilesahave improved the
performance of JPEG coding and steganography. pérformance has been
measured through three main aspects; steganograpipiacity, stego image
quality and stego image size. As shown in Figuld 4the stego image quality of
our first method was improved by using an optimid€s16 quantisation table
instead of that arbitrary generated one. Then, xyoded this improvement in
stego image quality to increase the steganogragdpecity of our first proposed
method. However, doing so will increase the stegeaquhic capacity but will
decrease the stego image quality due to the tratbediveen these two factors.
Therefore, we proposed a hybrid steganography rddiased on our first method
and the JSteg method.

Table 4.12 and Table 4.13 respectively show thaagpand stego image quality
(PSNR) of our hybrid steganography method. Our idybteganography method
which use an optimised quantisation table (Tabl¢ dan embed much more data
in the cover images than other methods testedg J&& JMQT, and our first
method. Using this hybrid method, the quality o gbroduced stego images is
better than that of other methods (which use thieultetables). Since the capacity

and imperceptibility represent the two main requieats of any steganography
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technique, our hybrid method provides a larger ategraphic capacity and

improved stego images’ quality.

4.8 Conclusion

The research aim of this thesis is to increasesteganographic capacity and
improve the quality of JPEG stego images. Beanmgind that, we can control
the compressed image quality and compression ragiomanipulating the
quantisation values, quantisation tables were usedimprove the image
steganographic capacity and stego image qualitgorsiingly, in this chapter, we
proposed two novel steganography methods.

Initially, our first steganography method is basgbn JPEG compression and
DCT transformation. Furthermore, non-overlappingckk of 16x16 pixels and a
modified 16x16 quantisation table are utilisedhis tmethod. The 2-LSBs of each
guantised (middle frequency) coefficient are madifto embed two secret bits.
As a result, our steganography method providedgetasteganographic capacity
and acceptable stego image quality. Moreover, traputational time of our
method is almost half of that of other methods Wwhiecse 8x8 blocks and
guantisation tables.

We then put forward the idea of using optimisednsation tables instead of the
default tables in order to improve the quality wfgo images. Thus, the quality of
stego images is enhanced significantly by usingnopéd quantisation tables.
Additionally, we took the advantage of this qualityprovement of stego images
to embed more secret data in these images. Acgdydiwe proposed a hybrid
steganography method based on our first method, J®&eg method, and
optimised quantisation tables. The steganograppadty of this hybrid method
is larger than that of other methods tested (inoly@dur first method). Moreover,
the stego images of our hybrid method have bettedity than that of other

methods which use default quantisation tables.
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Chapter 5: JPEG Steganography and
Chrominance Components

5.1 Introduction

Some steganography methods use colour JPEG imagestamages while others
use grayscale images (Chang et al., 2009; Khaetaal., 2006; Lee and Chen,
2000; Stanescu et al., 2007). Therefore, both c@ad grayscale images are used
as cover images. To the best of our knowledge,stiperiority of one kind of
these images over the other kind is not examineshwhey are used with a given
steganography method.

In this chapter, we intend to consider objectivef ®ur research, which concerns
the usage of chrominance components of imagegdgasography in addition to
the luminance component in order to increase tlegasiographic capacity.
Moreover, the pros and cons of using grayscale cahour versions of a given
cover image will be examined in terms of steganpigyaequirements. In meeting
objective 3, we try to give an answer to the follogvquestion:which is better:
the grayscale version or the colour version of aegi cover image to be used with
a given steganography methodZdditionally, the capability and impact of using
the chrominance components for data hiding wilekamined in order to increase
the steganographic capacity.

The structure of this chapter is as follows: wetgstas chapter, in section 5.2, by
summarizing the related work and introducing therkwanotivation. The
experimental design used specifically to examine performance of both

grayscale and colour images when used for stegapbygrs presented in section
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5.3. In section 5.4, we consider our results, astly, in section 5.5, conclusions
are discussed.

5.2 Image Chrominance and Steganography

The human eye is less sensitive to colour thanutoidance. Therefore, data
compression techniques should consider that thendhance components of
natural images can tolerate more noise than thenamoe component without
significantly affecting the perceived image qualitysually, the size of

chrominance data may be chosen to be one half@éagaarter of the luminance
data size without affecting human perception ($e#205). However, colour

images provide more data for statistical analyEierefore, it is easier to detect
steganography in colour images than in grayscategés (Cox et al., 2008).

Some related work attempted to investigate the anpaf chrominance

components on the performance of data compressidmigues. Therefore, the
sensitivity of the human eye towards both of lumog and chrominance
components is examined. Moreover, the capability data hiding in the

chrominance components is tested with RGB imageseder, hiding data in Cb

or/and Cr of DCT-based JPEG images is not, to #s of our knowledge, tested
yet.

As stated before, not only grayscale images are fssesteganography, but colour
images as well. Since one of our study aims isntprove the steganographic
capacity, we may hide extra data in the image chrante components in
addition to the luminance component. However, t@nchrominance components
be used as steganography cover medium or contaiier@over, using a given

steganography method and having both grayscalecalodr versions of a cover
image, which image version is better than the othgerms of steganography?
This chapter, therefore, examines the suitabilityhe chrominance components
for data hiding and investigates the impact of gis#ach single component for
data hiding. Moreover, it evaluates the performamickoth grayscale and colour

versions of images when they are used with a gi&EG steganography method.
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The steganographic capacity and imperceptibilityomomonly used as
steganography evaluation metrics, are used hevalar to evaluate our suggested

scenarios.

5.3 Experimental Design

In this section, we consider issues relating toekygerimental approach, which is
used in our study to evaluate the performance tf bolour and grayscale images
in terms of steganography. Therefore, experimera#gée hbeen designed and
conducted in order to investigate the capabilityd ampact of using colour

components for data hiding. The steganography mdsthased in these

experiments were coded in Matlab R2007a (V 7.4m@) an on a PC Pentium 4
with 2GB of RAM under the Windows XP operation yst

Airplane

Figure 5.1: Test Images (256x256 pixels) Used in our Experents
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Basically, five colour images and their grayscakrsions, each of 256x256
pixels, are used as test images. These cover inagekena, Peppers, Baboon,
Girl, and Airplane (Figure 5.1). Both chrominanaemponents (Cb and Cr) were
downsampled by 2 in both horizontal and vertica¢ctions. Therefore, we used a
chrominance downsampling ratio equal to (4:2:0),asmacroblock consists of
four 8x8 luminance blocks and two 8x8 chrominanicelks (one Cb and one Cir).
Moreover, we have used two JPEG based steganograptiiods in our
experiments, namely JSteg and JMQT.

Firstly, the impact of using both colour and grajecrersions of cover images for
JPEG steganography was investigated. In this sthgamage version (colour or
grayscale) of a test image was the independenablariIn order to evaluate the
performance of these two image versions of eackrcdovage on the main aspects
of steganography (effect), three dependent vasablere considered: the
steganographic capacity, stego image quality, &edréconstructed stego image

size.

Accordingly, for every steganography method, we ehdested both colour
versions and grayscale versions of cover images.ekample, using “Lena”’
image as a cover image and “JSteg” as a stegartograpthod, we used only the
(Y) component of “Lena” colour image for data higliwithout modifying the Cb
and Cr components in the first phase. However,(¥)ecomponent of “Lena”
grayscale image, which is a sole component, is tmedata hiding in the second

phase.

Secondly, the capability and impact of using theootinance components as a
cover medium of steganography will be investigatedhis stage, we assume that
the steganography scenario (Test Case) as theendept variable (cause) that
will affect the dependent variables. Therefore,et@luate the capability and

impact of using chrominance components for datanpidn the main aspects of
steganography (effect), three dependent variablesre wconsidered: the

steganographic capacity, stego image quality, aedréconstructed stego image
size.

Accordingly, we have embedded data in differentgenaomponents according to

various scenarios. Thus, for a given steganograpbthod and specific cover
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image, hiding data in Cb, Cr, Y & Cb, Y & Cr, or Gb Cr represent some
scenarios to be investigated and tested. For examping the “Lena” image and
the “JSteg” method, we embedded secret data ifotlsving components: (Cb),
(Cr), both (Cb and Cr), and all (Y, Cb, and Cr).

5.4 Experimental Results

5.4.1 Colour and grayscale images as cover images

This set of experiments was conducted in orderniestigate the difference
between the grayscale and colour images when wsedvaer images. Firstly, we
used the grayscale test images as cover imagesnd@gcwe used the colour test
images as cover images even though we embeddeshthe secret data only in
the (Y) component. We repeated these experimentsgusvo different
steganography methods, namely JSteg and JMQT. Merethe same amount of
data is embedded in each pair of colour/grayscaéges (Table 5.1).

Three measures are used as dependent variableslyrtam quality, the capacity,
and the size of stego images. The quality of stegges were measured using the
PSNR metric (db). Hence, the capacity was considere the size of data
embedded within a cover image (KB). However, weraregoing to consider the
stego image size as an absolute value but we wnlider the size of the stego
image relatively to the size of its clean imagee(®t Size) (equation 5.1). This
expression shows the increasing ratio of stego énsage rather than the size of
the stego image itself.

stego image siz

Stego_ Size , :
clean image siz

15.

The experimental results for both grayscale anduwolkest images used as
steganography cover images are shown in Table Srice we used only the

luminance component for data hiding in both grals@nd colour images, the
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capacity of each colour/grayscale pair of imageshies same. Moreover, the

guality of colour stego images (PSNR) is almostilainor slightly better than that

of grayscale stego images (Figure 5.2). Furthermibre Stego_Size of colour

stego images is smaller, which means better, thandf grayscale stego images

(Figure 5.3). Therefore, the following discussioiti ustify these results.

Method Image Gray/Colour| PSNR Capacity | Stego_Size
Grayscale 37.53 1.2721 1.0388
Lena Colour 37.55 1.2721 | 1.0327
Grayscale 38.09 1.325 1.036
Peppers Colour 38.44 1.325 1.029
JSteg Grayscale 31.92 2.3201 1.045
Baboon Colour 32.01 2.3201 1.039
Grayscale 39.91 1.049 1.043
Girl Colour 40.55 1.049 1.037
Grayscale 36.41 1.4346 1.039
Airplane Colour 36.43 1.4346 1.034
Grayscale 39.88 6.5 2.38
Lena Colour 39.88 6.5 2.1634
Grayscale 39.37 6.5 2.324
Peppers Colour 39.68 6.5 2.054
IMQT Grayscale 47.07 6.5 1.889
Baboon Colour 47.12 6.5 1.779
Grayscale 40.43 6.5 2.65
Girl Colour 41.05 6.5 2.396
Grayscale 39.06 6.5 2.321
Airplane Colour 39.07 6.5 2.162

Table 5.1: Grayscale & Colour Covers Images: A Comparatie Evaluation

The grayscale image has only one component (Y) farediata hiding. However,

the colour image has one luminance component (M) awmo chrominance

components (Cb and Cr). In order to evaluate thegachof using grayscale and

colour images for steganography, only the (Y) congmb in colour images is

used for data hiding. Thus, the other two companétt and Cr) are kept
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untouched. As a result, each pair of colour/gragsiaages has the same capacity
since the same amount of data is embedded in b@bds.

The Quality of Stego Images (PSNR)

47
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43
3
ot 41 O Grayscale
5 397 = Colour
o

Airplane

Baboon
Girl
Airplane

IMQT

Figure 5.2: The PSNR(db) of Grayscale and Colour Stego Ing&s

Stego_Size

O Grayscale
@ Colour

Stego Image Size/Clean Image Size
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Airplane
Airplane

JMQT

Figure 5.3: The Stego_Size of Grayscale and Colour Stegondges
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Since the same amount of data is embedded in eaichop colour/grayscale
images, we assume that the same amount of artefaedded to both images.
However, the MSE of colour images is divided byeguation 2.3). Therefore, the
PSNR of colour stego images is better than thgtafscale stego images.

It has been found that the size of all stego imagas larger than that of clean
images (Table 5.1). For a given grayscale imageymasg that the size of the

clean image is “y” and the size of the stego imiad®”, then:
Stego_ Sizg, (.. = X51 (5.2)
y

Using the colour version of the same image, dismlisdbove, we can add the size
of both chrominance components “z” to both graysoaages “x” and “y”. Doing
so, we find that the “Stego_Size” of colour stegmges is smaller than that of

grayscale stego images as follows:

Let R” denote the set of all positive real numbers. Then:

Ox y zOR® (5.3)
X>y (5.4)
X.Z> Y. Z (5.5)
X.Z+ Xy> yz X (5.6)
X(y+ 2> y(xt 2 (5.7)
X, (x+3 (5.8)
y (y+2

Stego_Sizg, ...> Stego Sizg, (5.9)

In conclusion, if we hide a similar amount of dataa pair of colour/ grayscale

images we get better colour stego images than cabe/stego images in terms of
quality and size. Therefore, the size increaseotfur stego images was less (i.e.
better) than that of grayscale stego images. Irtlosion, using colour images is

better than using grayscale images for data hiding.
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5.4.2 Chrominance components and steganography

This set of experiments was conducted in ordentestigate the capability and
impact of using the chrominance components as aercawmedium of
steganography. For a given cover image, we useddifferent steganography
methods, namely JSteg and JMQT. Moreover, we endskdécret data in one or
more image components every time (Table 5.2, Tal8e and Table 5.4). For
example, the Test Case (16) (Table 5.2) hides idagacolour test image using
JSteg method for (Y) component and using JMQT nuefbo both (Cb) and (Cr)
components.

Firstly, we embedded secret data in the chrominanogonents only and then in
both image components (luminance and chrominaridegn, we analysed and
evaluated the impact of this on the main stegaminyraspects. Thus, the same
three measures (dependent variables) defined aedl hesfore were utilised as

evaluation metrics of the different steganograptgnarios.

Test Hiding Method Test Image

Case Y Cb Cr 1 2 3 4 5 AVg

1 |[IJMQT| N/A | N/A | 39.8 | 39.3| 47.0f 404 39.0 411
2 |JMQT| O 0 39.8| 39.6/ 47.1 41.0 39.0 413
3 0 |JMQT| O 42.3| 41.0) 47.00 46.6 410 43)6
4 0 0 |JMQT| 43.8 | 39.5| 47.1) 43.2 448 43.7
5 0 |JIJMQT|JMQT| 40.1| 37.1| 44.1 3371 39.% 38.9
6 |IJMQT|IJMQT|IJMQT| 37 | 35.3| 424 384 36.3 379
7 |JSteg| N/A | N/A | 375 | 38.0| 31.9] 399 364 36.f
8 |JStegl O 0 37.5| 384 320 405 364 37
9 0 JSteg O 42.6 | 42.1| 415 47.3 420 4311
10 0 0 | JSteq 43.9| 39.7| 42.0] 439 454 43
11 0 | JSteg JSteg| 40.2 | 37.7| 38.7] 42.3 404 39.9
12 | JSteg| JSteg| JSteg| 35.6 | 35.0/ 31.1] 383 34.9 350
13 |IJMQT| JSteg| JSteg| 37.0 | 35.6| 38.1 38.6 36.6 37.2
14 |IMQT|JMQT| JSteg| 36.9 | 35.3| 39.90 385 36.3 374
15 |IJMQT| JSteg|JMQT| 37.0 | 35.5| 39.6/ 384 36.6 374
16 | JSteg|JMQT|IJMQT| 35.6 | 34.7| 31.7] 38.1 347 35

Table 5.2: The PSNR(db) of Stego Images-Different Test Gas
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Test Hiding Method Test Image

Case| Y | Cb | Cr 1 2 3 4 5 | Avg

1 [IJMQT| N/A [ N/A| 65 | 65| 65| 65| 6.5 65
2 [IJMQT| O 0 65| 65| 65| 65/ 6.5 6.5
3 0 |[JMQT| 0 | 1.625| 1.629 1.625 1625 1.625 1.62
4 0 0 |[JMQT 1.625| 1.625 1.625 1625 1.625 1.62
5 0 |[JIMQTIMQT| 3.25 | 3.25| 3.25/ 329 325 3.25
6 [IMQT|IMQT|IJMQT| 9.75 | 9.75| 9.75| 9.79 9.75 9.75
7 |JStegl N/A | N/A | 1.272] 1.325] 2.320 1.040 1.434 1.48
8 |JSteg O 0 | 1.272| 1.329 2.320 1.049 1.4B4 1.48
9 0 |JSteg O | 0.106] 0.136 0.137 0.074 0.105 0.11
10 0 0 | JSted 0.106| 0.180] 0.130 0.096 0.072 0.11
11 0 | JSteg JSteg| 0.213] 0.317 0.267 0.171 0.178 0.22
12 | JSteg| JSteg| JSteg| 1.485| 1.642] 2.587 1.220 1.612 1.70
13 |[IMQT| JSteg| JSteg| 6.713| 6.817| 6.767 6.671 6.678 6.72
14 [IMQT|JMQT| JSteg| 8.231| 8.305 8.25% 8.221 8.197 8.24
15 |[IMQT| JSteg|IJMQT| 8.231| 8.261] 8.262 8.199 8.230 8.23
16 | JSteg|IMQT|IMQT| 4.522| 4.575 5570 4.299 4.684 4.73

Table 5.3: The Capacity(KB) of Stego Images-Different TésCases

Test Hiding Method Test Image
Case| Y | Cb | Cr 1 2 3 4 5 | Avg
1 |IJMQT| N/A | N/A | 238 | 2.324] 1889 2.65 2321 231
2 |IMQT| O 0 2.163| 2.054 1.779 2.396 2.162 241
3 0 |JMQT| O 1.335| 1.32 1.176 1.397 1385 1.31
4 0 0 |JMQT 1.330| 1.348 1.177 1.416 1.306 1.31
5 0 |JMQT|JMQT| 1.654| 1.664| 1.346 1.799 1.629 1.61
6 |JMQT|JMQT|JMQT| 2.817| 2.718 2.12% 3.195 2.792 2.72
7 | JSteg] N/A | N/A | 1.038| 1.036| 1.045 1.043 1.039 1.04
8 |JStegl O 0 1.032| 1.029 1.039 1.037 1.084 1.p3
9 0O |JSteg O 1.003| 1.003 1.002 1.004 1.003 1.00
10 0 0 | JSteqg 1.003| 1.004 1.003 1.004 1.003 1.00
11 0 | JSteg JSteg| 1.006| 1.007] 1.00% 1.008 1.007 1.00
12 | JSteg| JSteqg| JSteg| 1.039| 1.036 1.044 1.045 1.041 1.04
13 [IJMQT| JSteg| JSteg| 2.169| 2.061 1.784 2.404 2.169 2.11
14 [IJMQT|IJMQT| JSteg| 2.501| 2.385 1.957 2.798 2.5 242
15 [IMQT| JSteg|JMQT| 2.497| 2.406 1.958 2.816 2.471 242
16 | JSteg|JMQT|JMQT| 1.686| 1.693 1.385 1.836 1.664 1.65

Table 5.4: The Stego_Size of Stego Images-Different Té€3ases
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Statistical analysis of the experimental resullsved us to test the objective 3 of
our research. The research aim of this thesis imdmease the steganographic
capacity and improve the quality of JPEG stego msagio achieve this, in
objective 3, we investigated the impact of hidirecret data within different
image components on the main aspects of stegarfograp

It is important to know the distribution of the datnder analysis (normality of
distribution) in order to perform the statisticadadysis. Distribution of the data
was analysed for each dependent variable measWwedeover, we used
Kolmogorov-Smirnov test to verify the normality déta distributions. However,
the assumption of normality was not verified foesh steganography aspects
(p<0.05). Therefore, non-parametric statistics wased to analyse the data
collected. Accordingly, a Kruskal-Wallis test relgzh a statistically significant
difference in these three measures (PSNR, capauity,Stego_Size) across the
sixteen different test cases (Test Case 1-16),

Xosnr(15, N=80) =51.626, (5.10)
XCpaciy(15, N=80) =76.88, (5.11)
Xoego (15, N=80) =75.244, (5.12)
Pesnr < 0.05, (5.13)
Peapacity < 0-05, (5.14)
Pstego size< 0-05. (5.15)

Therefore, the statistical analysis revealed aifsigimt difference between the
steganography methods (scenarios) used to hidetskta.

On the other hand, three schemes are used to @&valbe performance of
chrominance components (Cb and Cr) when used fta kiging. In the first
scheme, we compare the usage of the luminance qiYfdta hiding with the
usage of chrominance (Cb or/and Cr) for data hideng. Test Case 2 with Test
Cases 3, 4, and 5). Additionally, in the seconcestdy, we compare the usage of
the luminance (Y) for data hiding with the usaggof, (Cb), and (Cr) for data
hiding (e.g. Test Case 2 with Test Case 6). Finatlythe third scheme, we
compare the usage of all image components (Y, @i Cx) for data hiding using
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various steganography methods (e.g. Test Caseh6Twit Case 12). All of these

will now be examined in more detalil.

5.4.2.1Hiding in (Y) vs. hiding in (Cb or/and Cr)

In Table 5.2, Test Cases (3, 4, and 5) and tessd&@s 10, and 11) hide data in the
chrominance components (Cb, Cr, and both Cb ande€pectively) while test
cases (2) and (8) hide data in the luminance coemo(Y) only. It has been
found that the chrominance components can be wsedata hiding but we have
to examine the impact of this hiding on the maipeass of steganography to
verify their eligibility for data hiding.

The capacity of (Cb), (Cr), or both (Cb and Cr)dss than that of (Y) (Figure
5.4). This is because of the downsampling procppBeal to (Cb) and (Cr). Since
the size of (Cb) or (Cr) is mostly equal to one rtgpraof the (Y) size, the small
size of these two chrominance components resthetfiding capacity.

Steganographic Capacity (KB)
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Y Cb Cr ChCr

Figure 5.4: The Average Steganographic Capacity(KB)-
Hiding in (Y) vs. Hiding in (Cb and/or Cr)
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Hiding data in (Cb) or (Cr) produces better stagade quality than hiding in the
(Y) (Figure 5.5). Moreover, hiding data in both (&hd Cr) using JSteg produces
better stego image quality than hiding in the (M)e size and the capacity of (Cb)
and (Cr) are smaller than that of (Y). Thus, thenbar of DCT coefficients in
(Cb) and (Cr) modified during data hiding is lesaurt that of (Y). Therefore,
hiding data in (Cb) and (Cr) adds fewer amountartgfacts than hiding in (Y).

Stego Image Quality (PSNR)
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Figure 5.5: The Average PSNR(db) of Stego Images-
Hiding in (Y) vs. Hiding in (Cb and/or Cr)

The size of stego images when (Y) is used for Hatg is larger than that when
(Cb), (Cr), or both (Cb and Cr) is used for stegaaphy (Figure 5.6). It has been
mentioned that the size of stego images is latg@n the size of clean images in
general. Therefore, data hiding increases thediztego images. Since the size
of (Y) is larger than the size of both (Cb) and)(®iding data in (Y) modifies
more DCT coefficients (JMQT keeps more coefficiamtgjuantised) than hiding
in both (Cb) and (Cr) does. Therefore, data hidimY) increases the stego
image size more than hiding in (Cb), (Cr), or b@ib and Cr). As future work, it
could be a good idea to investigate the relatigndletween the size of the
reconstructed stego image and the number of DCTficeats modified in

different image components.
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In conclusion, the chrominance components can bed usr data hiding.
Moreover, using these components for data hidirgglyees better stego image
guality and more reasonable stego image size thginguthe luminance
component. However, the chrominance components Bmadler capacity than
the luminance component. Therefore, these compsram more efficient for
data hiding when we want to hide a small amourtadé such as a watermark or a

fingerprint.

5.4.2.2Hiding in (Y) vs. hiding in (Y, Cb, and Cr)

In Table 5.2, Test cases (2) and (8) hide data ionlye luminance (Y) while Test
Cases (6) and (12) hide data in both luminanceaf¥) chrominance (Cb and Cr).
As shown in Figure 5.7, capacity can be increasedhiing extra data in the
chrominance components in addition to hiding datéhe luminance component
(Test Case 6) instead of hiding only in the lumoc@oomponent (Test Case 2).
Furthermore, hiding in all image components (Y, @t Cr) increases the size of

stego images more than hiding only in the luminacomponent (Figure 5.8).
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This might be due to the larger number of modifdT coefficients. Also, there
is a considerable part (redundant data or middéguency) of chrominance
components kept to be used for data hiding in M®T method. However, this
part of image is commonly discarded in the nornPd G coding.

Since hiding in all components causes more artefivetn hiding in (Y) only, the
quality of stego images is worse than the qualitytego images when (Y) only is
used for embedding. Figure 5.9 shows that the PSN&ego images of YCbCr
embedding is less than that of stego images of ¥rédynbedding.

Steganographic Capacity (KB)
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Figure 5.7: The Steganographic Capacity(KB)-
Hiding in (Y) vs. Hiding in (Y, Cb and Cr)

In conclusion, using the chrominance componentduiition to the (Y) for data
hiding increases the stego image size more thamgusnly (Y). Moreover, it

degrades the stego image more than using onlyYheHpwever, this increases
the steganographic capacity significantly. Therefaf (Y) is unable to hide a
given amount of data, both luminance and chromieacen be used for data

hiding while maintaining a good stego image quaiR$NR>35 db).
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5.4.2.3Hiding in (Y, Cb, and Cr) using different steganogaphy
methods

In Table 5.2, Test Cases (6, 12, 13, 14, 15, anchitle data in both luminance
(Y) and chrominance (Cb and Cr). However, the d#itee among these test cases
is the steganography method used for each componabkes 5.2-5.4 show that
Test Case (6) uses the JMQT method for (Y, Cb, @ndwhile Test Case (16)
uses the JSteg method for (Y) and the IMQT metbotddth (Cb and Cr).
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Figure 5.10: The Average PSNR(db) of Stego Images-
Hiding in (Y, Cb and Cr) Using Different Stego Metlods

Since the human eye is more sensitive to luminémae to chrominance and the
chrominance part is downsampled in both directidms,(Y) component is likely
to be the dominant part of the image. Therefore,ptoperties of (Y) as well as
the manipulations applied on (Y) will mostly deteme the characteristics of the
reconstructed stego image. Figure 5.10 illustréias all Test Cases that use the
JMQT method for (Y) (6, 13, 14, and 15) have be#tsgo image quality than
Test Cases that use JSteg method for (Y) (12 ahdThés is because the JSteg
method degraded the stego image more than IMQToehétliscussed before).
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Additionally, the steganographic capacity of Tests€ which use the JMQT
method for (Y) (6, 13, 14, and 15) is larger thhattof Test Cases which use the
JSteg method for (Y) (12 and 16) (Figure 5.11). ideer, Test Cases that use the
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JMQT method for (Y) (6, 13, 14, and 15) producaydairsize stego images than
Test Cases that use JSteg method for (Y) (12 ap(Figure 5.12).

This can be explained as follows. The JSteg metised the low-frequency DCT
coefficients for embedding and therefore it mosligcards other middle-to-high
frequencies (smaller Stego_Size). However, JMQTs ube middle-frequency
DCT coefficients for embedding so it discards Iestundant data than the JSteg
and has more data to be coded (larger Stego_$lp@)paring the Test Cases (1-
6) from one side with the Test Cases (7-12) fromdther side in Table 5.4, we
can see that the JMQT method produces larger-demp Smages than JSteg
method. As a result, it is obvious that the stegamphy method used for
luminance (Y) determines the features and propedi¢he stego image.

In conclusion, we can use various steganographyadstto hide data in each
component of colour image. Most likely, the steggaphy method used to hide
secret data in the luminance component (Y) detemihe properties of the stego
image. Therefore, depending on our requiremengdjc@ions, or choice we can

select one of the available scenarios in ordeckoesxe our desirable outcomes.

5.5 Conclusion

In this chapter, we examined the suitability of tt@ominance components for
data hiding and investigated the impact of usinghesingle component for data
hiding. Additionally, we examined the performandeboth grayscale and colour
versions of five test images when used as stegapbgrcover images. Therefore,
for a given steganography method and cover imagecampared the usage of
both grayscale and colour versions of test imagessteganography. However,
two steganography methods are used as test metld@teg and JMQT.

Additionally, the steganographic capacity, stegagm quality, and the stego
image size are used as steganography evaluatiarcsn@tependent variables) in
this chapter.

It has been concluded that using colour imagesettebthan using grayscale

images for data hiding. Moreover, Cb and Cr candesl for data hiding and they
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are more efficient for data hiding than using ofy when a small amount of data
needs to be hidden. However, all image componemtde used for data hiding in
order to get a higher steganographic capacity wim&ntaining a good stego
image quality (PSNR>35 db). Additionally, variougganography methods can
be used for different image components. Nonethetesssteganography method
used for the luminance component determines thpepties of the stego image.

126



Chapter 6: Stego Image Quality: Objective
and Subjective Perspectives

6.1 Introduction

The usage of image compression, image coding, agénprocessing technologies
has increased significantly during last few decadésreover, evaluating and
measuring the quality of digital images still regept significant issue in many
image processing applications, such as image cadgayithms and digital image
steganography. Thus, image quality represents afdagr in most applications
and therefore, assessing the perceived qualitygithtimages is a very important
issue. However, evaluating the image quality of ynamage compression
algorithms (i.e. lossy compression and image-bagedanography) has many
challenges such as the amount of degradation indadie reconstructed image.
Basically, for security and imperceptibility reasoiit is very important for stego
images not to show any detectable artefacts owortiishs. Additionally, the
original image (reference) and the stego imageldhook alike exactly under all
possible comparison circumstances. Generally, theeetwo primary ways to
measure image quality: objective quality methods subjective quality methods
(human-based). Objective and subjective image tyualialuation methods have
been investigated for some applications (i.e. imeg@pression) and for many
types of artefacts (i.e. image blurring) (Grgicagt 2004; Ogihara et al., 1996;
Stoica et al., 2003). However, this still needHertinvestigation for digital image
steganography.

Indeed, JPEG steganography adds another type tofrtthe to stego images in
addition to that added by image compression. Thezefdo objective methods
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(namely PSNR and MSE) represent reliable prediatbrgerceived stego image
quality? In this chapter, we therefore intend tmsider the objective 4 of our

research, which concerns the quality evaluatiomafy JPEG stego images using
a subjective image quality evaluation method. Tis #nd, using JPEG stego
images as test images, we will analyse and compealaevaluate the relationship

between this subjective method and the PSNR metric.

The structure of this chapter is as follows: inteec 6.2, we describe the

limitations of objective evaluation metrics. Infaation concerning the

experimental design used to evaluate the qualityteo images is presented in
section 6.3. In section 6.4, we consider our resw@hd in section 6.5, a brief
discussion regarding these results is providedtly,as section 6.6, conclusions

are discussed.

6.2 Objective Evaluation Metrics

Generally, objective methods of image quality eastin are faster and more
cost-effective than subjective ones. Thereforey e preferred over subjective
quality evaluation methods. Mostly, digital imageganography uses the PSNR
and the MSE metrics in order to evaluate the quatlit stego images or the
imperceptibility of hidden messages.

However, there is a poor correlation between ohjeajuality estimation and the
actual subjective evaluation in general (Nymanl.e2806). Moreover, the PSNR
and MSE are poor indicators of subjective imagdityuand they are extensively
criticized for their poor correlation with actualeasurement of perceived quality
(Wang et al., 2002a; Wang et al., 2002b). Therefone of the main drawbacks
of PSNR and MSE is the limited relationship witle tjuality perceived by human
observers. For example, adding noise to an imageirog@rove the subjective
image quality in some cases, while it reduces BHR (Wu and Rao, 2006).
Furthermore, these two pixel-based metrics (PSN&R MB8E) do not take into
account the different effects of distortions onfatiént image regions such as

smooth areas and textured regions. Therefore, isnagh the same PSNR can
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actually have different perceived qualities. Thalsese pixel-based metrics
provide inaccurate measures of quality for imaded have different types of
distortion (Wu and Rao, 2006).

Basically, the ability of existing objective imagaality metrics to predict human
judgment is still very limited. Additionally, theesults obtained using these
objective quality methods are not reliable due tack of standardization (Simone
et al., 2009). Therefore, these criteria are naingly related to the perceived
image quality. Furthermore, they are widely crizedl and consequently many
methods of objective quality evaluation have be@vetbped incorporating
perceptual quality measures employing Human Visi@&stem (HVS)
characteristics (Baroncini, 2006; Nyman et al., 0Binson and Wolf, 2003;
Simone et al., 2009; Stoica et al., 2003; Wu and, RA06).

PSNR and MSE are the traditional objective imagaligpumeasures. However,
they are only applicable to luminance informatidherefore, it is not appropriate
to use the computation of these measures for cahoages (Wang et al., 2003).
Moreover, they are used in the fields of image c@msgion and image
communication. However, steganography is a diffefesld and stego images
must not be suspected of concealing informatiorrdtore, the quality evaluation
of stego images is more serious than the quali#§uation of compressed images
(Kong et al., 2003).

6.3 Experimental Design

In this section, we consider issues relating togkgerimental methodology used
to study the reliability of PSNR and MSE metricsqaslity evaluation measures
of stego images. Thus, experiments were conducteatder to investigate the
relationship between the PSNR and subjective etialua

Essentially, we are going to use some of the sitegges obtained in the previous
chapters (Chapters 4 and 5) as test images tostezitand evaluated subjectively
in this chapter. As the quality of these stego iesawas objectively measured

(PSNR) in the previous chapters, the performanahefsteganography methods
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used to get these stego images was evaluated t&M@SNR. Thus, we are not
going to investigate only the relationship betwé®as subjective quality of stego
images and the PSNR. However, we also aim to exarttie impact of this
relationship on the performance evaluation of défeé steganography methods.
For example, using PSNR as stego image quality uneasiay show that a
steganography method (A) is better than (B) in sewh stego image quality.
However, using the subjective evaluation as stetage quality measure may or
may not lead to the same conclusion.

An adapted double stimulus continuous quality s¢@BCQS) method is used in
our experiments as a subjective evaluation methiatego image quality. Thus, a
Java application was developed and a 1280x1024nbmitor (E196FP, 19”) was
used to display all images.

Five colour images and their grayscale versionsh @ 256x256 pixels, are used
as test images: Lena, Peppers, Baboon, Girl, anulakie (Figure 4.5 and Figure
5.1). As a result, we will use some of the stegages obtained (Chapters 4 and
5) as input materials to be tested and evaluatethi$ chapter, we are going to
evaluate some steganography methods (includingraposed methods), in terms
of the quality of their stego images, using sulyecevaluation methods instead
of the PSNR metric.

The steganography method or scenario used to esdgmdt data and then get a
stego image was assumed the independent varidiles, i order to examine and
evaluate the impact of these different steganograpethods and scenarios on the
stego images quality, one dependent variable isidered: the subjective quality
(MOS) of these stego images. In Chapters 4 anceHave already measured the
quality of these stego images using the PSNR.

In this chapter, we will investigate the relatioipstbetween the PSNR and
subjective quality of stego images, and therefoaduate the reliability of PSNR
as a quality measure of stego images. Since thigygeaaluation of stego image
implicitly evaluates the performance of steganobyamethods used to get these
stego images, the evaluation method used to me#saiguality of stego images
was assumed the independent variable.
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6.3.1 Adapted DSQCS Method Proposed

The subjective evaluation method of image qualgyedoped by Simone et al.
(Simone et al., 2009) which was based on the (DSG@$hod, has inspired us to
suggest another adapted method for subjective imagéty evaluation. In our
method, both images are shown simultaneously ih paesentation and there is
no time constraint for the assessment period. M@eubjects are shown pairs
of images (internally random) in a randomised arddowever, the voting
scales/sliders are placed exactly under the imagdse assessed (in the same
presentation) (Figure 6.1). Therefore, the subled to rate the quality of both
images (at least one of these images is a referarag®e) in each pair by choosing
the slider corresponding to each image.

It has been stated in (ITU-R-BT.500-11, 2002) th&Prior to a session, the
observers should be screened for (corrected-tomab visual acuity on the
Snellen or Landolt chart, and for normal colourigis using specially selected
charts (Ishihara, for instance)” Therefore, the screening of subjects was
performed according to the guidelines described thR BT.500-11, the Snellen
Eye Chart was used to test vision acuity and thédsa test was used to check
the colour blindness of subjects. Accordingly, 3@niexpert subjects were
screened for visual acuity and colour blindnessweier, two of these subjects
have been discarded as outliers since they do an# horrect-to-normal visual
acuity. Therefore, the statistical analysis is Hase the scores from 30 subjects
(26 males and 4 females), who assessed the qudliéach reference and test
image using a continuous quality scale.

The age of participants was between 21 and 45 y&agare 6.2). Additionally,
the number of hours which participants usually spen watching digital media
contents (broadcasting programs, movies, and gdayng) is shown in Figure
6.3. The average time of each experiment sessios @44 minutes per
participant while the maximum and minimum times &v2i7.44 and 6.47 minutes

respectively.
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Subjects were introduced to the method of assegsanenthe continuous grading
scale. Accordingly, at the beginning of each tesss®n, one example
presentation is introduced to familiarize the obserwith the grading scale,
evaluation process, and the graphical user interf@Ul) (Figure 6.4). The
example image usetGameraman.jpg) is different from those used in the actual
test (Figures 4.5 and 5.1).

Additionally, three dummy presentations are intraetlito stabilize the observer’'s
opinion (Figure 6.4). However, the images usedhigsé presentations are from
those used in the actual test but data gatheradgdtirese three presentations are
not included in the experiment results.

Every subject was asked to evaluate ten pairsd$sgale and 5 colour pairs) of
reference-reference images. This procedure evaluaee reliability of subjects
gualitatively (ITU-R-BT.500-11, 2002). In each tes#ssion and following the
example and dummy presentations, a series of irpage (actual test images) is
presented to an assessor in a random order (FégdiyeFurthermore, these image
pairs are randomly positioned on the screen eitleélr or right in each
presentation. Figure 6.1 shows the developed grapbser interface (GUI) that
implements our subjective image quality evaluatizethod.
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Figure 6.4: The Timescale of a Test Session in our Subjaa Experiment

6.3.2 Test Images and Steganography Methods

In this chapter we tested the reliability and e#icy of PSNR and MSE as stego
image quality measures. Moreover, five colour insaged their grayscale
versions are used as test images in our experitdemtever, we divided the study
into three parts. In the first part, we examinegl tblationship between the PSNR
and subjective quality of stego images using fofierknt steganography methods
and five grayscale test images. In the second wartjsed the five colour versions
of test images and two steganography methods te tiéda in different image
components. As a result, we examined the relatipnsatween the PSNR and
subjective quality of these colour stego imagegshéthird part, we used the data
collected from the first and second parts. Morepwer compared the quality of
both grayscale and colour stego versions of a gitesh image when a given
steganography method is used to embed the sameandhtzh image versions.

Therefore, the relationship between PSNR and stigeguality was examined.
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Firstly, we measured the quality of stego imageemfr four different
steganography methods and five grayscale test snagiag both subjective and
objective (PSNR) measures. The four steganograilods tested are:

1- JSteg method.

2- IMQT method.

3- Our first proposed method (refer to #).3.

4- Our hybrid proposed method (refer ta2).3
Secondly, we measured the quality of stego imagesn ftwo different
steganography methods (JSteg and JMQT) and fivamicoést images using both
the PSNR and the subjective evaluation method. Wkeedded the secret data
once in the luminance component only and once agaimoth luminance and
chrominance components of colour image as follows:

5- JSteg method in the luminance compo(@énonly.

6- JSteg method in both luminance and cimante components (YCbCr).

7- IMQT method in the luminance compon&itanly.

8- IMQT method in both luminance and chraance components (YCbCr).
Thirdly, we are going to compare the method 1 @St&h grayscale images)
with method 5 (JSteg with colour images). Thus, shene amount of data is
embedded in both cases since method 5 only hideEsmation in the Y
component. Similarly, method 2 and method 7 willcbenpared in terms of stego
image quality.

Each subject is shown one example presentationu@nty presentations, 10
reference-reference presentations (5 grayscalé aadour presentations), and 40
actual test presentations. These 40 actual tesemi@ions are: 20 grayscale
presentations (4 methods (1-4) * 5 grayscale imjaged 20 colour presentations
(4 methods (5-8) * 5 colour images)). However, tweample and dummy
presentations are sequentially presented at thenrieg of each session.
Afterwards, the 5 grayscale reference-reference &td grayscale test
presentations are randomly presented. Finally,5Stheolour reference-reference
and 20 colour test presentations are also randprelsented.

The selection of test images to be used for evialuas a quite important and

difficult process. Therefore, five test images weetected and used as test images
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in our experiment: Lena, Peppers, Baboon, Girl, Aimdlane (Figure 5.1), each
of 256*256 pixels. As mentioned before, these insagere arbitrarily selected
and used as cover images since they are well-krasvdncommonly used in the
areas of digital image processing, compression stedanography. However,
these test images have different spatial and frequeharacteristics. Thus, the
overall activity level in an image can be represdnby the spatial frequency
measure (SFM), defined as follows (Grgic et alQ80

SFM =V R+ C (6.1)

R=\/M1l\lr%1§2(x(m r)— >( m ra-l))2 (6.2)

C=J1H(x(mn)—><m ) (6.3)
MN m=2 n=1 ’

where R is row frequency and C is column frequer@w,n) denotes the samples
of grayscale image, M and N are numbers of pixelfarizontal and vertical
directions respectively. The SFM of each graystedé image was measured and
the results were as follows: (Lena: 19.46, PeppE9s84, Baboon: 33.40, Girl:
13.18, Airplane: 24.63).

6.4 Experimental Results

The results of the experiment are organized, dssmlisand viewed from three
perspectives. Therefore, in order to investigagerdtationship between the PSNR
and the subjective evaluation we used these twsunea to assess the quality of
all stego images.

Initially, we evaluated the performance of the fasteganography methods
(methods 1-4) by measuring the quality of theirygcale stego images firstly by
using the PSNR metric and secondly by using th¢estibbe evaluation method
proposed. Then, we evaluated the impact of usingh daminance and
chrominance components in colour images for stegraphy (methods 5-8) on
the quality of stego images. Therefore, methodsdb7ause only the Y component

for embedding while methods 6 and 8 use the Y, &gl Cr components for

136



embedding. As a result, we measured the qualithede stego images using both
PSNR and subjective assessment method. Finallyewakiated the performance
of both grayscale and colour versions of a giveagenwhen a similar data is
embedded in both images using a given steganognayetilyod ((method (1 with
5) and (2 with 7)).

The mean opinion score (MOS) of each stego imagkeraference image was
calculated according to equation (2.4). In eaclsgmation, subjects are asked to
evaluate both images (reference and stego), rarydprmeksented on the screen.
Since a given reference image (grayscale or colougt be evaluated four times
(once for each steganography method) by every siybjee used the ratio of
(MOSr=MOS/MOS(ref)). Therefore, the MOS of eachgnstego image is
divided by the MOS(ref) of the reference image @hhappear together in the
same presentation). Moreover, this ratio (MOSr)regpes the quality difference
between these two images (the stego and reference).

The value of PSNR for a given image means nothiingrefore, comparing the
PSNR value of two images gives the measure of ingagdity (equation (2.2)).
Since we used both stego and reference imagesh&yget each presentation of
our subjective evaluation method, we have to use MIOS of stego images
relatively to that of accompanied reference imades. this reason, we have to
divide the PSNR of each stego image by the PSNR@feits reference image
(PSNRr=PSNR/PSNR(ref)) to validate the comparisetwben these two image
guality measures. Basically, the reference imageesents the compressed clean
image of the source image while its PSNR(ref) iswdated against the original
uncompressed image.

As mentioned before, every subject was asked tesadbe quality of 10 pairs of
reference-reference images. However, we used anconis quality scale (0-100)
rather than a 5-level scale (i.e. DSIS). Therefibiig,very unlikely for a subject to
choose the same score for both images in a giveseptation. Selecting scores
close to each other is most likely to be seen iminaous scale methods. This is
because the probability of selecting similar scaregshe case of a five-level
quality scale is higher than that of a continuouales Therefore, the rate of

correct identification (assessment) for these egfee-reference pairs was
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relatively low in our experiment: thus, the rate lofting grayscale reference-
reference pairs is 1.6/5 while it is 1.43/5 forarol pairs.

It is important to know the distribution of the dainder analysis (normality of
distribution) in order to perform the statisticaladysis. Collected data (PSNRr
and MOSr) (dependent variables) was analysed ubsi@g<olmogorov-Smirnov
statistic to verify the normality of its distribotis. However, the assumption of
normality was not verified for both (PSNRr) and (M€ (p<0.05). Therefore,
non-parametric statistics were used to analysedlkee collected.

Accordingly, a Kruskal-Wallis test revealed a sttially significant difference in
these two measures (PSNRr and MOSr) across thé diffgrent steganography

methods;
X% (7, N=1200) =636.347, (6.4)
%% (7, n=1200) =241.572, (6.5)
Pesnr < 005, (6.6)
Puos, < 0.05. (6.7)

In another data analysis, the relationship betweenPSNRr and the MOSr was
investigated using Spearman’s correlation test.r&h&as a poor positive
correlation between these two variables, rho=0:2,200, p<0.05. The values of
correlation coefficients indicate that commonly diseeasure of visual quality
(PSNR) can not be reliably used because it hasoa qmrelation with the MOS.
Therefore, knowing the value of PSNR of a givergstanage provides little-to-

no assistance in predicting the actual qualityhaf image.

6.4.1 Using Different Steganography Methods

The first four steganography methods (1-4) werteteand evaluated in terms of
stego image quality. Therefore, we measured thditgua all grayscale stego

images (4 methods * 5 grayscale test images) usitlg PSNR and MOS. In the
meantime, we will determine the best steganograpbkthod in terms of stego
image quality. Thus, these steganography methods e@mparatively evaluated

once depending on the PSNR and once again depemminghe MOS.
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Additionally, we examined if there is any differendoetween these two
evaluations.

Table 6.1 shows the relative objective quality tdége images (PSNR) to the
quality of their reference images (PSNR(ref)). Hiere, this ratio (PSNRr) may
reflect the amount of distortion added to the stdgmage by the used
steganography method since it represents thevelahjective quality. Moreover,
this ratio helps us to compare the PSNR quality suea with the subjective
evaluation method since the subjects are askeddesa the quality of both the
reference and stego image every time. However,réigus shows the PSNRr
diagram of four steganography methods (1-4) anditieegrayscale images used

in the experiment.

Method Lena | Peppers| Baboon| Girl |Airplane
JSteg (1 0.93887| 0.92951| 0.51791| 0.94772| 0.93344
JMQT (2] 1.04193| 1.05738| 0.72932| 1.04984| 1.05018
Our First Method  (3)| 1.03107| 1.04823| 0.53087| 1.04471| 1.04608
Our Second Method (4) 1.05506| 1.06134| 0.58401| 1.05448| 1.02842

Table 6.1: The PSNRr of Grayscale Stego Images
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Figure 6.5: The PSNRr Diagram of Grayscale Stego Images
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Table 6.2 shows the relative subjective qualitye¢MOS) of stego images to the
quality score of the reference images (MOS(refgdiionally, Figure 6.6 shows
the MOSr diagram of these four steganography methdd4) and the five

grayscale images. As a result, a comparative etialudetween Figure 6.5 and

Figure 6.6 reveals how different these two meas{R&NR and MOS) are.

Method Lena | Peppers| Baboon| Girl |Airplane
JSteg (1 0.69981| 0.85126| 0.8975 | 0.75632| 0.86445
JMQT (2] 1.10211| 1.02964| 1.00576| 1.07775| 1.04847
Our First Method  (3)| 0.82191| 0.95998| 0.96904| 0.85178| 0.89704
Our Second Method (4) 0.79769| 0.95245| 0.98409| 1.00208| 0.93916

Table 6.2: The MOSr of Grayscale Stego Images
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Figure 6.6: The MOSr Diagram of Grayscale Stego Images

In order to evaluate the impact of measuring thalitjuof stego images using
PSNR, the performance of input steganography metlsbwuld be evaluated.
Thus, we are going to illustrate what can happemniy the PSNR is used as an
objective quality measure of stego image. Basicdlwe consider only PSNRr,
we can conclude that our hybrid method (Methodpddposed in the Chapter 4,
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provides a better stego image quality than othesetmethods (Methods 1-3) for
three test images (Table 6.1 and Figure 6.5). Mamedhis conclusion is clearly
presented in (Almohammad et al., 2009) where wel ws®ther set of cover
images (five 512x512 pixels images). The PSNR b&tgo images tested for
Method 4 was better than that of all other thregahography methods.

However, if we take into account the visual qualdf these stego images
measured by the MOS, the conclusions are quiterdifit. For all test images, the
JMQT produces better visual quality (MOSr) than titleer three steganography
methods (JSteg, our first method, and our secoyiori() method) (Table 6.2 and
Figure 6.6).

Additionally, comparing both our first and secoridganography methods, MOS
and PSNR provide totally different conclusions foree test images. Thus, the
conclusion of using the PSNR measures and the giugemeasure are similar
only for two images out of five. However, PSNR sisotvat Method 4 is better
than Method 3 for all test images except the Amplamage. Moreover, the
conclusion of our study (Almohammad et al., 200@)ere another set of cover
images were used (five 512x512 pixels images), wasthe PSNR value for all
Method 4 stego images tested is larger (betteitgu#tan that of Method 3.
Obviously, PSNR cannot be used as a definitivecsiatage quality measure.
Therefore, evaluating steganography methods by umiegsthe quality of their
stego images using the PSNR metric generates dlitferonclusions than using
MOS or subjective evaluation method.

Figure 6.7 shows both PSNRr and MOSr diagrams fwhesteganography
method but for all test images. The PSNRr valughef Baboon image is the
lowest among all five test images and four stegeaqgyy methods. Basically, the
Baboon image contains a lot of detail and has dingekt (SFM) among all test
images. This means that the Baboon image contaimsédundancies, which is
difficult for compression, and also contains nunagrocomponents in high
frequency area. Additionally, there is a strongaieg relationship between the
PSNR and SFM (Grgic et al., 2004). Therefore, #xplains the reason behind
the low PSNRr of the Baboon test image.
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Furthermore, the lowest value of PSNRr for all Babbstego images compared to
that of all other stego images indicates that tlstsgo images (Baboon) are the
images most degraded by steganography (Figure ldafyever, this is not true
for the MOS measure since most of the Baboon stegges have a larger MOSr
value than the other stego images, which mean®#iadon stego images are less

degraded by steganography than many other steggesna
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Figure 6.7: Comparing the PSNRr and MOSr of Grayscale Stegjimages

If we consider each steganography method as aeairaoise, steganography
methods may change or manipulate the test imadfeseditly. Figure 6.7 shows
that the shape of the PSNRr diagram is almost éimeesfor all steganography
methods. Moreover, apart from the Baboon imagegthkr stego images for each
steganography method have almost the same PSNRe.vahis reflects the
statistical nature of the PSNR measure which calesl the image quality

regardless the nature and the type of the addesk r(steganography method).
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However, the shape of the MOSr diagram is diffefieain one steganography
method to another. Additionally, using a particutdeganography method for
different test images has different impacts on doelity of the reconstructed
stego images. Therefore, this is more expressedthey MOSr measure

(considerable change in shape) rather than the PSNR

6.4.2 Chrominance Components as Cover Mediums

In this part of experiment, we tested the relatmpdetween the PSNR and MOS
when chrominance components (Cb and Cr) of colouages are used for
steganography in addition to the luminance compbr(®f) (methods 5-8).

Therefore, we measured the quality of all colowgstimages (4 methods * 5
colour test images) using both PSNR and MOS. Furtbee, we determined the
impact of using chrominance components for stegaupbdty on the quality of

stego images. This quality was measured once mgUWSNR and once again by

using MOS in order to examine if there is any défece.

Method Lena | Peppers| Baboon| Girl |Airplane
JSteg-Y (5)] 0.95529| 0.96447| 0.73598| 0.96256| 0.94826
JSteg-YCbCr (6) | 0.94069| 0.93671| 0.71722| 0.94905| 0.93292
JMQT-Y (7) | 1.02555| 1.02093| 0.95839| 1.02771| 1.03153
JMQT-YCbCr (8) | 1.05634| 1.09932| 0.96811| 1.06393| 1.06559

Table 6.3: The PSNRr of Colour Stego Images

Table 6.3 shows the PSNRr of all colour stego irsdgsted. Moreover, Table 6.4
shows the MOSr of these stego images. Figure @®&shhe diagram of PSNRr

while Figure 6.9 shows the diagram of MOSr of tilecBlour stego images used
in the experiment.

If we consider only PSNRr values of JSteg stegayesgmethod 5 and 6), we can
conclude that the quality of all stego images wegradded when the chrominance
components were used for steganography in addiidime luminance component.

However, considering only the PSNRr values of tM&J stego images (method
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7 and 8), we can conclude that the quality of i@tje images was improved when
the chrominance components were used for steggologren addition to the

luminance component (Table 6.3 and Figure 6.8).
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Figure 6.8: The PSNRr Diagram of Colour Stego Images

Method Lena | Peppers| Baboon| Girl |Airplane
JSteg-Y (5)| 0.73086| 0.9078 | 0.95747| 0.78495| 0.86429
JSteg-YCbCr (6) | 0.77518| 0.90772| 0.95873| 0.67021| 0.85995
JMQT-Y (7) | 1.08425| 0.96875| 1.00051| 1.01037| 1.08
JMQT-YCbCr (8) | 1.08208| 0.98418| 1.00643| 0.98476| 1.07254

Table 6.4: The MOSr of Colour Stego Images

If we take into account the visual quality of thesego images measured by the
MOS, the conclusions are quite different, howeVdéws, for JSteg, the MOSr of
two stego images (Lena and Baboon) was improvednwthe chrominance
components were used for steganography. Moreovethé JMQT method, the
MOSr of three stego images (Lena, Girl, and Airplawas decreased, and quality
degraded, when the chrominance components werefaisstbganography (Table
6.4 and Figure 6.9).
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Figure 6.9: The MOSr Diagram of Colour Stego Images

MOSr

As a result, these two image quality measures, P&NRMOS, produced almost
different conclusions, or at most dissimilar cosahms, when a given
steganography method was used to hide secret dathei chrominance and

luminance components of colour images.

6.4.3 Grayscale and Colour Images as Steganography
Cover Images

In this part of experiment, we tested the relatippdetween the PSNR and MOS
when both grayscale/colour versions of test imagesused to hide the same data
in the luminance component (Y) of each image versidhus, we embedded the
same amount of data and evaluated the performahagagscale and colour
versions (from the same source) in terms of stegage quality. Therefore, the
quality of the colour stego image and the graysstdgo image (from the same
source) are measured (Method 1 with 5 and 2 with 7)

Thus, we measured the quality of 10 colour stegages (2 methods * 5 colour

images) and 10 grayscale stego images (2 meth&dgrayscale images) using
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both PSNR and MOS. In the meantime, we will deteaexwhich kind of images
(grayscale or colour) provides better stego imageality for a given
steganography method. Therefore, stego image gusliheasured once by PSNR
and once again by MOS in order to examine if therany difference in the
conclusion.

Figure 6.10 shows the PSNRr diagrams of both caodrgrayscale stego images
tested. Moreover, Figure 6.11 shows the MOSr dragraf these stego images.

If we consider only PSNRr values of JSteg stegogesa(Method 1 and 5), we
can conclude that the quality of all colour stegmges was better than that of
grayscale stego images (Figure 6.10). Moreover, caa derive the same
conclusion if we take into account the visual dqyabf these stego images
measured by the MOS (Figure 6.11). Thus, the ceimhs from both image

quality measures are similar in this specific pdrxperiment.
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Figure 6.10: Comparing the PSNRr of Grayscale and Colourt8go Images

Additionally, considering only the PSNRr values tbe JMQT stego images
(Method 2 and 7) we can conclude that the qualitgrayscale stego images was
better than that of colour images except for thédda image (Figure 6.10).
However, for the JIMQT method, the MOSr of graysciégo images were better
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than that of colour images except for Airplane imd§igure 6.11). Thus, the
conclusions derived from these two image qualitpsoees were similar for three

test images out of five in this part of experiment.
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Figure 6.11: Comparing the MOSr of Grayscale and Colour Stgo Images
As a result, these two image quality measures Ipaoduced somehow similar
conclusions when a given steganography method wed to hide the same data

in both grayscale and colour versions of a giveagen

6.5 PSNR and Subjective Quality Methods

The computing of the PSNR, the widely-used imagaitfjumeasure, is very easy
and fast (Wang et al., 2003). Therefore, PSNRastlost common metric used to
measure the quality of digital images in many impgecessing applications and
considered as a reference model to evaluate theeeffy of other objective

image quality evaluation methods (Wang et al., 2002

Mostly, digital image steganography uses the PSbiRvaluate the quality of

stego images or the imperceptibility of steganogyamethods. Thus, PSNR

measures the efficiency of a particular stegandgrapethod over another in
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terms of imperceptibility or stego image qualityeé€$ for instance, (Agaian et al.,
2006; Chang et al., 2002; Li and Wang, 2007; Lid &aro, 2008; Noda et al.,
2006). This influenced our choice to use the PSN#sure in order to evaluate
the quality of stego images in Chapters 4 and 5.

PSNR has shown the best advantage almost overbgttive image quality
metrics under different image distortion environtserand strict testing
conditions. However, the PSNR does not offer gaeglits, in terms of human
perception, with colour images and it is not aafel predictor of perceived
quality (Stoica et al., 2003; Wu and Rao, 2006)difidnally, the subjective
measures represent the most reliable method tondiet the actual image quality
and therefore the subjective test is the best ndetboevaluate the quality of
images surely and reliably (Marini et al., 2007hisT inspired us to use the
subjective image quality methods in order to evialuhe quality of stego images
in this chapter. We also investigated the relatimbetween the PSNR and MOS
of stego images in this chapter.

Generally, there is a poor correlation betweenaihje quality estimation and the
actual subjective evaluation (Nyman et al., 2006)us, the PSNR represents a
poor indicator of the subjective image quality (Myaet al., 2002a; Wang et al.,
2002Db). In this chapter, we examined the corratatietween PSNR and MOS for
stego images in specific. As a result, there i®ar positive correlation between
these two measures: PSNR and MOS. This outcomedwumil affect our results
shown in Chapters 4 and 5, however. Since the m#sof both PSNR and MOS
are not identical, we claimed that the PSNR canh®oteliably used for stego
images. Indeed, the conclusions derived from PSMNRnot contradict those
conclusions derived from the MOS. These conclusenesnot identical also, so
we claimed that the conclusions derived from th&lR&re different from those
derived from the MOS. As a result, the MOS methedised to improve and
ensure the results of our proposed steganograpthyonerather than to invalidate

these methods since there is a positive correldtatween the PSNR and MOS.
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6.6 Conclusion

Different steganography methods introduce differgqes of degradation into
reconstructed stego images. Moreover, the restl@snoevaluation concerning
stego image quality are measured subjectively uam@dapted double stimulus
continuous quality scale method (DSCQS) and presenAdditionally, stego
image quality is measured objectively using PSNRrimeéNe then examined the
relationship between the PSNR and the subjectivaitgu(MOS) of different
stego images.

It has been found that the commonly used measustegb image quality PSNR
can not be reliably used because it has a pooeletion with MOS. Moreover,
evaluating steganography methods by measuringuhkty) of their stego images
using the PSNR metric resulted in different condas than using the MOS
method. Using the JSteg method, the PSNR valustegb images when data was
embedded in all image components were smaller ti@nof stego images when
data was embedded only in the luminance compoitwever, this is not the
case when MOS measure was used to evaluate thigyopfahese stego images.
Using the JMQT method, the PSNR values of stegogg@®awhen data was
embedded in all image components were higher thanaf stego images when
data was embedded only in the luminance compofiéd. is not the case when
the quality of these stego images was measureg tissnMOS. Hiding the same
data in both grayscale and colour versions of &rgiimage using a particular
steganography method, we almost get the same &woiclfrom both PSNR and
MOS values.

MOS indicated that using a particular steganograpteghod for different test
images affects the quality of the reconstructedcstmages differently. However,
the PSNR did not express or show such conclusitis,Tthe PSNR is not a
wrong indication of the perceived stego image duaddut it is not also a strong
predictor of the actual quality of stego imageserehis a poor positive correlation
between the PSNR and MOS and the subjective ev@tuamproves and
enhances the results of PSNR rather than invalittegen. Thus our results in

Chapters 4 and 5 will not be affected by the resniltthis chapter anyway.
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Chapter 7: Information Hiding in SOAP

7.1 Introduction

The SOAP protocol is designed to enable the exahafgtructured information
(i.,e. SOAP messages) over a variety of underlyiragogols in decentralized and
distributed environments. This lightweight protoades XML technologies to
define a messaging framework that is independerngfspecific programming
languages or implementation semantics (Lubacz e2@10).

In this chapter, we intend to consider objectivefsour study, which concerns
information hiding within SOAP messages in an uadetble way. To this end,
we will propose a novel steganography algorithmb® used with SOAP
messages. This method manipulates the SOAP probycdarranging the order
of the contents and attributes (sub-elements) etifip elements in a SOAP
message. Basically, this method has a high impg&bily since it leaves almost
no trail because of using the communication prdtasca cover medium. Thus, it
keeps the structure and size of the SOAP messtay.in

In order to overcome the capacity issue, we canagsmany SOAP messages as
we need to hide our secret message. Hence, weptiathe secret message into
many sub-messages and then hide them in differ@#tPSmessages to be sent
subsequently to an intended recipient. Furtherntbie,method has no effects on
the SOAP message functionality and therefore iscare method of information
hiding. Also, this method has been experimentabgdd and evaluated.

The structure of this chapter is as follows: secfio2 provides a description for
the main features and characteristics of SOAP mgessadn section 7.3, we show

the possibility and feasibility of hiding secretta@epending on the contents and
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characteristics of SOAP messages. Then, the prewviauks related to XML and

SOAP based steganography are summarised in séctioithe procedure of data
hiding and then data extracting using our methodevpgesented in section 7.5.
However, information concerning the experimentgrapch used and the results
of this experiment are presented in section 7.&eltion 7.7, we consider issues
related to security aspects provided by SOAP stgaphy compared to other

conventional security features. Finally, in sectfo8, the conclusion is presented.

7.2 SOAP Specifications and Processing

In this section, we intend to introduce the readethe SOAP specifications and
functionalities in order to show the possibility uging some of these features for
data hiding. Since some SOAP rules are loose, wer@y on this to propose a
novel steganography method. Thus, we explain aisdribe some features and
aspects of SOAP protocol which must be met in orterget a valid
communication over the Web. Moreover, issues of BO#essage handling and
processing are also explained here.

SOAP supports XML messaging, defines the elements the rules of XML
messaging, and sends an XML message via Hyper Temtsport Protocol
(HTTP) request; it may then receive a reply via I#Tiesponse. Thus, a SOAP
processor such as Apache or Microsoft Internetrinédion Server (IIS) is needed
to handle XML messages correctly. Additionally, S®pArocessors must be able
to validate and understand the format of XML docotaelefined in the SOAP
specification. Moreover, the Web service implemgaita must know how to
understand the data within SOAP messages since SOd4es the transmitted
messages to be known as a SOAP message only.

SOAP nodes can be SOAP message senders, recawdrsth. Furthermore, a
SOAP intermediary is a special case of a SOAP tacied between sender and
receiver for the purpose of handling special headdence, a SOAP node can
support one or more SOAP processors and is reggerisr handling the received

SOAP messages.
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SOAP specification contains many rules that maynay not be imposed. Also,
we may find two SOAP messages implementing a diffecollection of optional
features. Therefore, there is a difference betwegnired rules in a specification
and widely acceptable or optional features. Unlik@se rules, the tight
specification rules may discourage implementatibence, if a SOAP processor is
compliant with v1.1 but received a message contginihe v1.2 envelope
namespace then it will generate a fault. Thus, S@&RIions must be changed
when the envelope changes. There is an attributhinviheaders named
“mustUnderstand”which can be used to ask SOAP processors to uaddrghe
header or to reject the message if they could malerstand the header. The
blocks of SOAP message can be processed in anyibttie optional header did
not constrain the processing order. FurthermorédS@essages that do not have
correct namespaces will be discarded by the SOARegsor, however SOAP
messages without namespaces can be processed.

SOAP messages represent a significant part of Véehces since they offer a
reliable link between SOAP processors of differengianisations regardless of the
operating system used, programming language, ajettomodel. Thus, SOAP
messages represent a suitable cover of secret coitetions and steganography.
In this chapter, we propose a novel method of Hateg to be used with SOAP
messages. Thus, this method will take into accalinhese specifications in order

to get a valid SOAP message which can be processeeltly.

7.3 Information Hiding in SOAP messages

Communicating through SOAP messages requires thmladata in the sender
endpoint to be converted into an XML stream. Thoswerted (serialized) XML
document is the SOAP message that needs to beridbzeel at the receiver
endpoint to reconstruct the actual data. Figuréllidtrates an example Java class

“BookK and its XML serialized class instance.
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Figure 7.1: Example Java Class and its Serialized Instance

An endpoint application normally employs a SOAP kaae to perform the
serialization and de-serialization processes, ds ayplications and clients care
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mainly about the actual data transmitted and net gtructure of the SOAP
message. Hence, secret information can be smugdgte@OAP messages, which
provide a perfect cover if the hidden secret messhps not damage the SOAP

messages or spoil the actual data.

Hiding secret information in a SOAP message meaaisthe mule that is used to
convey the secret message is the communicatioonguiothat governs the actual
data path over a network, instead of using theahatata itself as a cover. This
idea can overcome many of the limitations thatdaoenventional steganography
techniques. Traditional steganography techniquds Becret data inside digital
files, which impose the threat of detecting therseas these files are usually
saved. Alternatively, a SOAP message leaves alno$tail as they are normally
deleted after receiving the message and de-sémnglizhe actual data.
Additionally, a secret piece of information can digided into multiple smaller
messages and transmitted over several SOAP mesiagmesrcome the size
limitation and steganographic capacity problem.

In the literature, the number of studies target¥igL steganography is quite
limited. However, out of all of these there is oolye study regarding the SOAP
steganography. According to XML and SOAP speciimat, some of these
techniques are infeasible and invalid since they rad comply with the
compulsory aspects of the cover files or protocdleus, the steganography
methods proposed for XML and SOAP message are idedcand discussed in

the next section.

7.4 Previous Steganography Methods Analysed

There are only a couple of studies and examplessefarch regarding information
hiding in XML files. Inoue et al. (2001) stated thhere is almost no study on
steganography methods in structured documents. ,Tthey proposed five
steganography methods to be used with XML files. ¥da@ summarise these

steganography methods as follows (Figure 7.2):
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1- The empty elements are represented according tedbeet bit; either a
start-tag immediately followed by an end-tag (<imgmg>), or an
empty-element tag (<img/>). This technique can eduge bit per empty
element.

2- According to the secret bit, we can either add aevbpace before the
close bracket (<tag >), or delete (normal with dded spaces) this white
space (<tag>). This technique can embed one biiager

3- Two elements may or may not be exchanged accotdirtpe secret bit.
Thus, one bit per an exchange of two elements edridalen.

4- The order of attributes in an element can be exgdio hide the secret
data. Thus, one bit per an exchange of the atethatder can be hidden.

5- Elements that contain each other can be used te &édret data by
exchanging inner-tags and outer-tags. In this nigtlane bit per an
exchange can be hidden.

Method 1

stego key:

<img></img> ... 0

<img/> w1

Method 2

stego key:

<tag>, </tag>, or <tag/> ...0

<tag >, </tag >, or<tag/> ... 1

Method 3

stego key:
<user><name>NAME</name><id>ID</id></user> ... 0
<user><id>ID</id><name>NAME</name></user> ... 1
Method 4

stego key:

<event month="MONTH"” date="DATE”>EVENT</event> ... 0
<event date="DATE” month="MONTH”>EVENT</event> ... 1
Method 5

stego key:

<favorite><fruit>SOMETHING</fruit></favorite> ... 0
<fruit><favorite>SOMETHING</favorite></fruit> ... 1

Figure 7.2: Examples of the Five Methods Proposed by Inowet al. (2001)

155



If an element has no content then empty-elementaagbe used whether or not it
is declared using the keyword EMPTY. However, thenher of such elements in
an XML document is limited and then the capacityradthod (1) is limited too.
Additionally, using two formats to represent emmiements in the same
document will arouse the attention of observersoAthe parser may use only one
representation of empty elements rather than tviniciwinvalidate this method.
Names of XML elements can't contain spaces buktkan be space before the
closing character ">" (<tag >). However, this psxeavill increase the size of the
XML file and the hidden data may be destroyed @uearsing which may discard
these added spaces (secret data). Additionallys g case sensitive and
therefore the tag <tag> is different from the tagg<. In other words, the end-
tag’s name has to exactly match the start-tag'sendrhus, the method (2) is
practically infeasible since it uses a start-taffiedent from the end-tag (one tag
may contain a white-space).

The order in which attributes are included on aem&nt is not considered
relevant. For example, if an XML parser encoungespecific order of an element
attributes, it doesn't necessarily have to givéhasattributes in the same order. As
a result, method (4) above is infeasible in terfngadidity and applicability even
though its capacity is very limited. However, atasr order of information can be
maintained in an XML document if we put this infation into elements, rather
than attributes. As a result, method (3) above vsalal and possible solution for
steganography. Nevertheless, hiding only one sdxtgier an exchange of two
elements represents a very small capacity.

Finally, an XML document must have a top-level edenand all the other
elements are its children. Furthermore, one ang onk root element must be
included in each XML document even if this elembas no content. However,
each of these children elements may representeafpalement and therefore have
some sub-elements. Thus, exchanging a parent elemigm a sub-element
technically looks valid (method (5) above). Howevierseems impractical since
the semantics will not make sense and we will geew and different parent
element by such an exchange. Also, the steganleigrappacity of this method is

very limited.
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Since XML documents are widely used for data exghaover different networks

and exposed to different threats, XML security leeoa key concern of

organisations. Thus, Memon et al. (2008) considetBtl. steganography as a

new method and solution for secure communicatiamthiérmore, they proposed

and designed four XML based steganography metrmd$é purpose of securing

the cover file (XML document) rather than for theurpose of secret

communication. The main aspects of these methadasafollows:

1-

Then,

Random characters are inserted inside all tagstlaid values. So, after
the £ character of the®itag one random character is inserted, after the 2
character of the®itag two random characters are inserted and sohrs,

it mixes up the actual XML data with random fakeaidcters and
therefore increases the size of the stego XMLshigmificantly.

XML tags are shuffled (sequentially) in such a vtlag position of the 51
tag and its value are swapped with that of the tegtand its value. The
same process happens with the second and the skasbrags, and so on.
The large XML file is, the better this techniquernkio

Similar to method (2) above, but the correct ordérshuffled tags is
identified in the attribute value of the root elathelhus, the first tag is
determined by the first character of attribute ealhile the second
character is randomly generated. Also, this methorks better with large
XML files.

The sequence of characters in all tags and valieseaersed. Thus, the
order of tags’ characters is reversed by moving st character to
become the first one while the second last one rbesothe second
character and so on. As a result, the XML file wolbk like an encrypted
file since the characters are scrambled in an datda form.

they suggested combining all these methagisther in one hybrid method

to provide better XML security. In conclusion, @flese four methods aim to

safeguard the stego XML document against actual Xddhtent detection rather

than against hidden information detection. Addisillyy their goal is the XML

content not the hidden data itself. Therefore,gbal of these methods is totally

different from our steganography goal which is uedwble and covert
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communication. Nevertheless, the first and fourtlethnds are definitely
infeasible for steganography since the stego XMbuses the suspicion of
everyone (look like encrypted). The second methay mide a few bits only,
while in the third method, the secret key is inelddn the stego file, which is

more than enough to extract the hidden message.

Original SOAP message :

<?xml version='1.0'?>

<env:Envelope
xmlins:env="http.//www.w3.0rg/2003/05/soapenvelope">
<env:Header>

<m:reservation
xmlns:m="http://travelcompany.org/reservation”
env:role="http.//www.w3.0rg/2003/05/
soapenvelope/role/next"

env:mustUnderstand="true">

A character string of keywords:
Xmlversionenvelopehttpwwwworgsoapenvelopeheader
rolewwwhttpworgsoapenveloperolenextmustunderstan
dtrue

Secret message:
001011170001100100001010100100100000100110
0101100001100000101001000100011000000000000
0000000000000000

Stego string of keywordss:
xmLvERSionENveLopehTtPwWwwQOrgSoapenVelOPe
hEaDErrolEHttpwwWwOrgSoapEnvel Operolenextmu
stunderstandtrue

Stego SOAP message:

<?xmL vERSion="1.0"?>

<env:ENvelope
xmlns:env="hTtP.//wWw.w3.0rg/2003/05/SoapenVelOPe">
<env:hEaDEr>

<m:reservation
xmlns:m="http://travelcompany.org/reservation”
env:rolE="Http://wwW.w3.0rg/2003/05/
SoapEnvelOpe/role/next"

env:mustunderstand="true">

Figure 7.3: SOAP-Based Steganography Method (Zhang et a007)
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SOAP parsers have been developed and they onlggsdXML that conforms to
the SOAP schema and associated structural ruleshé best of our knowledge,
there is only one study regarding steganographly AP messages (Zhang et
al., 2007). The method proposed uses the physioplepties of SOAP keywords
and namespaces (elements and attributes) as stggphy covers. It has been
assumed that users do care about actual data fiteetsriout do not care about
SOAP keywords and namespaces. Thus, according do sdtret bit, the
coordinated letter from the cover string (builtrfrahe keywords and namespaces)
will be set either as lower-case (to embed “0”)upper-case (to embed “1")
(Figure 7.3).

As a result, the elements and namespaces of the S®AP message have both
lower-case and upper-case letters. Essentially,ttathod does not comply with
the case-sensitivity nature of XML documents. Aiddially, the overall shape of
the stego SOAP message is very suspicious due tiffierent and random letter-
cases. Thus, this method can not be considered famsible steganography

algorithm.

7.5 SOAP Steganography Method Proposed

The main concern of hiding secret information withi SOAP message is how we
can hide this information and not be detected. d&2dlyi end users care about the
actual data transmitted but they do not care almthér issues like SOAP
namespace, keywords, or the attributes-order omets. However, the
transmitted message must be recognised by SOARSgs0GS and must generate
no errors; therefore it should not be discardeddi#ahally, the final SOAP
message should look normal (in terms of its forrd aize) in case it has been
intercepted by an attacker.

As a result, we propose a novel steganography rdettad manipulates the SOAP
protocol. This method is based on rearranging trderoof the contents and
attributes of specific elements in a SOAP messafydditionally, every

permutation represents a specific status accordiragsecret key shared between
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the sender and the receiver. For example, therer aseb-elements within the
element “book” in Figure 7.1. These sub-elements aranged in a particular
order (isbn, author, bookName, numOfPages, publigtear, price). This order is

not significant for the endpoint application, howevlf the order of these sub-
elements is rearranged, the SOAP message willhstile the same meaning for
the endpoint. For a set of (n) sub-elements, thezea maximum of (n!) (factorial

of n) permutations. This means that (n!) differsefquences of order can be

presented.

7.5.1 Embedding and Extracting Procedures

Considering the previous concept, we have desigretl implemented a data
hiding method that monitors a SOAP message just &t serialization in the
sender endpoint and before it is sent, analysesleétaents and embeds a secret
message accordingly. When the stego SOAP messaigesant the receiver
endpoint, the secret message is extracted usitega key that is shared between
the sender and receiver. Figure 7.4 illustratesyreeral model of data hiding in
SOAP messages.

Embeddinqi Transmitting

Sender | Extracting |  Receiver
Stego SOAP
| ! —
! SOAP Messag

=~ Message ]

AL 7L A

Secret u
Data

Stego Key\'—;? — étego Key

Figure 7.4: General SOAP Steganography Model
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In our proposed method, the procedure of hidingaet message within SOAP
consists of six steps. Figure 7.5 explains thix@dore while Figure 7.6 shows
the diagram of our SOAP-based data embedding éhgori

1. Capturing the SOAP message after its serialization.

2. Analysing its contents to identify all the elements with contents
that can be rearranged to determine if the SOAP message is
suitable for embedding (i.e. has elements with contents that can be
rearranged).

3. Calculating the number of elements that can be used to hide
data (N).

4. Permuting every set of sub-elements to reflect a status of a
symbol from the secret message.

5. If all the symbols of the secret message can be hidden in one
SOAP message (the number of available sets N is greater than the
length of the secret message M), then the sub-elements of the set
M+1 will be rearranged to indicate the end of secret message.

6. Otherwise, if M>N, only a part of the secret message is sent in this
SOAP message and the last set of sub-elements is rearranged to
indicate that more hidden data are to arrive within the next

received SOAP message.

Figure 7.5: The Embedding Procedure of our SOAP-Steganogpay Method
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M = Secret message length

Capture SOAP message
N = (number of available elements)

Rearrange the sub- Rearrange the sub-
elements of element i elements of element N
according to symbol i according to the “To

from the secret messag Continue” Symbol.

Rearrange the sub-elements ¢
element i according to the “Eng

of Message” Symbol.

Figure 7.6: Our SOAP Message-based Embedding Algorithm
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1. Capturing the SOAP message and checking its validity and
capability to be a stego SOAP message.

2. Calculating the number of elements that might be used for data
hiding (N).

3. Extracting the hidden symbols by analysing the sub-elements
order of each element in the stego SOAP message.

4. Stop the process either if the extracted symbol indicates that the
message is not a stego SOAP or if the extracted symbol means “End
of Message”.

5. If the extracted symbol means “To Continue”, new SOAP message
to be captured and analysed as in 1.

6. Otherwise, the next symbol will be extracted and so on until we

get the entire secret message embedded.

Figure 7.7: The Extracting Procedure of our SOAP-Steganogiphy Method

The process of extracting the secret message fnenBOAP messages is quite
simple and easy. The receiver of stego SOAP meszdmacts hidden data by
analysing the contents of each eligible elememigusiie secret key to reveal the
hidden symbol, as explained in Figure 7.7. Figur® Shows the diagram of
embedded data extracting procedure.

As a result, the procedure of data extracting fstego SOAP messages is the
reverse process of the hiding procedure. Additign#ie receiver endpoint has to
check the SOAP structure to determine whether & ossible stego SOAP or
not. The permutation status of each set of sub-@isrhas to be examined to see
if this SOAP message is actual stego SOAP or not.
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Capture SOAP messe

Is it a Stego SOAP

message?

N = (number of available elemer
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Are the contents of

element i rearrange

Extract the hidden symbol from the Not a stego

permutation of the contents of element SOAP

Symbol = End of

Message?

Symbol = To

continue’

Add the symbol to the secret messag

Figure 7.8: Our SOAP Message-based Extracting Algorithm

164



7.6 Experimental Approach and Results

Our novel method of SOAP steganography is empiyidaisted and validated.
Thus, we demonstrate the data embedding and ertyaatgorithms using an
example scenario (actual web service) which hasn beeplemented and

examined.

1. The Book Buyer (Service Requester) selects the books he/she
wants to order from the Book Seller website (service Provider).

2. The Book Order will be formatted as XML document and then an
XML-based SOAP message will be generated in order to be sent to
the Service Provider.

3. An application is used at the sender (Book Buyer) endpoint in
order to capture each SOAP message before it has been sent
(prevents the sending process of SOAP).

4. The "Embedding Procedure” of our SOAP steganography method
(Figure 7.5) is applied on each captured SOAP message.

5. The output of the “Embedding procedure” (probably stego SOAP)
will be sent to the Book Seller.

6. The Book Seller receives the SOAP message (probably stego
SOAP) and a similar application to that used at the Book Buyer
endpoint (see 3) will be used at the Book Seller endpoint to capture
each received SOAP message.

7. The “Extracting Procedure” of our SOAP steganography method
(Figure 7.7) is applied on each captured SOAP message in order to

extract the secret message from the stego SOAP messages.

Figure 7.9: Real Scenario for SOAP Steganography-Book Ordé&xample

Figure 7.9 illustrates an actual scenario for theppsed SOAP steganography

method in a realistic web service (Book Order)tHis scenario, we assume that
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the person who wants to send secret data is theK'Baiyer” while the intended
recipient of secret message is the “Book Selledwever, the opposite scenario
is true since the “Book Seller” can send a secressage to the “Book Buyer”

using the same procedure.

Book Order (1 in Figure 7.9):

1-Book ‘A’:  isbn=1000-11, author=Author_1,
bookName=Book_1, numOfR=$50,
publisher=Publisher_1,ry@909, price=29.99.
2-Book ‘B":  isbn=1000-12, author=Author_2,

bookName=Book_2, numOfP=ge0,
publisher=Publisher_2, 72006, price=44.99.

Cover SOAP (2+3 in Figure 7.9):
<?xml version="1.0" encoding="UTF-8"?>
<S:Envelope
xmins:S="http://schemas.xmlsoap.org/soa
envelope/">
<S:Body>
<ns2:BookOrder
xmins:ns2="http://service.bookorder.com/'
<Book A>
<isbn>1000-11</isbn>
<author>Author_1</author>
<bookName>Book 1</ bookName
<numOfPages>350</numOfPages>
<publisher>Publisher_1</publisher>
< year >2009</year>
<price>29.99</price>
</Book_A>
<Book B>
<isbn>1000-12</isbn>
<author>Author_2</author>
<bookName>Book 2</ bookName >
<numOfPages>420</numOfPages>
<publisher>Publisher_2</publisher>
< year >2006</year>
<price>44.99</price>
</Book B>
</ns2:BookOrder>
</S:Body>
</S:Envelope>

Stego SOAP (4+5+6+7 in Figure 7.9):
<?xml version="1.0" encoding="UTF-8"?>
<S:Envelope
xmlns:S="http://schemas.xmlsoap.org/soa
envelope/">
<S:Body>
<ns2:BookOrder
xmins:ns2="http://service.bookorder.com/"
<Book A>
<author>Author_1</author>
<isbn>1000-11</isbn>
<bookName>Book 1</ bookName >
<numOfPages>350</numOfPages>
<publisher>Publisher_1</publisher>|
< year >2009</year>
<price>29.99</price>
</Book_A>
<Book B>
<price>44.99</price>
< year >2006</year>
<publisher>Publisher_2</publishers
<numOfPages>420</numOfPages>
<bookName>Book 2</ bookName
<author>Author_2</author>
<isbn>1000-12</isbn>
</Book_B>
</ns2:BookOrder>
</S:Body>
</S:Envelope>

O

V

V

Secret Message:
H

Stego Key:

NO EMBEDDING = isbn, author, bookName, numOfPageslisher, year, price.
Capital “H” Character = author, isbn, bookName, Qffages, publisher, year, price.
End_of message Symbolprice, year publishe, numOfPage, bookName, authy, isbr.

Figure 7.10: Information Hiding within “Book Order” SOAP M essage
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Figure 7.10 illustrates the steps in which thisnse® work. it shows the
customer’s (buyer) order in the top, the secretsags (H) to be embedded and
sent to the seller along with the stego key (shdretveen the buyer and the
seller) in the bottom, the serialized SOAP messesgel as steganography cover in
the left and the stego SOAP containing the secestsage received by the seller
in the right of this figure.

Figure 7.11 and Figure 7.12 show two stego SOAPsages where the secret
message'Hello” is smuggled by shuffling the sub-elements of eaelcord”
element in these messages. The first message mordaly part of the hidden
message‘Hel” and “To Continue” symbol (Figure 7.11), while tlsecond
message contains the rest of the mesSafjeand the “End of Message” symbol
(Figure 7.12).

Since each element has 5 sub-elements, 5! (120grelit cases can be
represented. That covers all the alphabetical ckers(in small and capital caps),
numbers and most of the printing characters. Ferpilwrpose of demonstration,
we used a shifted version of the ASCII table azeret key for data hiding.
Nevertheless, more complex secret keys can beingedl implementations.

In our experimental design, the steganography ngetised to embed secret data
within SOAP message and then get a stego SOAP s@sned the independent
variable. Thus, in order to evaluate the efficienfyur proposed steganography
method, three dependent variables were considéredsteganographic capacity,
stego SOAP detectability, and the stego SOAP <hece there are no actual
SOAP steganography methods to compare with andubecthere is not a
standard method to measure the undetectabilityegiosSOAP, we analysed and

discussed our dependent variables qualitatively.

To ensure our SOAP steganography method validity fanctionality, we have
empirically applied this method on the example acen Thus, we embedded the
secret message manually and then passed the SP%® &ver a parser to see if it
can recognise the stego SOAP message or not. Asswt,rour proposed
steganography method worked well without any eramid the secret message was
extracted easily using the secret key selecteddta embedding.
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Figure 7.11: Stego SOAP Message 1

168



Figure 7.12: Stego SOAP Message 2

In conclusion, our proposed steganography methosiges a good solution to
hide secret data in SOAP messages. In generalcdpacity of text based
steganography methods is very low but the capaxdityur method is relatively
high compared to other methods proposed for XMLudeents. In terms of
functionality and applicability, our method avoidhe flaws of many
steganography methods since it totally complieshwKML and SOAP
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specifications and features. Thus, it overcomeslithigations of other methods
proposed for XML and SOAP steganography since sofmiese methods are
infeasible and inapplicable. Unlike some XML steggwaphy methods, our
method does not add extra data to the SOAP messaf¢herefore it does not
increase the message size. Additionally, the st8@AP looks normal and
unsuspicious since our method slightly modifies plosition of contents in the
SOAP. Thus, this steganography method proposed beartonsidered as an

imperceptible and undetectable way of secret conicatian.

7.7 SOAP Steganography and Security

Security is an ongoing process and as soon asapmrslfix one set of problems
crackers will find yet another way to break thegestams. Essentially, the
applications must be flexible in order to add nesewsity features as needed.
Furthermore, anyone on the Internet can interdeptdata transmitted between
different sites. Thus, distributed applicationsuieg higher security levels than
internal applications.

Encryption can be used to preserve data securttyhleutechnologies required for
encryption cause problems with firewalls and theyp'tdwork very well on the
Internet. Encryption has another problem; if bodmmunication parties don’t
have the same platform then the receiver can'tyiedhe sender's message.
Thus, even a common encryption scheme usually céyn work on a limited
number of platforms (Mueller, 2001). As a resultyr 8OAP based steganography
method could be a reasonable solution for tranethitiata security. It can be used
as a secret communication channel over differemiskiof networks regardless of
the applications used at the distributed endpoints.

As a kind of communication security, the processuwkly knowing the identity
of the other communicating party (on the other ehd channel) is known as
Authentication. Additionally, associated HTTP Autkieation Framework with
HTTP 1.1 provides better authentication means batw@mmunicating parties.

Thus, the HTTP Authentication Framework securesy dhle authentication
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portion of the communication. Furthermore, Securdtidurpose Internet Mail
Extensions (S/MIME) and Secure Socket Layer (SSHe digital certificates to
provide security which relies on the use of pulle&y cryptography. Usually,
using static keys provides the crackers more chambesak the system than using
dynamic keys (Mueller, 2001).

As a result, we can use the proposed SOAP stegaplogmethod to convey
information of authentication which necessary tthanticate the communicating
parties. Additionally, encryption keys can be endsetiand transmitted in order
to get dynamic keys instead of static keys, andetbee add another layer of
system security.

Basically, encryption algorithms represent a cotieeal solution of information
security but the encrypted data is still there ameryone can observe it over the
network. Thus, our SOAP steganography algorithnvigdes a way of secret
communications over the Internet. It can overcoheelimitations and challenges
of encryption as well as it can be used with entoypto provide a double layer
of security.

In conclusion, the proposed SOAP steganography odettan be used for a
variety of applications such as; authenticatiomoprof identity, watermarking,
digital signature and message hash.

7.8 Conclusion

In this chapter, we have provided a communicatiarigeol-based steganography
method that manipulates the SOAP protocol. Thishoetmonitors a SOAP

message just after its serialization in the semdeipoint and before it is sent. It
analyses the SOAP elements and embeds a secreagadsg rearranging the
order of the contents and attributes of specifemants in a SOAP message,
where every permutation represents a specific symbwording to a secret key
shared between the sender and the receiver.

As a result, the provided method has a high resistagainst detection since it

uses the communication protocol as a cover medatimer than the traditional
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digital files. Furthermore, the stego SOAP messhge the same size of the
original message. The method is tested and vatldaseng an actual scenario so

as to demonstrate its utility and applicability.
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Chapter 8: Conclusions and Future Research

8.1 Overview

The steganographic capacity and imperceptibilifgresent the most important
aspects of any steganography technique. Thusthbsis addresses and improves
these two fundamental aspects of digital stegapbgranethods: steganographic
capacity and stego image quality. This researclpgeed novel steganography
methods in order to increase the steganographi@acagpand enhance the
imperceptibility (i.e. stego image quality). Additially, it examined the reliability
of PSNR, a principal measure used to evaluate énmance of image based
steganography methods through measuring the qudltheir stego images.

This chapter summarizes the research conclusiodspegsents future research
directions. It starts by summarizing the researot then shows the research
findings. However, this research summary is orgahibased on the research
chapters. Afterwards, the research contributions discussed. In the end,
significant future research avenues that would ige¥urther development to this

important area of research are suggested.

8.2 Research Overview

The aim of this research was to increase the st&gaphic capacity and enhance
the stego image quality (imperceptibility). Alsbjg research aimed to find out a

way or method to hide secret data within commuiooaprotocols such as SOAP
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messages. This thesis was organised in eight aisapihis section provides a

summary of the previous seven chapters.

Chapter One:

The introduction chapter of this thesis presentedl a&xplored the main

motivations for conducting this research. The retethip between cryptography,
steganography and watermarking was analysed awmdsdisd. Furthermore, the
advantages of steganography as an information ised¢achnique were shown.

The main aspects that have a very important impactthe performance of

steganographic systems were identified and explaifibereafter, the research
problem based on the limitations of these fundaaiem$pects, steganographic
capacity and imperceptibility, was formed and dshbd. Depending on this

research problem, the research aim was clearlytifsleh and explained. This

chapter was ended up by describing the structutieeothesis.

Chapter Two:

The literature review chapter presented an overvidwdigital steganography

basics and explained the different file types ttwat be used as cover files. The
main components of steganographic systems in additb the procedures of

hiding and sending a secret message from one pamyother were illustrated.

Thereafter, the different kinds of attacks that mdigital steganography were
described. This chapter presented the main clea8dh methods of

steganography and the key techniques used to esdweet data. Additionally, it

provided an explanation of the network steganogragthniques. Thus, the

basics of SOAP messages and Web Services werdregla this chapter. This

chapter also described in-detail the main aspettsteganographic systems:
steganographic capacity and imperceptibility. Hinait explained the main

techniques of steganalysis or steganography brgakin
Chapter Three:

The focus of our research was essentially on JPES2d steganography and

SOAP based steganography. Hence, this chaptersssdiand explained in-depth
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the basics of DCT-based JPEG compression and JRESEd bsteganography
techniques. Thus, the main procedures of JPEG emgahd decoding were
illustrated and the common methods of JPEG basedasbgraphy were

identified. Then, the impact of the quantisatidoléa of JPEG on the efficiency of
compression was presented. Additionally, this olaptvestigated and critically
analysed the studies related to five directiongrowing JPEG steganographic
capacity and stego image quality, enhancing thdityuaft JPEG images, using
chrominance components for steganography, evagatwe quality of stego

images and information hiding in text and SOAP ragss.

Chapter Four:

It is quite difficult to increase the steganograpbapacity and simultaneously
maintain the imperceptibility of stego images. Gtudy aimed to increase the
steganographic capacity and enhance the qualiif?B&fG stego images. This was
achieved through two directions: approaches basedP&EG quantisation tables
and approaches based on image chrominance comporenhis chapter, we

explained and discussed the first kind of theseragghes and therefore two
steganography methods were proposed in this regdrd. first method used

16x16 non-overlapping blocks and quantisation tamétead of 8x8 to get high

steganographic capacity. However, the second methglrid method) used

optimised JPEG quantisation tables instead of #fault tables to get enhanced-
guality stego images. Also, this method embedded daing both of our first

method and JSteg method to get high steganograppiacity. Consequently, in

this chapter, we considered objective 1 and 2 ofesearch, which concerned the
usage of quantisation tables to improve the imdggasographic capacity and

stego image quality.

Chapter Five:

In this chapter, we investigated the second kindapproached that used to
achieve our research aim: improving the stegandugagapacity and stego image
quality. Firstly, the impact of using grayscale adbur versions of a given cover

image was examined in terms of the main steganbgrapquirements. Then,
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image chrominance components were used for stegaptog in addition to the
luminance component in order to increase the stagaphic capacity.
Consequently, in this chapter, we considered olE@& of our research, which
concerned the usage of chrominance componentsagfamfor steganography in

addition to the luminance component to get higiyategraphic capacity.

Chapter Six:

For security and imperceptibility reasons, it isywenportant for stego images not
to show any detectable artefacts or distortionsisTlthe quality of stego images
or imperceptibility represents a key factor of steggraphic systems.

Generally, there are two primary ways to measuggemguality; objective quality
methods (e.g. PSNR) and subjective quality meth@usnan-based). In this
chapter, we examined and evaluated the reliabdityPSNR as an objective
qguality measure used to evaluate the quality ofcstenages. Besides, the
relationship between the PSNR and subjective quéMOS) was tested and
discussed. Therefore, this chapter considered tged of our research, which
concerned the quality evaluation of many JPEG stemmes using a subjective
quality evaluation method.

Chapter Seven:

In this chapter, we considered objective 5 of otudg, which concerned
information hiding within SOAP messages in an uadetble way. For that
reason, we proposed a novel steganography algotithime used with SOAP
messages. This method embeds secret data in SAdtqrby rearranging the
order of the contents and attributes (sub-elemeritspecific elements in a SOAP
message. Additionally, the effects of this method the SOAP message
functionality were analysed and discussed. Alsis, tiethod was experimentally

tested and evaluated.
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8.3 Research Findings

This research set out to meet a number of objectiescribed in Chapter 3, which
were accomplished as follows:

* Objective 1: Increasing the capacity of JPEG stegamgraphy using
16x16 quantisation tables

We proposed a steganography method based upon d@B@ression and DCT
transformation. Furthermore, non-overlapping bloaks 16x16 pixels and a
modified 16x16 quantisation table were utilisedthis method. The 2-LSBs of
each quantised (middle frequency) DCT coefficieaswnodified to embed two
secret bits. As a result, our steganography megihodded larger steganographic
capacity than other common JPEG steganography chetiested; JSteg, F5 and
JMQT. Generally, the stego image quality of our hodt was good and
acceptable. It was better than that of JSteg andutSoughly similar to that of
JMQT method. The size of the stego images of ouhatkewas slightly larger
than that of JMQT method. Moreover, our method didt increase the
computational time even though it uses 16x16 narapping blocks and
quantisation table. The computational time of o@thod was almost half of that
of other methods which use 8x8 blocks and quamntisahbles: JSteg and JMQT.

* Objective 2: Enhancing the quality of JPEG stego imges and
increasing the steganographic capacity using optirsed quantisation
tables.

We suggested using optimised JPEG quantisatioredabistead of the default
tables in order to improve the quality of stego ges Thus, the quality of all
stego images was enhanced significantly by usirtgniged quantisation tables.
The capacity of JSteg and F5 was increased, ansizBeof all stego images was
slightly increased by using optimised quantisatitables. Thus, we took
advantage of this quality improvement of stego iesatp embed more secret data
in these images. Accordingly, we proposed a hystedianography method based
on our first method, the JSteg method, and optidhigeantisation tables. The
steganographic capacity of this hybrid method wagdr than that of other

methods tested (including our first method). Ald® quality of stego images of
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our hybrid method was better than that of otherhad$ which use default JPEG
guantisation tables.

e Objective 3: Investigating the impact of using chrminance

components for steganography.

Firstly, we examined the performance of both grales@nd colour versions of
test images when used as steganography cover imBges, the same amount of
data was embedded in both grayscale and coloulonersf a given cover image
using a given steganography method. Then, the dteganography aspects
(stego image quality and size) were measured. tiglasion, using colour images
was better than using grayscale images for datad&lnce using colour images
for steganography provided better stego image tyuahd smaller stego image
size than using grayscale versions of the samedmdecondly, we investigated
the impact of using each single component of cawage for data hiding. Hence,
Cb and Cr were used for data hiding and they weseerefficient than (Y) for
small steganographic capacity. Thereafter, we adlecblour image components
for data hiding. As a result, steganographic capagas significantly increased
and the quality of stego images were quite good\N@®&5 db). Finally, the
steganography method or technique used to embedt siata in the luminance
component had the most effect on the properti¢seofesultant stego image.

* Objective 4: Evaluating the reliability of PSNR asa quality measure

of stego image.

We evaluated the reliability and consistency of RS a measure of stego image
quality. Thus, an adapted double stimulus contisuquality scale (DSCQS)
method was used to evaluate the quality of stegmés. Thus, we examined the
relationship between the PSNR and the subjectiaitgu(MOS) of different
stego images. As a result, there was a poor ctioelaetween PSNR and MOS
and therefore the PSNR can not be reliably usedeasure the quality of stego
images. Additionally, conclusions derived from PSiRues were different from
those derived from MOS values by comparing differgieganography methods
(in terms of their stego image quality). Also, PSEIiRdI MOS produced different
conclusions when we evaluated the impact of usihganponents of colour

images (luminance and chrominance) for steganograpgbwever, when hiding
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the same data in both grayscale and colour versibres given image using a
particular steganography method, we obtained aliti@stsame conclusion from
both PSNR and MOS values.

* Objective 5: Examining the capability of using SOAPmessage for

steganography.

We proposed a novel steganography method basedO#P Smessage. This
method embeds secret data in a SOAP message festtafserialization in the
sender endpoint and before sending. The embeddiocegure was based on
rearranging the order of the contents and attrébafespecific elements in a SOAP
message. Hence, every permutation represents #isgenbol according to a
secret key shared between the sender and the eec@w a result, the provided
method was highly resistant against detection sihesed the communication
protocol as a cover medium rather than the trathfialigital files. Additionally,
the size of stego SOAP messages was the samesdize ariginal message.
Besides, this method had a high imperceptibilitycei no trail was left and the
structure and size of the SOAP message were kegttinrhis method can use
many SOAP messages in order to hide the whole messal therefore overcome
the capacity matter. A secret message was spiitnrany sub-messages and then
embedded in different SOAP messages. Finally,rtf@thod had no effects on the
SOAP message functionality and is therefore a seouethod of information

hiding.

8.4 Research Contributions

This thesis adds value to research and practicentomnties concerned with data
hiding, image steganography, watermarking, and JB&@pression in addition to
those interested in Web services and SOAP basemrsigraphy. The novel
integration of these relevant research domains alsbanced the value of
contributions made in this research. The contrdngiof this thesis are discussed

below under four different but closely related atea
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8.4.1 Increased JPEG Steganographic Capacity

The steganographic capacity represents one oimbe&ey requirements of JPEG
steganography, and all steganographic systemsergle Furthermore, increasing
the steganographic capacity of JPEG steganograpililg waintaining the stego
image quality (good stego image quality) is consde as a significant
contribution.

In the first steganography method proposed, thgastagraphic capacity was
increased by using 16x16 non-overlapping blocks guahtisation table. Thus,
using larger blocks and quantisation tables pralideore quantised middle-
frequency DCT coefficients which were used for dathng. This increase in the
steganographic capacity had no effect on the guafitstego images since the
energy of images are concentrated in the low-frequeoefficients.

In the hybrid steganography method proposed, tbgasbgraphic capacity was
increased by using two different steganography riegles for both low and
middle frequency coefficients. The JSteg method wsed for data hiding in
quantised low frequency coefficients while our tfirmethod was used for data
hiding in the quantised middle frequency coeffitserdditionally, in this hybrid
method, the quality of stego images was maintaibgd using optimised
guantisation tables instead of the default JPE@g$ab

Some steganography methods have a fixed capacity §iven cover image size
(e.g. JMQT). Thus, such methods have the same itapesgardless the
quantisation table used. However, the steganogragdpacity of steganography
methods that have non-fixed capacity (e.g. JSteh FEB) was increased when
optimised quantisation tables were used insteatieflefault JPEG quantisation
tables.

Generally, the luminance component of images isl igedata hiding. As a way
of increasing the steganographic capacity of digitaages, chrominance
components of colour images were used for datangpidn addition to the
luminance component. Thus, depending on the size@kt message, some or all

image components can be used as cover media aihstg@@phy.
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8.4.2 Enhanced Imperceptibility of JPEG Steganography

The two most important aspects of any image basgmsographic system are the
quality of the stego image and the capacity. Bdgicanhancing the stego image
quality (imperceptibility) while maintaining the egjanographic capacity also
represents a contribution.

Since the quantisation table is not a part of tREQ@ standard, it has been
suggested in this research to use optimised quadiotistables instead of the
default JPEG tables. This has been proposed taneatend improve the quality
of stego images. It has been proved in this rebetyat the quality of all stego
images that use optimised quantisation tables tieibthan the quality of stego
images that use default JPEG quantisation tables.

Our hybrid steganography method did not use thentipesd DC coefficients for
data hiding in order to maintain the stego imagaligu For the same reason, it
used the JSteg method for quantised low frequermafficients since JSteg
slightly modifies the LSB of these coefficients motit having a significant affect
on the stego image quality.

It has been proved that using a colour version givan cover image to embed a
specific amount of secret data provides betterostetages in terms of quality
than using the grayscale version of the same imBges, using colour images as
steganography cover images enhanced, or degradsd tlee quality of stego

images when compared to grayscale images.

8.4.3 Proved Unreliability of PSNR for Stego Images

Measuring the quality of digital images represemtsignificant issue in many
image processing applications. Mostly, PSNR and M8Eused to evaluate the
qguality of stego images since they are easy, fadt @st-effective methods.
However, JPEG steganography adds another typestfrtion to stego images in
addition to that added by image compression.

This research analysed and evaluated the relatmnsbtween PSNR and
subjective quality (MOS), which represent the madtable measure of image
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qguality, as quality measures of JPEG stego imagdésis, it examined the

reliability of PSNR as a measure of stego imagedityuand therefore a measure
of steganography methods performance.

There is a poor positive correlation between PSNRBR subjective evaluation

(MOS) and these two measures may provide differesults. Thus, PSNR can't
be used as a reliable and definitive quality measar stego images. Moreover,
evaluating steganography methods by measuringuhkty) of their stego images

using PSNR metric resulted in different conclusitires using MOS.

8.4.4 Proposed Secure SOAP Steganography Method

The feasible steganography methods that can be wigbhdWeb services and

specifically SOAP messages are very few and thexetbere is a need for such
methods to be used for different applications swsh watermarking and

authentication. Thus, designing or finding out euse steganography method for
SOAP messages is a very important issue.

In our SOAP based steganography method, the ofdssndents or sub-elements
of SOAP main elements was rearranged to embed ebeetsmessage. The
imperceptibility of this method is very high andistundetectable since it leaves
almost no trail and keeps the structure and sizéh@fSOAP message intact.
Additionally, this method overcomes the capacitgphpem by using more than

one SOAP message to embed a secret message.

Using SOAP messages as cover media of steganogigghil in its infancy. As

a result, this research provides a secure datadhidethod to be used with SOAP
messages. Additionally, the steganographic capafithis method is very good

compared to the other steganography methods bastecktoor XML files.
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8.5 Research Limitations

This research has investigated how main aspectBBEG steganography could be
improved. In addition to the important contributsormade in this research
highlighted in the previous section, this resedrat some limitations.

The main focus of this research was on JPEG basgdrsography. Experimental
design was used as a methodology of our reseadditidnally, only five similar-
size images were used as cover images in the expetis. Using a larger number
of different-size cover images in the experimentaynenhance the results
consistency.

Our first and hybrid steganography methods proposed16x16 non-overlapping
blocks and quantisation tables. However, the stegmes of these two methods
can not be viewed normally since they do not compity the JPEG standard
(8x8 blocks). Thus, this presents a limitation toe tusefulness of our
steganography methods that use 16x16 blocks andiga@on table. In chapter 3,
some studies investigated the advantages of uanggr or adaptive-size blocks
and quantisation tables on the performance of JB&pression. Therefore, our
work investigated the impact of the larger blocksthe performance of JPEG
steganography. Thus, it provides a suggestion awdlid direction to improve
JPEG steganography aspects. Additionally, thisarebealong with other studies
in this direction may help and lead to proposeroemrd the available standard to
include larger blocks and quantisation tables @®oal choice of user.
Additionally, this research could analyse and eatithe impact of using other
large non-overlapping blocks and quantisation wb{e.g. 32x32) on the
steganography performance. In this research, only method of quantisation
table optimisation was used to enhance the qualistego images and therefore
the imperceptibility of JPEG steganography. Sirtee majority of optimisation
methods were designed for 8x8 quantisation tathesimpact of such methods on
the quality of stego images could be examined amtlated.

This study has also investigated how secret datdddoe embedded in SOAP
messages. Thus, a novel steganography method wa®sed in this regard.

However, this method can not be used with all S@#d3sages but it needs cover
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SOAP messages with special requirements (SOAP alsrhave sub-elements to
be rearranged).

As this research focused on improving both stegapigc capacity and
imperceptibility, it considered the visual attackdy (stego image quality). Like
the majority of steganography methods proposeberiterature, it considered the
visual quality of stego images as an indicatiotheifr security. Thus, this research
did not consider other kinds of possible attacksteganalysis methods that might

detect or compromise the proposed steganograpHyoaiet

8.6 Future Research

In addition to the limitations of this research désed in the previous section, this
research highlights and provides many importargatiions for future research.
The JPEG standard uses only 8x8 blocks and quaatidables. Thus, in order to
improve the main aspects of steganography, usimgiélocks and quantisation
tables can be investigated with the DWT (discretevelet transform) based
JPEG2000 steganography.

This research used an optimisation method for JR&&htisation tables in order
to enhance the quality of stego images. Indeedguieg optimisation methods
for quantisation tables that take into consideratite aspects and features of a
given steganography method represent another idineat future research.
Additionally, it has been noticed that the contesfteover images may affect the
guality of its stego image. So, it is quite a gideh to investigate the relationship
between the characteristics and contents of cawageés on the one side and the
quality of stego images and the steganographicoiigpan the other.

Generally, objective image quality measures arey,efast and cost-effective
compared to subjective measures. Furthermore, P&NEe most common
measure used to evaluate the quality of stego imddewever, this measure is
not reliable to be used with stego images. Thusjgdeng or finding out an
objective image quality measure that can predietpérceived quality and provide

reliable results with stego images still represanthallenge. Additionally, the
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reliability of other available methods of objectimeeasures can be tested and
examined with stego images.

Determining the key aspects of steganography, miegsmethod of each aspect
or attribute, and evaluating the performance ajategraphy methods are all still
suffering from a lack of standardisation. Thus, therformance of a given
steganography method is evaluated by comparinyahees of its main aspects
with that of other methods. If a given steganogyaptethod is better than the
other in terms of only one aspect, how we can a@ewibich method is better than
the other? Thus, using a decision making algorithat can consider each aspect

of steganography represent an important directidatare research also.
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