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Caching and UAV Friendly Jamming for Secure
Communications With Active Eavesdropping Attacks
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Abstract—In this paper, we discuss the security and reliability
performance of a communication system, where the base station
(BS) transmits signals to multiple users and an unmanned aerial
vehicle (UAV) jammer sends friendly jamming signals to protect
against a full-duplex active eavesdropper with the aid of caching.
We derive the closed-form expressions of outage probability (OP)
and intercept probability (IP) for the legitimate users and active
eavesdropper, respectively. Aimed at minimizing the sum of the
IP and the maximum OP among all users, we jointly optimize the
BS transmit power, UAV jammer location and jamming power.
An efficient algorithm based on alternating optimization (AO)
and successive convex approximation (SCA) methods is designed
to solve the optimization problem. Numerical results show that
compared to other benchmark strategies, the proposed solution
improves the reliability and security performance with the aid
of caching and UAV friendly jamming.

Index Terms—Physical layer security, UAV communications,
active eavesdropper, caching, jamming.

I. INTRODUCTION

By exploiting the characteristics of high mobility, ubiqui-
tous coverage and swift deployment, unmanned aerial vehicle
(UAV) has been considered to be a promising technology
supporter for the incoming sixth-generation (6G) wireless
communications [1]-[5]. In [3], by jointly optimizing the
communication and computing resources, the authors proposed
a UAV-enabled latency minimization virtual reality delivery
framework. In [4], a UAV-to-Everything (U2X) communica-
tion network was established and the key techniques of U2X
communications including sensing protocol, UAV trajectory
design and resource management were investigated. The au-
thors in [5] developed a UAV-assisted ultra-reliable and low-
latency communication framework with delay and packet loss
probability considerations.
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Fig. 1. A caching and UAV-enabled jamming communication system with an
active eavesdropper.

However, due to the broadcast nature of wireless trans-
missions, the security of legitimate signals between BS and
users could be compromised by nearby passive eavesdroppers
intercepting the transmissions [6]-[9]. Unlike passive eaves-
droppers, an active eavesdropper who operates in a full-duplex
mode could perform malicious jamming and eavesdropping
at the same time, resulting in a further degraded secrecy
performance [10]-[14]. To tackle this issue, friendly jamming,
an efficient physical layer security (PLS) technique has be-
come a desirable solution to enhance the security in wireless
communications by sending artificial noise. In [13], a two-fold
zero-forcing jamming and beamforming scheme was proposed
to prevent both active and passive eavesdroppers in terrestrial
communications. In [14], based on jamming and beamforming,
an effective secure transmission scheme was designed to
protect the indoor visible light communication networks from
being attacked by active and passive eavesdroppers.

Recently, the potential advantages of caching in improv-
ing security have been considered by exploiting the caching
capabilities of legitimate users. In [15], by adopting different
transmission schemes, the authors showed that the PLS perfor-
mance can be improved significantly with the aid of caching.
More recently, the security transmission algorithms of cache-
enabled UAV communication systems were proposed in [16],
[17] to protect the systems from passive eavesdropping attacks.
However, we note that only limited research attention has been
paid to prevent active eavesdropping attacks by employing the
advantages of caching and UAV-enabled jamming.

Motivated by the above observations, in this paper, we
propose a caching and UAV-enabled secure communication
system where a symbol-level transmission strategy and a
UAV friendly jammer are jointly adopted to against active
eavesdropping attacks. Different from our previous work in [6]
where only a UAV jammer is deployed to protect against
passive eavesdropping attacks, this paper jointly considers the
benefits of caching and jamming to prevent more advanced
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attacks from a full-duplex active eavesdropper, thus resulting
in a new system model and optimization framework for secure
UAV communications.

We detail the main contributions of our paper as follows. We
examine the reliability and security performance and derive
the closed-form expressions of the outage probability (OP)
and intercept probability (IP) for legitimate users and active
eavesdropper, respectively. Next, we develop an efficient algo-
rithm based on alternating optimization (AO) and successive
convex approximation (SCA) methods to minimize the sum of
the IP and the maximum OP among all users, where the BS
transmit power, UAV jammer location and jamming power are
jointly optimized. Our proposed algorithm is proven to quickly
converge due to the iterative optimization of the BS and UAV
design parameters. Finally, simulation results provide novel
insights into the security and reliability advantages of caching
and UAV friendly jamming.

II. SYSTEM MODEL AND PROBLEM FORMULATION

Fig. 1 shows a caching and UAV-enabled secure communi-
cation system where one BS with caching capability is broad-
casting signals to IV ground users via frequency-division mul-
tiple access (FDMA) with one full-duplex active eavesdropper.
The active eavesdropper is located at v = (z.,7.)7 € R?*!
and works on a full-duplex mode with two antennas to perform
eavesdropping and malicious jamming attacks simultaneously.
To further enhance security, a UAV J with caching capability
is deployed as an aerial friendly jammer to send jamming
signals to both the legitimate users and active eavesdropper,
where the UAV jammer is fixed at altitude H with horizontal
coordinate of y = (x;,y;)T € R?*L.

A. Caching-Enabled Transmission Strategies

Denote F 2 {fi,fa2,- - - far} as the file library with
M same length files. We assume that each user has limited
caching capacity while the BS with sufficient caching capa-
bility has stored all files in its large-size caching container
during the off-peak time. Based on the caching status at each
user, we consider the following caching-enabled transmission
strategies.

1) Self Offloading: In this scenario, the file f; requested by
the i-th user has been cached at its cache container. Thus, the
perfect secrecy can be guaranteed since the required file can
be fetched locally without being overheard in the downlink
transmissions.

2) Symbol-Level Transmission Strategy: In this case, the
file f; requested by the i-th user has not been cached at
itself and needs to be transmitted from the BS. Aiming at
improving the security and reliability performance, a symbol-
level transmission strategy is adopted where the BS combines
the file f; requested by the i-th user with an additional file
fis [ £ fi,Vfx € F by assigning different powers between
the two signals to the i-th user. Without loss of generality, we
assume that the probability of the ¢-th user to precache the file
fr follows the Zipf distribution, which is given by [19]
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where x denotes the skewness of the distribution. By doing
s0, the transmission signal s; from the BS to the ¢-th user is
expressed as

si:x“/Qpb—F:rk\/m,VieN, 2)

where x; and z; are the signals of the files f; and fj
with E(|z;]?) = E(Jzx|?) = 1, respectively. Moreover, py,
represents the BS transmit power and 6 represents the power
allocation ratio. With the aid of caching, we consider that the
UAV friendly jammer transmits the file fj, to interfere both the
legitimate users and active eavesdropper. Thus, the transmitted
signal $,q4, 1s given by

Suav = Tk

Pu, 3

where p,, is the transmit power at the UAV frinedly jammer.

We note that if the file f; has been cached at the i-th user,
the corresponding interference signal zj either from the BS
or from the UAV jammer can thus be perfectly cancelled by
applying the similar method of successive interference cancel-
lation (SIC) as proposed in [15], [17], while the interference
signal zj cannot be eliminated if f; has not been cached at
the i-th user. Since the eavesdropper does not have the caching
capability, the interference signal xj cannot be eliminated at
the active eavesdropper as well.

B. Communication Model

We consider a quasi-static Rayleigh fading model to capture
the scattering and reflection effects for ground channels and
define ¢y i, ge,; and gy as the small-scale fading variables
for the channels from the BS to the ¢-th user, from the
active eavesdropper to the ¢-user and from the BS to the
active eavesdropper, respectively. Assume that the BS and
ground users are located at s = (zp,9,)7 € R?*! and
w; = (x;,y;)T € R®>*1, respectively. Thus, the corresponding
large-scale path losses from the BS to the i-th user, from
the active eavesdropper to the ¢-user and from the BS to
the active eavesdropper can be defined as hy; =
hei = HV—BW and hy . = ﬁ? respectively, where [3; is
the reference channel power gain at dg = 1 m and o > 2 is
the path loss component.

Since UAV J is fixed at certain altitude, the corresponding
air-to-ground (A2G) communication channels experience bet-
ter line-of-sight (LoS) propagation and less shadowing. Thus,
we consider a large-scale path loss-based pure LoS channel
model and the channel gain from UAV J to the i-th ground
user can be written as [7]
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For the ¢-th user, the interference signal zj; can either
be cancelled or not based on its caching status. Thus, the
corresponding signal-to-interference-plus-noise ratio (SINR) is
given by
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where o2 is the noise power at the receiver, p, is the transmit
power at the active eavesdropper. Moreover Py = 1 — P,
represents the probability that the file fj has not been cached
at the i-th user.

Similarly, the channel gain for the A2G link transmitted
from UAV J to the active eavesdropper is given by

hue = 61

= = 6
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For the active eavesdropper, since the interference signal
xj, cannot be eliminated, the SINR for eavesdropping each
transmission is given by

pbehb,egb,e
pb(l - e)hb,egb,e + puhu,e + gpe + o2’
where £p. is the residual self-interference (SI) power at the

active eavesdropper with £ being the SI efficiency of the active
eavesdropper who is operating in the full-duplex mode.

Ve = (N

C. Reliability and Security Measurements

In this subsection, the OP for the legitimate users and IP for
the active eavesdropper are derived to examine the reliability
and security performance of our proposed communication
systems. For legitimate transmissions, the outage occurs when
the SINR of the legitimate user is less than a pre-defined
positive threshold ¢ [20]. Therefore, the corresponding OP
for the i-th user is given by
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where IO,i = prhb_j, Il,i = puhu,i+02 and Igyi = pbhb,i(G—
o+ 09).

Proof. Please refer to Appendix A. O

For the eavesdropping link, the interception occurs when
the SINR of the active eavesdropper is larger than a positive
threshold 7 [6]. Thus, the corresponding IP can be given as
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where Zy = pyhye + Epe + 0%, Is = pyOhp. and Zg =
pp(1—0)hyp . Moreover, (c) holds since the small-scale fading
variable of g . follows the exponential distribution.

©

D. Problem Formulation

In this paper, with the aim of improving the reliability and
security performance of our proposed system, we consider to
minimize the sum of the IP and the maximum OP among all
users. We jointly optimize the BS transmit power p,, UAV

jammer location y = (z;,y;)7 and jamming power p,. As
such, the optimization problem can be formulated as

minimize max Pout,i + Pint (10a)
PyY,pu  PEN
s..0 < pu < prt®*,0 <pp <yt (10b)

We note that due to the max(-) operation in the objec-
tive function, it is challenging to derive the mathematically
tractable expression of the objective function. To simplify the
analysis, we introduce three variables &z and z represent-
ing the max;cp P POy i» maxien PPy, ; and the upper
bound of the IP, respectlvely, and reforrnulate the optimization

problem as

minimize q+ x + z (11a)
PbsY:Pus9,T,2

St PPy < q,Vi €N (11b)

PPy <z Vie N (11c)

P < z (11d)

0 < pu <pi™,0 < pp < pp”. (11e)

We note that Problem (11) is non-convex and very chal-
lenging to solve due to the strong coupling effects between all
variables. In the following, we adopt the AO method to solve
the BS transmit power, UAV jammer location and jamming
power in an iterative manner.

III. PROPOSED SOLUTION

A. Solving BS Transmit Power

With fixed {y, p, }, the BS transmit power subproblem can
be transformed as

minimize ¢ + x + z (12a)
Pb1q,T,%
q exp(— )
0l - =< ——2 "V 12b
’ Pi(?k N 1+ Fl - © N ( )
exp(— E o)
- < —— 2 vieN (12¢)
Pi’k 1+ Pb
7Ty
> —1In(z 12d
pohye(0 — T+ 70) ~ ) (12d)
0<p, <py*, (12e)
2 ehe K3 uhu.'i 2
where Co,i = 94;;,11 and Cli = 7@9)}15,7: » Co4 = 755%:(07(1713(5
and c3; = —prets. %i cui

To solve Problem (12), we first analyze the monotonic-
ity and convexity of the right-hand sides (RHSs) of (12b)
and (12c) in the following Lemma.

Lemma 1. The RHSs of (12b) and (12c) are decreasing and

convex functions with respect to p—lb.

Proof. We note that the RHSs of (12b) and (12c¢) have the
same structure in terms of 1/p,, therefore, we only prove

Lemma 1 with the RHS of (12b) and the similar proof
for (12c) is omitted for brevity. To show this, we denote

g(v) = 220 and we have
99 exp(—vco,i)(co,i + co,ic1,iv + €1,4)
5. == - - S : 13
v (1+ver )2 <0 (13a)
@ — Cgvi QCl,i(Co,i + €0,iC1,iV + Cl,i)
2 \ (1 +wvery) (1+ve1q)®
X EXP(—UCQY,L-) >0, (13b)
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which indicates that g(v) is a decreasing and convex function
with respect to v. O

With Lemma 1, by introducing a slack variable v, we can
rewrite the BS transmit power subproblem as

minimize ¢ + x + z (14a)
Pby:9,T,2,v
q exp(—vco,i) .
tl— =< ———2V 14b
s PO, S 1tve, i1eN (14b)
1,L<M7WGN (14c)

le, b 1+ ves;
v > i, (12d), (12e).
Py
To convexify (14b), we apply the SCA solution to derive

a lower bound of the RHS of (14b) based on the first-order
Taylor expansion, which is given by

m; exp(—v¥co ) (v — ")
(1 + ’Ukclyi)Q ’

exp(kacoyi)
1+ kaLZ‘

Wi(i) = (15)
where m; = g ;(1 +v*e1;) + c1,; and v* corresponds to the
value of v in the k-th iteration. Similar approach can be used
to transform the RHS of (14c) as follows
exp(—v*ca)  niexp(—vFess)(v — oF)

Va(i) = - —,

16
1—|—Uk03,i (1 +’UkC3,¢)2 (16)

where n; = C2,i(1 + vkc;),,i) + c3,4.

Next, to convexify (12d), a concave lower bound of the
left-hand side (LHS) of (12d) based on the first-order Taylor
expansion is given by

_ 714 _ Ty — )
PEhee(0 — T+ 70)  (pF)2he,e(0 — 7+ 76)’

Vs an
where p} is the value of py in the k-th iteration.

With (15), (16) and (17), the BS transmit power subproblem
can be approximated as

minimize ¢ + = + 2 (18a)
Pp,q,T,z,v
st1— ot < Di(D),Vie N (18b)
ik
x . .
1_PT SyQ(Z),vZEN (180)
i,k
1
Vs> —In(z),v> —,0<p, <pp*”. (18d)

Do

Due to its convexity, Problem (18) can be efficiently solved
by using the convex optimization tool such as CVX.

B. Solving UAV Jammer Location

We note that Py, ; is independent of y since the friendly
jamming signal can be perfectly cancelled when the file fi
has been cached at the i-th user. Thus, with fixed {py, p,, }, by
denoting one auxiliary variable 7 as the maximum OP among

all users, the UAV jammer location can be derived by solving

minimize 7 + z (19a)

y,n,z
s.t. PYuPo i + Py (1 — A; exp (JZSIi)) <nVieN
2,1
(19b)

TI4

_ ) < 1
exp( 25_7_16)_2, (19¢)

where A, =1/(1+ %h“)

By introducing one set of auxiliary variables ¢ = [t1,ts, - -
- t;],¥i € N and a slack variable v and after taking several
mathematical manipulations, we transform Problem (19) as
follows

nyligizlgiie n+z (20a)
u Loy 1—(n— P Pu)/ P}
s.t. I-}Z f‘lti < - ; In ( (0 jl i)/ Pk —o’VieN
(20b)
]f;f_lu + &pe + 0% > f@ Inz (20c)
lly = will* > t; (20d)
lly = vI]> < . (20¢)

We note that constraints (20b) and (20c) are non-convex
since both the LHSs and RHSs are convex. To convexify
constraints (20b), we derive the concave lower bound of the
RHS based on the first-order Taylor expansion as follows

) 1—(n*—=po po. \/pt
Wi _ _12,1, In ( (77 ;,lk out,z)/ i,k _ 0_2
' @1)

o}
Toi(n—n")
¢(lek - (nF - P’SkPoOut,i))’

where 7* corresponds to the value of 7 in the k-th iteration.
To convexity (20c), based on the first-order Taylor expan-

sion, we adopt the SCA method to transform ;};—ilu as follows

Jr

pub puBi(u —u®)
S = — 22
H?2+uk  (H?24uk)?”’ @2)
where ©* corresponds to the value of « in the k-th iteration.

We also transform (20d) by applying the similar solution
and approximate the UAV jammer location subproblem as

minimize ) + z (23a)
y.n,z,t,u
puﬁl .
L. < Wi, 2
stH2+ti_W VieN (23b)
S+ &pe +0° > LTy, (23¢)
T
t <y —wil P+ 200" —w) T (y—y"),Vie N (23d)
ly —v|[* < u, (23¢)

where y* is the UAV jammer location in the k-th iteration. Due
to the convexity of Problem (23), the UAV jammer location
can be solved with standard convex optimization tool such as
CVX.

C. UAV Jamming Power

With fixed {ps,y}, the UAV jamming power subproblem is
transformed as

m;rilbi’rgl’izze n+z (24a)
S.t. puhu,i < —% In <1 il U PZ(:ZPSUH)/P}"> — JQ,W eEN
Z (24b)

Puhu,e + Epe +0° > —@ Inz (24c¢)

0 <pu <py". (244d)
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Similarly, we apply the SCA approach to convexify (24b)
and approximate the UAV jamming power subproblem as

minimize ) + z (25a)
Pu,m,2
s.t.puhu,s < Wi, Vi € N (25b)

(24c), (244).

Due to the convexity of Problem (25), it can be efficiently
solved via convex optimization tool.

D. Proposed Iterative Algorithm

Algorithm 1 Proposed Solution.

1: Initialize p) = 0.5 W, y° = [50,40]7, p% = 0.1 W and the
number of iteration k = 0.

2: repeat

3 Obtain pf** with fixed {y”,p%} by solving (18);

4 Obtain y"** with fixed {pf™*, pk} by solving (23);

5. Obtain p&™ with fixed {p; ™', y*"'} by solving (25);

6 Update k =k + 1;

7: until convergence.

We summarize our proposed solution in Algorithm 1, where
all variables are optimized alternately until convergence. To
show the convergence, we set the value of the objective
function generated in the k-th iteration as P (pf,y", pk),
which follows

P (pf,y*,p%) > P (i, y5,0k) > P (pp ™y, pk)
P

k+1 Jk+1  k+1
(pb )

>
> Yy pithy

(26)
where the three inequalities hold due to the update of p’,f“,
y**1 and pf*! by solving Problems (18), (23) and (25),
respectively. We note that the objective value P has a lower
bound at zero. Therefore, the proposed algorithm is guaranteed
to converge. Moreover, we note that our proposed Algorithm 1
is of polynomial complexity since only convex optimization

problems that need to be solved in Steps 3-5 of Algorithm 1.
IV. SIMULATION RESULTS

In this section, the benefits of caching and jamming in
improving the security and reliability performance have been
evaluated via numerical results. We consider that the BS
is located at the centre of a 30 m x 30 m square while
N = 4 users are randomly distributed in this area. The active
eavesdropper is located at v = [40,40]7. We set the path-
loss factor for the ground channels as o = 2.5 and the noise
power as 02 = —110 dBm. The reference channel power gain
is set as 51 = 10~7. Moreover, the power allocation ratio
of the BS is set as § = 0.7 and the transmit power at the
active eavesdropper is p. = 0.05 W. The SI efficiency of the
active eavesdropper is set as £ = —110 dB [7]. The IP and
OP thresholds are ¢ = 0.8 dB and 7 = 0.8 dB, respectively.
For the sake of simplicity, we consider that the BS and the
UAV jammer send the file fx, k = 5 from a file library with
M = 6 to all users as the additional signal and jamming
signal, respectively. Moreover, we set k = 0.8, pi*** = 0.3 W
and py**® = 1 W. For comparison purposes, we consider the
following two benchmark schemes:

0.32
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© o,

>029f ‘o

2 %,

S 0.28"

o "04».0“.0“‘

Oo27 00000000
0.26

i3 5 7 9 11 13 15 17 19
Number of iterations

Fig. 2. Objective value versus number of iterations.
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Fig. 3. Objective value of all possible UAV jammer horizontal locations.

¢ “Jamming only” scheme: We set ng = (0 and optimize
the BS transmit power by solving the following problem

minimize x + z (27a)
Pp,T; 2,V
stl— Pil <Wa(i),Vi €N (27b)
ik
V3 > —1In(z) (27¢)
1
v>—, 0<p, <ppt, (27d)
Pb

and optimize the UAV jammer location and jamming
power by solving (23) and (25) with PZOk = 0, respec-
tively.

e “Caching only” scheme: We set p,, = 0 W and optimize
the BS transmit power by solving (18).

The convergence of our proposed solution is shown in Fig. 2
with three levels of 7 ranging from 1 dB, 0.8 dB and 0.6 dB,
respectively. It can be found that our proposed solution quickly
converges to a minimum objective value within 20 iterations.
Moreover, we notice that with a higher 7, the probability of
the event that the SINR of the active eavesdropper is greater
than the threshold 7 reduces, which further leads to a lower
objective value.

In Fig. 3, we plot the objective value of all possible UAV
jammer horizontal locations with the optimized p, = 0.85 W
and p, = 0.3 W. The locations of the users, BS and active
eavesdropper are demonstrated as red circles, black square and
green diamond, respectively. With the aim of minimizing the
sum of the IP and the maximum OP among all users, the UAV
jammer should be deployed far away from users to mitigate the
jamming impact on reducing their SINRs while closer to the
active eavesdropper. We obtain that by applying Algorithm 1,
the optimal UAV jammer horizontal location is [80.76, 81.18],
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which can be accurately verified via Fig. 3.

The comparison between our proposed solution and bench-
mark strategies is shown in Fig. 4. It can be observed that our
proposed Algorithm 1 achieves the minimum objective value
over a wide range of p]**, which highlights the superiority of
our proposed solution. Specifically, when p;'** = 0.1 W, our
proposed Algorithm 1 achieves an objective value of 0.299,
which reduces 29.73% and 5.23% of that when comparing
with the “Caching only” and “Jamming only” schemes, re-
spectively. In addition, we observe that the objective value of
“Caching only” scheme is independent of p};*** since p,, = 0.
Conversely, increasing the feasible range of UAV jamming
power is helpful to reduce the objective value of Algorithm 1
until the optimal UAV jamming power p,, = 0.44 W reaches.

V. CONCLUSION

In this paper, we developed a secure communication system
with caching and UAV-enabled jamming to protect against
active eavesdropping attacks. Aimed at minimizing the sum
of the IP and the maximum OP among all users, we jointly
optimized the BS transmit power, UAV jammer location and
jamming power. Numerical results show that the security and
reliability performance was improved with the aid of caching
and UAV friendly jamming.

APPENDIX A
To derive the OP, we first calculate P,(7) < ¢) as follows

o? ehe,ige,i
Py < ¢) =P (gb,i < ﬁo , %)

@) oxp (07 _ Opeheiges
= 1—exp ( Tos ) Ey, |:exp ( Tos

e (— 97 ¢ [ e (= Pl oy
1—exp ( Tos X ; exp To. e d(ge,i)

1 ¢o? .
:1—7_exp(— ),VZEN',
g P

+

s

(28)
where Zy ; = py6hsp,;. Moreover, (a) and (b) are derived due
to the fact that the small-scale fading variables of g¢;; and
ge,; Tollow the exponential distributions. Similarly, we obtain
P.(v} < ¢) as follows

Po(vi <¢)=1 exp (f%),WGN, (29)

¢pehe,i 2,

1+ Iy,;

where Il,i = puhu,i + 0'2 and 1-271‘ = pbhb,i(9 - ¢ + 9¢)
Combining above results, (8) can be derived accordingly.
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