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Abstract

In this paper, the particle filtering problem is studied for a class of general nonlinear cyber-physical
systems with non-Gaussian noises under Round-Robin protocol (RRP) subject to the randomly
occurring deception attacks. In order to prevent the data from collisions and alleviate the com-
munication overhead for the shared network with limited resources, the RRP is introduced in the
sensor-to-filter channel to schedule the multiple sensors with a predefined transmission order. Under
the RRP, only one sensor can be granted the access to the shared channel for measurement trans-
mission at each time instant. A Bernoulli-distributed stochastic variable is utilized to describe the
characteristic of random occurrence of deception attacks initiated by the adversaries. A RRP-based
particle filtering algorithm is developed by establishing a modified likelihood function, where the
statistical property of the randomly occurring deception attacks is exploited and the RRP-induced
effect on the filter design is reflected. Finally, an illustrative example regarding the target track-
ing problem is provided to verify the feasibility and effectiveness of the developed particle filtering
scheme.

Keywords: Particle filtering, cyber-physical systems, Round-Robin protocol, randomly occurring
deception attacks, nonlinear systems, non-Gaussian noises.

1. Introduction

In the past few decades, the filtering problem for nonlinear systems has received considerable
research interest due to its successful applications to a diverse range of practical domains including,
but are not limited to, mathematical finance [4], target tracking and localization [7], induction
motor drives [14] and satellite orbit estimation [18]. The general framework for nonlinear filtering
has been established with the help of Bayesian estimation theory, which involves the recursive
calculation of the Chapman-Kolmogorov equation and the Bayesian formula [30]. Unfortunately,
it is quite difficult (if not impossible) to obtain an analytical solution in most cases (except for
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the linear system with Gaussian noises) since the multidimensional integrals are required to be
calculated. Therefore, much effort has been devoted to the development of approximate nonlinear
filtering algorithms.

As one of the widely used approximate filtering approaches, the extended Kalman filtering
(EKF) algorithm and its variations have attracted a great deal of research attention from both
academia and industry [13, 17, 19]. However, a prerequisite for the effective utilization of the EKF
algorithm is the availability/calculation of the Jacobian matrix for linearization, which is often
impractical and therefore limits the application potentials especially when the system possesses
high-degree of nonlinearity or discontinuity. For the purpose of seeking alternatives to the EKF
algorithm, a large number of nonlinear filtering algorithms have been put forward with examples
including the unscented Kalman filtering [16], the cubature Kalman filtering [1], and the sparse-
grid based nonlinear filtering [15] techniques, all of which are capable of capturing the higher-order
moments and achieving higher accuracy than the traditional EKF method. It should be pointed out
that all the above-mentioned algorithms are inseparable from an underlying assumption that the
considered systems undergo noisy disturbances that are of Gaussian types, and such an assumption
is often unrealistic in most real-world cases. As such, the particle filtering technique has come into
being for its distinctive advantages in dealing with the non-Gaussian systems [2, 21]. Up to now,
many works related to the particle filtering have been published for various systems under various
performance indices such as event-triggered mechanisms [20, 27], outlier-resistant schemes [26, 33],
and some network-induced phenomena including delayed measurements [38], non-Gaussian fading
measurements [22] and packet dropouts [35].

In practical applications of the cyber-physical systems (CPSs), it is often necessary for many
components to operate (or communicate with others) via a shared communication network [6], and
this renders more opportunities for the malicious attackers to hijack and falsify the measurement
outputs (or control commands). Consequently, increasing research attention has recently been paid
to the secure filtering/control problems against various security threats, and some typical examples
include the deception attacks [9, 11], denial-of-service attacks [3, 12] and replay attacks [36]. Among
them, the deception attacks are deemed to be one of the most hazardous attack types since the
adversary can arbitrarily inject the false data to degenerate the filtering/control performance and
even destabilize the whole system. As such, the filtering/control problem with deception attacks
has been receiving some initial research attention and some elegant results have been reported. For
example, the secure distributed finite-time filtering problem has been studied in [32] for the positive
systems over sensor networks subject to the deception attacks.

In the context of the filtering problem, it is often the case that multiple sensors transmit their
respective measurement outputs to the filter simultaneously [23]. Such simultaneous transmissions
of massive data will inevitably give rise to the phenomenon of data collision in the communication
network with limited communication capacity. In order to alleviate the data collision and guarantee
the desired filtering performance, it is of vital importance to use certain rules/protocols to schedule
the multiple sensors and utilize the limited network bandwidth in a reasonable way. Accordingly, a
large amount of research results have recently been reported on the analysis and synthesis problems
for networked systems under communication protocols such as Round-Robin protocol (RRP) [25],
stochastic communication protocol [37] and weighted Try-Once-Discard protocol [29]. The common
feature of these communication protocols is that only one sensor (or one component) can be granted
the access to the transmission channel at each time, thereby ensuring the reliability and efficiency
of the data transmission.

As a type of deterministic communication protocol, the well-known RRP has captured the ever-



increasing attention from researchers and has been frequently used in industry. The scheduling
mechanism of a RRP is to grant each sensor the access to transmit its measurement output in
a fixed circular order. By now, much research has been carried out on the RRP-based filtering
problem [28, 24]. Nevertheless, to the best of the authors’ knowledge, the particle filtering problem
for general nonlinear /non-Gaussian CPSs under the RRP is far from being well addressed despite its
practical significance, not to mention the case when the randomly occurring deception attacks also
come into existence. In fact, the fundamental difficulties encountered in the particle filter design
for CPSs under RRP lie in the following two aspects: 1) how to depict the communication protocol
and deception attacks in the sequential Bayesian filtering framework in a rigorously mathematical
way; and 2) how to calculate the likelihood function based on the scheduled and corrupted (if
attacked successfully) measurements, and update the importance weights? The main motivation of
this paper is therefore to provide satisfactory answers to these two questions.

Motivated by the above discussions, in this paper, the RRP-based particle filtering problem is in-
vestigated for a class of nonlinear /non-Gaussian CPSs subject to the randomly occurring deception
attacks. The main contributions of this paper are highlighted as follows: 1) the particle filtering is-
sue is addressed for the nonlinear/non-Gaussian CPSs in the simultaneous presence of the RRP and
the randomly occurring deception attacks; 2) a modified likelihood function is explicitly derived by
incorporating the probability information of the successfully launched deception attacks under the
RRP; and 3) a protocol-based particle filtering algorithm is proposed, which is shown to be more
efficient than its standard counterpart from both communication and computation perspectives,
and has certain robustness against the deception attacks.

The rest of this paper is organized as follows. In Section 2, a mathematical description of
the considered problem is formulated. The RRP-based particle filtering framework with randomly
occurring deception attacks is established in Section 3. The simulation results are provided in
Section 4 to demonstrate the effectiveness of the developed particle filtering algorithm. Finally,
some concluding remarks are summarized in Section 5.

Notation. Throughout this paper, the notations used are fairly standard. Let R™ represent
the n-dimensional Euclidean vector space. The superscript T' denotes the operation of transpose
and mod(u,v) denotes the modulo operation that returns the remainder after dividing u by wv.
diag{dy,ds,...,d,} represents a diagonal matrix with dq,ds,...,d, being its diagonal elements.
Pz (+) stands for the probability density function of a stochastic variable x and P{X} denotes the
occurrence probability of a discrete event X. N (x; i, 2) represents the Gaussian probability density
function of a stochastic variable z with mean p and covariance X.

2. Problem Formulation and Preliminaries
Consider the following discrete-time nonlinear dynamic system:

Trp1 = f(an) + wr (1)

where xp+1 € R™ is the state of the system at time instant k + 1, f(-) : R"® +— R"= denotes the
state transition function, and wy € R™ represents the process noise satisfying p,, (+).
The measurement equation of the ith sensor is modelled by

Yp = h'(zk) +vp,  i=1,2,-- N (2)



where yi € R™ is the measurement output of the ith sensor at time instant k, h?(-) : R — R™
denotes the measurement function of the ith sensor, and v}, € R™ is the measurement noise on the
ith sensor satisfying p,: ().

In order to mitigate the data collision and reduce the consumption of network communication
resources, the RRP is introduced in the sensor-to-filter channel to schedule the measurement trans-
mission. Under the RRP, only the measurement output of one sensor can be transmitted to the
filter at each time instant. Here, -4 is used to denote the particular sensor that is granted the
access at time instant k&, which can be calculated as

Y& = mod(k + Yini — 2, N) + 1 (3)

where 7ip;i is the assigned sensor having the initial access.

In fact, due to the opening-up characteristic of the shared communication network, the trans-
mission process of the measurements is vulnerable to the cyber attacks. In other words, the mea-
surement y* may be deliberately falsified by the randomly occurring deception attacks during
transmission over the network, and such an attacking behavior can be modeled by

Ut =yl + o)t (4)

where 7% denotes the measurement that may be corrupted and o}* represents the deception attack

initiated by the adversaries characterized by
o) = —y" + & (5)

with & being the random deception signal satisfying pe, (). It is worthwhile to note that the de-
ception attacks initiated by adversaries might not be always effective owing to the intricate network
environment and the defense measures. As such, from the viewpoint of defenders, the deception
attacks are likely to occur in a random fashion. The stochastic variable 7, which is employed to
characterize the phenomenon of the randomly occurring deception attacks, is a Bernoulli-distributed
white sequence taking values on 0 or 1 with the following probability distribution:

P{me =1} =17
{P{nk=0}=1—n (©)

where 77 € [0,1) is a known constant referred to as the success rate of the launched deception
attacks. Then, the available measurement signals at the filter end with the zero input strategy are

denoted as "
ge=[@)" @ - @] (7)
where B o
Lo =
Yk 0On,x1, otherwise.
Before proceeding further, the following three assumptions are made to clarify the considered
system.

Assumption 1. The initial state xo satisfies the prior probability distribution pg,(-).

Assumption 2. The measurement noise sequences {V}c}f\il and the process noise sequence wy, are
mutually independent and also independent of the initial state xg.



Assumption 3. The nonlinear functions f(-) and h(-), as well as the probability density functions
P (+), pui () and pe, (+), are all known.

The purpose of this paper is to develop a particle filtering algorithm for the general nonlinear/non-
Gaussian CPSs under the RRP subject to the randomly occurring deception attacks such that the
estimate of state xj; can be obtained in the sense of minimum mean-square error based on the
scheduled and corrupted measurement information.

3. RRP-Based Particle Filtering Algorithm with Randomly Occurring Deception At-
tacks

In this section, the basic framework of the standard particle filtering algorithm [2] is briefly
revisited, and then the RRP-based particle filtering scheme with randomly occurring deception
attacks is developed. A schematic diagram of the considered CPS is depicted in Fig. 1.
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Figure 1: Block diagram of the CPS subject to randomly occurring deception attacks under RRP.

Generally speaking, the fundamental idea of the particle filtering algorithm is to use the impor-
tance sampling method [2] to approximate the posterior probability density function with a set of

weighted particles as
M

p($0:k|gl:k) = Z WIT(S(QEO:IC - xg?k) (8>

m=1

where 4(+) is the Dirac delta function and the particles {z, }M_, are drawn from an importance
density q(xo.x|71:k), To.x denotes the trajectory of  from time instant 0 to k, and g;., denotes the



set of all received measurements up to time instant k, i.e. J1.x = {71,%2, - , Uk }- In addition, the

importance weights {W;"}M_, can be determined as

q(xO:k|y1:k)

Assuming that the state evolution follows the first-order Markov process, it can be obtained
from the Bayesian theorem that

P(Uk|To:k, Ur:k—1)P(To:k [Jrik—1)
(T |Y1:1-1)
o p(Fr|Tosk: Y1:k—1)P(To:k [ Yr:k—1) (10)
= p(UklTo:k, Ur:k—1)P(Tk, To:k—1|U1:0—1)
= p(Uk|rr, Yre—1)p(Tr|zre—1)p(To:k—1|T1:0—1)-

p(To:k|Y1:k) =

On the other hand, under the assumption that the previous state information zg.;_; and the cur-
rent measurement g, are uncorrelated, the importance density function q(zo.x|71.%) can be further
expressed as

q(zo:k|91:6) = q(Tk|To:k—1, Y1:k)@(T0:k—1|Y1:5—-1)- (11)
From (9)-(11), the importance weights are recursively calculated by

(k|2 Yre—1)p(eg |z )
q(@M @81 1k)

Wi o Wi, (12)

where the particles {z*}M_, are drawn from the proposal density function q(xx|2o.x—1,%1:%)-

Note that the likelihood function p(gx|x}", J1:k—1) cannot be simply written as p(gx|z}’) due to
the existence of the RRP. To be more specific, if the past transmitted measurements 4.1 are
given, then the sensor having the access at time instant k — 1 (denoted as 7x_1) is determined.
Therefore, we have

PGkl Yrk—1) = P(Yrlzy', Ye-1)
:p(07 . 707gzk707” : 7O|x;€n)
= p(73"|z}")

where the second equality results from the property of the RRP that the transmission order is
deterministic.
According to the law of total probability, we can write

PG e = 0x) + p(g* e = 1]xy)

P(G" e = 0,2 ) P{ne = 0|3} + p(g)" [me = 1, 2" ) P{m = 12"} (14)
(1= mp(@" e = 0,2%") + np(F" Im = 1, zy")

(1 = m)p,ow (G = D7 (27")) + pe, (37")-

p(G*|z))
Y



Remark 1. [t is worth mentioning that, given the measurements at the time instant k — 1, the
stochasticity of the measurement outputs Gy received by the filter is only reflected in the updated
component §* according to the RRP. When the zero input strategy is employed as shown in (7),
all the measurements but the updated one are definitely equal to zero. In the case of the zero-order
holder strategy, the current available measurements (except the output of the sensor granted the
access) are totally determined by previously transmitted measurements. Thus, under the RRP, only
the measurement output §.* is utilized to calculate the likelihood value and accordingly update the
importance weight with both kinds of data-holding strategies. On the other hand, the scheduled
measurement is prone to be overheard and modified by the cunning adversaries during the wireless
transmission, and a Bernoulli-distributed stochastic variable ny is introduced to depict the random
nature of the effective deception attacks. Specifically, if i = 1, the scheduled measurement is
successfully attacked by the malicious attackers and, if ny = 0, the scheduled measurement is safely
transmitted to the filter end. In addition, if the success rate of the launched deception attacks is set
as ) = 0, then the addressed problem reduces to the case where only the RRP is taken into account.

As can be seen from (12), the term p(x|zx—1) in the numerator is the transition probability den-
sity function, which is determined by the dynamics of state model (1). The term q(zx|o.x—1, J1:k)
in the denominator is the proposal density function to draw the random particles, which can de-
teriorate the performance of the particle filtering to some extent when inappropriately selected.
Following the line of the literature [26, 34], the transition probability density is chosen as the pro-
posal density function due primarily to its simplicity and convenience. Based on (13)-(14), the
update rule (12) of importance weights is written as

Wi Wi p(Uk )" Y1k —1)

W (L= A 1 — W) + pe, (). )

The RRP-based particle filtering algorithm with randomly occurring deception attacks can now
be summarized in Algorithm 1.

Remark 2. From Algorithm 1, we can see that the update of importance weights only depends on
the point-wise evaluation of a portion of likelihood function at each particle, which is easy to imple-
ment but does not utilize the most recent observation to sample new particles. For the case where
the likelihood function is very narrow or lies in the tail of the prior distribution, the phenomenon
of particle degeneracy may occur and thus deteriorates the filtering performance [31]. A common
solution to this problem is to choose the posterior probability density function acquired from other
nonlinear filters (e.g., extended Kalman filter and unscented Kalman filter) as the proposal density
function q(x|xgh,_ 1, Y1) Unfortunately, in this paper, the available measurements gy, at the fil-
ter end are scheduled by the RRP and further compromised by the deception attacks, which renders
the standard nonlinear filters inapplicable. Therefore, we will consider the possibility of extending
our results by using the proposal density function obtained from the RRP-based unscented Kalman
filter, which is one of our future research directions. For more details about the protocol-based
unscented Kalman filtering algorithm, we refer the interested readers to [24].

Remark 3. Up to now, the particle filtering problem has been addressed for a class of nonlinear/non-
Gaussian CPSs subject to the randomly occurring deception attacks under the RRP. Compared with
existing results, the RRP has been taken into consideration in the particle filtering framework to
schedule the sensors and hence avoid the data collision in practical applications, which is necessary



Algorithm 1 RRP-based particle filtering algorithm with randomly occurring deception attacks
Step 1. Particle initialization
Draw M particles from the initial prior probability distribution z{' ~ p,,(-) and all
importance weights are set to be identical, i.e. ﬁ Moreover, set the maximum simulation

time K.
Step 2. Importance sampling
For each m = 1,..., M, draw particle z}' from the transition probability density distri-

bution p(zx|z]" ), i.e., a2’ = f(a]' ) +wi* ,, where w} | is sampled from p., ,(-).
Step 8. Measurement update
Collect the measurements at the filter end under the randomly occurring deception at-
tacks and the scheduling mechanism of the RRP.
Step 4. Weight calculation
Calculate the importance weights {W;*}_, according to

W =Wy [(L = mp, o G = @) + mpe, (37)]

. . W
and normalize the weights as W} = <55
m=1 k

Step 5. State estimate update
Calculate the state estimate 2 and estimation error covariance P as

M
Bp= > Wiy,
m=1
M
Po= Y WiMap — i) (2 — a)"
m=1

Step 6. Resampling

Resample a new set of particles with equal weights from Zf\le Wré(xy — ).
Step 7. If k < K, then go to Step 2; otherwise go to Step 8.
Step 8. Stop.




in the network with limited bandwidth. Meanwhile, the probability information of the randomly
occurring deception attacks has been inserted into the modified likelihood function to improve the
robustness against the malicious attacks launched by the adversaries. On the other hand, when a
large number of sensors are deployed to observe the target plant, the update of likelihood value at
the filter end needs to calculate the product of N local likelihood functions, which may be computa-
tionally expensive in the standard particle filtering algorithm. However, in our proposed algorithm,
the likelihood function is only computed based on reduced sensor information at each time instant,
which can relax the burden from the perspective of computation resources.

4. Simulation Example

In this section, a target tracking problem is provided to evaluate the tracking performance
of the proposed particle filtering algorithm. The state vector of the moving target is defined as
zy, = [CE, CL bk, ], where (CE, %) and (Cf,4%) denote the position and velocity at time instant k
in the two-dimensional Cartesian coordinates ¢ and 1, respectively. The target motion is modelled
by [5]

Tht1 = TE + Wk (16)

oo rN
O = OO

0
0
T
1

oo o

where T represents the sampling interval and wy the zero-mean Gaussian white noise sequence with
covariance

5B 0o
T2
= T 0 0
Qk_oiSOT_ST_Q (17)
2
o o T

where 02 denotes the acceleration variance.
The measurement function of the ith sensor is expressed by

o) = [V = G W — 0o
h (xk) - atal;l2(w,t€ _ ws,i7 é% _ Cs,i) (18)

where (¢*%,4*%) denotes the position of the ith sensor. The measurement noise on the ith sensor
is modelled by a mixture of two Gaussian distributions, i.e.,

p(vp) = (1 — KN (v 1f, BY) + 6N (v ph, B5) (19)

where x stands for the glint probability.

For the purpose of comparison, the tracking performance will be evaluated under the follow-
ing four scenarios: 1) tracking with the proposed RRP-based particle filtering algorithm under
randomly occurring deception attacks (denoted as RRP-PF-DA); 2) tracking with the RRP-based
standard particle filtering algorithm neglecting the effect of randomly occurring deception attacks
(denoted as RRP-SPF-DA); 3) tracking with the RRP-based standard particle filtering algorithm
utilizing normal measurements (denoted as RRP-SPF-NM); and 4) tracking with the particle filter-
ing algorithm using all the sensors’ measurements and considering the effect of randomly occurring
deception attacks (denoted as PF-DA).



In all simulations, the trajectory of the target is generated with x¢ = [20,0.3,20,0.3]7, T = 1 and
0., = 0.055, and 4 sensors, as shown in Fig. 2, are deployed to observe the target. Other parameters
required in the simulation are set as follows: M = 500, p = [0,0]7, ©i = diag{4, (7/180)2},
ph = 10,017, 24 = diag{25, (7/90)%}, x* = 0.2, = 0.2. In addition, the deception attack signal
satisfies a uniform distribution on a two-dimensional set [—10,80] x [—7/2,7/2]. To evaluate the
performance of the filtering algorithms, the root mean-square error (RMSE) on both position and
velocity estimates are introduced as the performance metric, which are calculated over L = 50
Monte Carlo runs as

RMSE, = { &' =G+ (' - 1/32’1)2},

h |

RMSE, , = el _ o R
v,k — Ck Ck (7/}]9 1/% )

h |

2>
2l

where the realization and estimate of (C%, %, CL,4b%) in the [th Monte Carlo run are represented by
(Cl?la ¢Z’la él?l’ dsz) and (é-l?lv 1&]27[7 él?l’ 1&?)7 respectively.

One realization of the true target trajectory and the trajectories estimated by the above-
mentioned algorithms are shown in Fig. 2. We see that the RRP-PF-DA; RRP-SPF-NM and
PF-DA can closely track the true trajectory, while RRP-SPF-DA fails to track the target in most of
the time. The simulation results obtained from the 50 Monte Carlo runs are displayed in Figs. 3-4
and Table 1, from which we observe that the proposed RRP-PF-DA can attenuate the impact of
the randomly occurring deception attacks to some extent and achieve a satisfactory tracking per-
formance. When compared with the PF-DA, the proposed RRP-PF-DA has distinct advantages in
terms of average running time and communication rate, although at the cost of sacrificing certain
tracking accuracy. Hence, we can naturally draw a conclusion that the proposed algorithm is more
efficient in the CPS with limited computation and communication resources.

Table 1: Performance comparisons with respect to average RMSE, running time and communication times

RMSE, RMSE, Running Time Communication Times

RRP-PF-DA 0.9012 0.1197 0.0205 120
RRP-SPF-DA  9.7923 0.3760 0.0199 120
RRP-SPF-NM  0.8044 0.1169 0.0200 120
PF-DA 0.5746 0.1018 0.0764 480

Another group of simulation is conducted to investigate the effect of the randomly occurring
deception attacks on the tracking performance. The behaviors of the RMSEs on both position
and velocity estimates obtained with different occurrence probabilities are plotted in Figs. 5-6.
As expected, the tracking performance degrades with increasing occurrence probabilities of the
deception attacks.
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Figure 2: One realization of the target trajectory and its estimates obtained from RRP-PF-DA, RRP-SPF-DA,
RRP-SPF-NM and PF-DA. The black squares denote the sensors’ positions.
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Figure 3: RMSEs on position estimates of RRP-PF-DA, RRP-SPF-DA, RRP-SPF-NM and PF-DA.
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Figure 4: RMSEs on velocity estimates of RRP-PF-DA, RRP-SPF-DA, RRP-SPF-NM and PF-DA.
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Figure 5: RMSEs on position estimates with 77 = 0.2,0.4, 0.6.
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Figure 6: RMSEs on velocity estimates with 7 = 0.2,0.4, 0.6.

5. Conclusions

In this paper, we have investigated the sequential Bayesian filtering problem for the nonlinear /non-
Gaussian CPSs subject to the randomly occurring deception attacks in the framework of particle
filtering under the RRP. The measurement transmission has been scheduled by the RRP and a
Bernoulli-distributed stochastic variable with known probability distribution has been employed to
characterize the randomly occurring deception attacks. A modified likelihood function under the
RRP has been constructed to attenuate the effect of the randomly occurring deception attacks on
the estimation performance. Finally, an illustrative example has been presented to demonstrate
the feasibility and effectiveness of the proposed RRP-PF-DA algorithm. The simulation results
have shown that the proposed RRP-PF-DA algorithm can provide an effective alternative to the
PF-DA algorithm in a bandwidth-limited network. The directions of future research would focus
on considering more sophisticated attacks [8] as well as other communication protocols including
stochastic communication protocol and weighted Try-Once-Discard protocol, and designing the
secure communication scheme based on the principle of cryptology [10].
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