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INTRODUCTION

Since its inception, just after the Second World War, ergonomics research has paid
special attention to the issues surrounding human control of systems. Command and
Control environments continue to represent a challenging domain for Ergonomics
research. We take a broad view of Command and Control research, to include C2
(Command and Control), C3 (Command, Control and Communication), and C4
(Command, Control, Communication and Computers) as well as human supervisory
control paradigms. This special issue of ERGONOMICS aims to present state-of-the-
art research into models of team performance, evaluation of novel interaction
technologies, case studies, methodologies and theoretical review papers. We are
pleased to present papers that detail research on these topics in domains as diverse as
the emergency services (e.g., police, fire, and ambulance), civilian applications (e.qg.,
air traffic control, rail networks, and nuclear power) and military applications (e.g.,
land, sea and air) of command and control. While the domains of application are very

diverse, many of the challenges they face share interesting similarities.

Smalley (2003) recently proposed a model of C2, comprising some ten control modes:



e primary situation awareness;
e planning;

¢ information exchange;

e tactical situation reports;

e current situation awareness;

o directing plan of execution;

e system operation;

e system monitoring;

e system status;

e internal co-ordination and communications.

By way of contrast, Sheriden (2002) identifies the main aspects of human
performance in human supervisory control systems, e.g., decision making, situational
awareness, trust, workload, and human error. He presented the roles of the human
supervisor in a linear five stage model, arguing that these roles offer a generic model
of human supervisory control and that the roles are "more or less causal and temporal

in order" (p. 118).

e Planning;
e Teaching;
e Monitoring;
e Intervening;

e Learning.



Both models assume that before engaging with the automatic systems, people need to
plan what is done. When engaging with the system, people need to tell the system
what it needs to do through some form of information exchange. Most of the time,
people (commanders and supervisors) are monitoring the tasks performed by others
and/or an automatic system. This requires the acquisition, development and reporting
of situation awareness of the system state. If there are errors or failures that are
detected in the system, people are required to intervene and correct the situation.
Finally, people need to learn from their experience of interacting with systems. These
models can be applied to the design, operation, evaluation and maintenance of

systems.

In a special issue of Ergonomics on team work, Annett & Stanton (2000) argue that
the contemporary issues include the structure of the team, training of the team, and
development of the human-machine interface. These issues are particularly pertinent
to Command and Control research as team work is a major factor. An experimental
study of technologically mediated command and control activities focused on the
effects of location of team members, communication medium and type of Command
and Control task on the performance of the team (Stanton et al., 2002). The study
showed that all of these variables interact, such that some tasks are better performed
remotely whilst others are performed better face-to-face, and that some tasks are
better suited to one communication medium over another. It is these subtle
interactions that are difficult to predict in designing Command and Control
environments. Therefore optimal performance of Command and Control
environments is bound to place a strong reliance on experimental Ergonomics

research for socio-technical systems design.



CONTRIBUTIONS TO THE SPECIAL ISSUE

We have opted to group contributions to the special issue under four main categories:
system design, theoretical development, workload & situation awareness, and
methodological developments. Within these categories, there are a variety of domains

and approaches taken, as indicated previously.

System Design

Within any C2 system, a significant challenge relates to the design and use of
information displays. In this special issue, we have three papers which consider
information design and use from the perspectives of software engineering, field study

and experimentation.

Roth et al. (this issue) consider the seemingly impossible challenge for software
support systems to keep up with the ever changing demands placed on them. They
argue that traditional C2 environments tend to be supported by inflexible systems,
which means that they can quickly become redundant. Future systems should aim to
adapt to changes in organisational structure and operational demands. Whilst specific
changes are difficult to predict, generic aspects of change might be easier to
anticipate. Using a case study, Scott et al. investigate the impact of change on a
weather forecasting and monitoring system. They focused on the work-arounds
developed by users to cope with the changes in inflexible systems, such as cheat
sheets, sticky notes, user programming, and local databases developed by users. They
argue that generic changing of systems, such as changes in: goals and priorities,

complexity of problems, scale of operations, roles and organisational structure,



information sources, information systems, user population, and required functionality
could all be anticipated in advance of the development of technology. Scott et al. call
for system designers to anticipate change and suggest ways in which this might be

incorporated into the design process.

Riley et al. (this issue) focus on the design of systems to support shared manoeuvres
planning processes in Army land-battle situations. Using a battery of cognitive task
analyses, they identified a number of key challenges to design of information
displays. For example, the time available to develop plans and the reliability of
intelligence combine to make planning problematic. In particular, the ‘missing
information” might need to be supplied from assumptions concerning the activity and
intent of the enemy, and by new intelligence becoming available during the course of
operation. These problems are compounded by the need to collaborate during
planning, often across a range of specialisms and locations. This paper proposes a
suite of tools that could support this notion of planning, e.g., sharing of information in
a variety of forms; mechanisms that facilitate critical thinking and contingency
analysis during planning; maintaining awareness of both current and past activities or
tasks of other members in the dispersed team. The paper concludes that these tools

could be beneficial in a wide range of domains.

Thomas and Wickens (this issue) consider the design of terrain displays that might be
used by tank commanders. The paper reports an experiment using computer-generated
terrain displays which were either ‘Tethered’, i.e., a 3-D exocentric view, or
Immersed, which presented a 3-D egocentric view from the perspective that the

commander would have at eye level (2 meters above the ground) from his/her location



within the environment together with a 2-D inset map. The study showed that the
Tethered display produced the highest level of performance on all tasks, and that
while an Immersed display that required manual panning produced performance
almost as high as that in the Tethered display, performance deteriorated on tasks
involving integration between two views. This suggests that participants were
cognitively tunnelling on the compelling 3-D view and not attending to information in
the 2-D inset map. A further finding was that automated panning hindered

performance compared to manual panning.

Theoretical Developments

Ergonomics has always sought to incorporate contemporary thinking into its research,
and three papers in this special issue show how C2 research can exploit ideas
emerging from Distributed Cognition, Social Network Analysis and Speech Act

Theory.

Furniss and Blandford (this issue) consider medical emergency dispatch. Their paper
employs distributed cognition and contextual inquiry to analyse observations about
control room operation. In particular, the paper focuses on a physical model, which
considers the layout of the control room and the elements that support shared access
to information; an information flow model, that considers communication between
individuals; and an artefact model, that considers the ways in which different objects
support cognition, e.g., the workcards, screen designs etc. On the basis of this
analysis, the paper considers two scenarios in which the physical layout or the

artefacts used could be redesigned and how this might affect performance.



Houghton et al. (this issue) argue that Social Network Theory and associated analysis
methods has a valuable part to play in the study of Command and Control teams.
Social Network Analysis can be used to study both networks that have been formally
designed and those that form ad hoc. Social Network Analysis also offers both
qualitative (in terms of the graphical representation of linked nodes in a network) and
guantitative (in terms of mathematical metrics computed from graph theory) analyses
of communication networks. Houghton et al. illustrate examples of both analyses
with reference to prior research on social communication and military Command and
Control. Two particular mathematical metrics are employed, centrality (i.e., the
distance of one node from all of the others in the network) and sociometric status (i.e.,
the prominence of any modes in the network). To demonstrate the usefulness of
Social Network Theory, Houghton et al. investigate the networks for three scenarios
in the Fire Service and another three scenarios in the Police Service. Social Network
Analysis was used to characterise these scenarios into three basic types, demonstrated
with both the qualitative (in terms of the graphical representation of three distinct
network) and quantitative (in terms of mathematical metrics of centrality and
sociometric status) analyses. They argue that the representation of the networks in
this manner allows for both subjective and objective questioning and assessment of
the structures. Particularly as some network structures appear to be more effective in

some scenarios than others.

Svensson and Anderson (this issue) consider team communication amongst fighter
pilots’ controllers performing simulated mission. Their analysis categorises the
communications into particular types of speech acts and communication problem.

The findings indicate how performance inter-relates with type of speech act and type



of activity. In particular, they show that speech act frequency (especially meta-
communications and tactics) was highest during good performance. Communication
problems typically related to simultaneous speech. The paper demonstrates that, in
order to work efficiently, team members need to not only communicate, but

communicate sufficiently and at proper times.

Workload and Situation Awareness

The complexity of C2 operations typically places high demands on operators working
within it, and can cause problems with maintaining sound levels of situation
awareness. In this special issue, workload is explored through three approaches to
modelling and two new approaches to considering distributed situation awareness are

explored.

Grootjen et al. (this issue) propose a Cognitive Task Load model and associated
methodology to analyse workload in future C2 environments. The theoretical model
comprises three independent factors: time occupied, task-set switching, and level of
information processing. From this model, they are able to predict extreme operation
conditions of task underload and task overload. They are also able to anticipate the
configuration for optimal task loading. In an experimental task on a naval ship
command room simulator, each of these factors was systematically manipulated in
order to analyse human performance under the extremes of task loading. Justification
for the research came from the ever increasing levels of automation and the need to
manage more complex, and demanding, systems with fewer personnel. The results
suggest that it was difficult for the researchers to manipulate the time occupied

variable in a sensitive manner, whereas the manipulations of task-set switching, and



level of information processing were more sensitive. The model was able to predict

the effects of manipulating task load on these two variables successfully.

Gregoriades and Sutcliffe (this issue) also consider workload. In their paper, they
consider the relationship between communication load and workload on Frigates. In
particular, the paper describes a tool and method for scenario-based workload
assessment. Workload is assessed in terms of communication and task load that each
agent is able to handle. The method employs subjective task and communication
estimates used to calculate the workload of human operators, using static and
scenario-based analyses. This enables the identification of bottlenecks to be addressed
by the designer with the appropriate allocation of function between humans and smart

technology. This task is supported by the functional allocation advisor tool.

Stanton et al. (this issue) propose a new theory of Distributed Situation Awareness for
collaborative teams. The theory aims to overcome some of the limitations of scaling
up theories of individual situation awareness to distributed teams. Distributed
Situation Awareness states a macro, rather than micro, view of situational awareness,
to encompass the whole system under analysis. This means that a higher level of
analysis is applied than previously the case. This has meant that a new methodology
is required to gather the situation awareness data and represent it at a systems level.

In order to illustrate the ideas of Distributed Situation Awareness, a case study of a C2
team from a naval frigate command room was presented. The situational awareness
data was extracted from subject matter experts using Critical Decision Interviews and
Hierarchical Task Analysis. These data were then analysed using Content Analysis,

and then represented as Knowledge Concepts in a Propositional Network. The



Knowledge Concepts were then coded to the stage of activity in which they were
activated. Key Knowledge Concepts (i.e., those that were central to the activities)
were then identified and put into a table. It was argued that the Distributed Situation
Awareness theory and associated methods offered a unique insight into the knowledge
demands placed on a system. This information could then be used to examine system
workload, design training systems, design user interfaces, allocate system functions,

and model new systems.

Gorman et al. (this issue) take case studies from the Gulf War to consider distributed
situation awareness from a different perspective. The paper focuses on the challenge
of decentralised command and control, with a particular emphasis on what the concept
of team situation awareness might mean in this setting. A theoretical framework for a
process-based measure called ‘coordinated awareness of situations by teams’ (CAST)
is outlined and developed. In particular, the CAST measurement uses the concept of
‘roadblocks’. If one assumes that a distributed C2 system follows a ‘trajectory’ in
accordance with specific goals, then something that interrupts this trajectory could be
a roadblock. As the team responds to roadblocks, it is possible to gain insight into the
processes of perception and action that the team needs in order to navigate around the

roadblock. This provides an insight into team situation awareness.

Methodological Developments

Methodological developments in command and control research focus on describing,
analysing and evaluating the activity of, and the interactions between, the agents in
the command and control system. One paper looks at the ability of agents to recover

from system failure, two papers take ethnographic-type approaches to assessing



contemporary systems, one paper focusing on the methodology for analysing decision
making and the final paper focuses on the development of an emergency response

planning simulator for investigations into multi-agency command and control.

Shorrock and Straeter (this issue) argue that automation will play an increasing role in
system operation, and that automation will have some inherent failure, methods for
understanding how human operators will recover these systems are required. They
suggest that this need is even more urgent as systems become more intelligent, and
start to play a role in prediction, problem solving, decision making, task sequencing
and scheduling. Shorrock and Straeter are admittedly playing the worst-case
scenarios, but they argue that it is inevitable that software will fail because of design,
coding or maintenance error, or that the system is used outside its original
specification. They began their study of human recovery of systems by interviewing
Air Traffic Management personnel, to find out how they recover systems from failure.
From this analysis they developed a framework for analysing human recovery, called
the Recovery from Automation Failure Tool (RAFT), comprising five main phases:
the cause, the nature of the problem and the effect, the recovery process and the
outcome. The recovery process is broken down into detection of the fault,
interpretation of the situation, diagnosing the cause, mitigating the consequences and
correction of the fault. Shorrock and Straeter propose that the Recovery from
Automation Failure Tool can be used to structure group discussion on the recovery

process for any failure scenarios that can be imagined.

Walker et al. (this issue) propose the Event Analysis of Systemic Teamwork (EAST)

methodology as an approach for the analysis of Command and Control activity. The



methodology integrates five Ergonomics methods (Hierarchical Task Analysis,
Observation, Coordination Demand Analysis, Communications Usage Diagram, and
Critical Decision Interview) to produce the data necessary for three network
representations of the system under investigation: a propositional network, a social
network and a task network. Walker et al. argue that these data collection, analyses
and representations characterise the important aspects of the system, namely: which
agents are participating, which tasks are being performed, where agents are located,
how the agents collaborate, and what knowledge is being used and shared. They
show how the methodology is applied in a case study of three scenarios from the UK
Rail Industry. Demonstration of the output for the Event Analysis of Systemic
Teamwork methodology is provided together with some justification for application

to other domains.

Farrington-Darby et al. (this issue) present their finding of the application of an
ethnographic-type investigation into the work domain of Controllers in Network Rail.
They argue that there is a need to understand all aspects of the domain under analysis,
and this is part of a more general move within the Ergonomics discipline to
understand the context of work as well as the work itself. They put forward the
participant-observer method as an approach that affords the researcher a first-person
perspective of the work and surrounding physical, psychological, social, cultural and
political environment. The participant-observer method has the potential for the
researcher to develop a rapport with the group of people under investigation.
Farrington-Derby et al. pose five phases to their analysis: (i) general familiarisation,
(ii) initial observations, (iii) collection of evidence, opinion, beliefs and understanding

through participation and interviews, (iv) data compilation, analysis, reduction and



representation, and (v) data qualification and validation with participants and subject
matter experts. The results of the method are a descriptive and qualitative account of
the key features of the work domain, in this case that of the railway controllers. The
researchers argue that the qualitative account can point to areas that require further
investigation within the work domain. Although Farrington-Derby et al. confess that
their approach is not pure ethnography, they point out that the method did require
spells of immersion in the work domain and provided the researcher with some unique

insights into the social aspects of the controllers” work.

Patrick et al. (this issue) show how the process training methodology can be used to
map out team activities in problem detection and problem diagnosis phases of
training. For the purpose of the study, the researchers investigated team training in a
full-scope nuclear power plant control room simulator. Patrick et al. argue that the
process tracing method helps focus the analysis on the behaviour of the team without
losing relevant situational and contextual information. The process tracing
methodology enables researchers to map team reasoning against a timeline. The four
main phases of the method are: (i) collection of data via video, protocols, interviews
and observations, (ii) transcribe data onto a timeline, (iii) code data into segments
according to the scheme used, and (iv) analyse and interpret the data and coding. The
training scenarios required the teams to carry out a routine maintenance activity, in
which a minor disturbance was presented. Failure to detect the symptoms, which
were symptomatic of something less benign, would lead a more major event. Patrick
et al. found that there were differences within and between teams in terms of the time

allocated to different activities over the phases of operation of the power plant. The



process training method was used to show both the quantitative and qualitative

differences in the team performances in a graphical manner.

Ntuen et al (this issue) present work on the development of a simulated environment
for studies of distributed, collaborative, multi-agency activities in emergency response
planning. They argue that there are serious flaws in emergency response systems,
which only come to light under extreme circumstances. They cite the recent case of
hurricane Katrina in New Orleans as an example of where shortcomings in
anticipation, preparation, planning, rehearsal, and response activities were exposed.
Ntuen et al identify many factors that are pertinent to the success or failure of
emergency responses, such as: the form of incident command structure,
interoperability between hard and soft command systems, adequacy of plans and
contingencies, collaboration between military and civilian task forces, and dynamic
prioritisation of rescue operations. They argue that simulation and testing of systems
and scenarios, can help develop an understanding of the complex interactions between
these many system variables. Ntuen et al apply a cognitive systems engineering
approach to the problem, combining the methodologies of Endsley, Rasmussen and
Vicente to produce a work domain analysis of the emergency response systems. This
was used as the basis for the development of a prototype simulation of a decision
support system for training in emergency response scenarios. Ntuen et al describe the
function of the software system and they plan to use the system for investigations into
planning, analysis and execution of distributed, multi-agency, emergency response

scenarios.

CONCLUSIONS



The papers within the special issue provide a contemporary overview of the status of
Ergonomics research, and research trends, into command and control. Whereas one
might characterise research into Command and Control in the 1990s as aiming
towards the development of system models, in which humans could be described as
sophisticated system components, the papers in this special all seem to take the role of
humans as central and distinct from other aspects of the system. Thus, although there
is an over-arching conception of Command and Control ‘systems’, the papers
consider the peculiarities of the roles adopted by humans. This is particularly true of
the several papers which make use of field observations of real people performing real
Command and Control activities. There seems to be an unspoken renaissance for a
socio-technical approach to the command and control research, by which both social
and technical domains are given equal importance, and there is a keen desire to
understand how the domains interact. There are some general principles that can be

drawn from the research presented in this special issue. These are as follows:

1. Systems need to be flexible to adapt to new ways of working or they can
quickly become redundant.

2. The relationships between qualitative and quantitative aspects of system
performance need to be understood.

3. Synchronisation of communication between system agents needs to be
coordinated if performance is to be optimised

4. Predictions (and validations of those predictions) of system performance
IS a necessary prerequisite to design.

5. Care needs to be taken in deciding which tasks, under which conditions,

are scheduled to non-human agents.



6. Comprehensive understanding of contemporary command and control

systems requires naturalistic approaches.

Modern approaches to socio-technical theories and methodologies are contained

within the papers. These approaches will undoubtedly lead to new ways of thinking

about command and control, which itself will inform the design of future systems.
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