CHAPTER 7

TERRORIST FINANCING
7.1
A Brief History

The financing of terrorism gained prominence at the international level only in the mid-1990s, at a time when the alleged State sponsors of terrorism, namely Libya, Syria, Sudan and Iran,
 effectively stopped financing terrorist groups to commit acts of terrorism. All of these nations, in one form or another, were under unilateral and Security Council-based sanctions throughout the 1980s and 1990s as a result of their association with terrorist groups. This typology of State sponsored terrorism was intended primarily to agitate political foes (Libya) or further political aspirations in particular regions (Syria and Iran in respect of Shi’ite influence in the Middle East). Despite the lack of a definitive international instrument that would combat the financing of terrorism – other than by a Security Council resolution – a few nations adopted legislation that not only criminalised such financing but moreover black-listed the organisations themselves – both recipients and donors. Most prominent among these is the US Anti-Terrorism and Effective Death Penalty Act (AEDPA) 1996 which was used as a vehicle by the US government to list certain organisations as designated terror organisations.
 During the same time other regional forms of terrorism were being financed by organised crime activities, particularly drug cultivation and trafficking, as was the case with the Colombian FARC.
 

It was, however, with the advent of Islamic terrorism that the issue of financing became more international and pressing. It was, for example, widely shared that the Taliban and Al-Qaeda were using proceeds from the cultivation of opium in Afghanistan to finance their operations abroad.
 Equally, Islamic charities were routinely utilised by terror groups to raise money, despite the fact that most of the smaller donors were unaware of the funds’ intended application. As a result, it had become evident that the then existing system of anti-terrorist treaties was inadequate to deal with Islamic terrorism, particularly its financing dimension. The only available legal tool was money laundering legislation, which shares a number of similarities with terrorist financing. Thus, just like money laundering, the collection of funds for terrorist operations was designated as a “predicate” offence where the funds were derived from an illicit activity, such as drug trafficking. This, however, meant that if the source of the funds was legitimate (i.e. charity collection) the money laundering paradigm was inadequate to criminalise the intended use of the funds. US prosecutors, among others, have had the opportunity from the early 2000s to deal with so-called “clean money” terrorist financing cases. In USA v Enaam Arnaout, for example, the executive director of an Illinois-based charity known as Benevolence International Foundation used the Foundation as a conduit for collecting money for Al-Qaeda from unsuspecting donors. The accused was convicted under multiple counts, including money laundering and providing material support knowing it would be used for overseas terrorism.

In order for nations to counter “clean money” terrorist financing, therefore, was not an inchoate offence but a wholly independent terrorist financing offence whereby the mere collection of funds with the intention and knowledge that they be used to finance acts of terrorism would give rise to criminal liability under both domestic and international law. In most cases, a clear link between the money-raising and the intention of the fundraisers will become apparent by the very transfer of the funds. Yet, in many situations it is not at all clear that a charity which has ended up giving part of its funds to a terrorist organisation is also liable for all the acts committed by that organisation.
 If this were indeed so, all future donors would be dissuaded as they would view themselves as possible accessories and in any event one should not without solid evidence presuppose a nexus between a fundraiser and a criminal act to which part of the funding may have been diverted, whether knowingly or unknowingly.
 This seems to be the prevailing view in US anti-terrorist practice, which has resulted in a number of charities being found liable for assisting terrorist organisations by merely providing human rights training to certain groups.
 As will be stated in a subsequent section this heavy-handed approach by national authorities and international organizations has given rise to many human rights concerns.
Moreover, it was also crucial that an international mechanism be established which would effectively allow States to freeze assets designated as terrorist by an authorised international entity working under the UN Security Council.
 Thus, from the mid-1990s onwards an attempt was made to agree the terms of a treaty encompassing these characteristics. These attempts culminated in the adoption of the 1999 International Convention for the Suppression of the Financing of Terrorism.
7.2
The 1999 Terrorist Financing Convention

This convention was sparsely ratified and would have made little impact in international relations had it not been for the terrorist attacks of 9/11.
 The primary reason was Article 12(2), thereof, which demanded that parties shall not refuse a request for mutual legal assistance on the grounds of bank secrecy. For the vast majority of industrialised nations this was considered anathema because bank secrecy was a long-standing foundation which had contributed to their economic success. 
In any event, the convention provided a useful definition of terrorist financing as an independent international offence. Hence, it encompasses under Article 2(1) any direct or indirect provision or collection of funds, unlawfully and wilfully, by any means, with the intention that they should be used or in the knowledge that they are to be used, in full or in part, in order to carry out: a) an offence under any of the pre-existing anti-terrorist conventions (e.g. bombings, hijacking), or; b) any other offence intended to cause death or serious injury to a civilian, the purpose of which is to intimidate a population, or to compel a government or an intergovernmental organisation to do or to abstain from doing something. Moreover, liability arises also in respect of attempts and planning as well as in respect of all types of complicity, including joint criminal enterprise and conspiracy (Article 2(5)). It is clear therefore that terrorist financing requires either a predicate terrorist offence in addition to the financing of said offence, or the commission of any offence against the person so long as the aforementioned special intent (dolus specialis) is present (i.e. intimidation of a government or international organisation). The other important element of this new offence is that liability arises independently of the predicate offence, as long as the perpetrator has sufficient knowledge of the context and intends to raise funds to commit an act of terror. The criminalization of terrorist financing absent a predicate offence did not exist prior to the promulgation of the Terrorist Financing Convention.

More importantly, the convention establishes an elaborate mechanism for the exchange of information and extradition between national authorities, as well as other forms of mutual legal assistance. Furthermore, following other trends, especially in the field of anti-corruption treaties, the convention obliges parties to impose effective sanctions on legal persons (Article 5), including criminal, and to freeze or confiscate those assets that were used to perpetrate terrorist acts (Article 8).
7.3
The FATF Regime

The Financial Action Task Force (FATF) is an entity made up of independent experts which is part of the Organization of Economic Cooperation and Development (OECD). The FATF’s original mandate was to explore ways by which States and intergovernmental organizations could deter, prevent and halt money laundering. The FATF issued a number of recommendations in the 1990s, which although non-binding formed the basis of subsequent international treaty-making, such as the Terrorist Financing Convention, the 2000 Palermo Convention against Transnational Organized Crime, the three EC money laundering directives
 and others. Moreover, the practices identified in the FATF recommendations were deemed authoritative and effective enough to be endorsed in domestic laws as well as be adopted on a voluntary basis by private financial institutions, such as banks, money transfer agencies and others. Following the events of 9/11 the FATF mandate was expanded to encompass terrorist financing. Although the FATF quickly realized the parallels between the money laundering and terrorist financing regimes and indeed subsumed the latter into the former for practical purposes in its first recommendations on terrorist financing in 2001, it readily admitted that terrorist financing can be committed without the existence of a predicate crime (as was underscored in the Terrorist Financing Convention), whereas money laundering cannot.


As a result, the FATF went on to examine those facets of terrorist financing that distinguished it from money laundering, while at the same time incorporating money laundering tools and typologies into anti-terrorist financing policies. The latest FATF recommendations were issued in 2012 and are indicative of the inter-connecting regime set up by the FATF.
 The fundamental conclusions belying these recommendations are that there must be transparency in all transactions undertaken by States as well as private financial institutions.
 This requires meticulous record-keeping and effective knowledge of one’s clients (also known as KYC or know your client), all of which must be accessible to national authorities. Moreover, States must be open to all forms of mutual legal assistance and establish dedicated competent authorities and institutional measures. Furthermore, the FATF has recommended that the international community acting in concert dissuade jurisdictions from setting up tax or bank heavens that are effectively used to launder money. The FATF itself maintains a list of uncooperative jurisdictions. These conclusions are evidently common to both money laundering and terrorist financing.

In respect to financing, the FATF has called on States to adopt the definition of the offence as this is found in Article 2 of the Terrorist Financing Convention in order to encompass situations where no predicate offence exists.
 It has also suggested and reinforced the notion of targeted financial sanctions through the United Nations as a means of deterrence
 and called on States and the international community to adopt measures to prevent the misuse of non-profit organisations, namely charities.
 One cannot emphasize enough the influence of the FATF and its recommendations to the work of the Security Council and the UN in general, as well as its direct impact on domestic legislation. It is for this reason that when one examines the UN anti-terrorist financing regime (as well as similar action and measures adopted by all intergovernmental organisations) one should always read into this the imprint of the FATF’s recommendations.
7.4
Security Council Resolution 1373

Resolution 1373 was adopted a few days after the 9/11 attacks and was sponsored unsurprisingly by the USA. Its aim was to oblige all States to adhere to the regime established under the Terrorist Financing Convention, which, as already mentioned, was only sparsely ratified. Thus, the effect of Resolution 1373 was to indirectly impose the new terrorist financing offence
 and moreover impose an international regime of cooperation that would oblige nations to detect, freeze and confiscate assets designated as terrorist, irrespective of then-existing bank secrecy laws. This was indeed a radical development that was, however, rather fluid and vague in respect of its ultimate implementation. No doubt, the idea was that the Security Council would set up a new sanctions committee which would identify terrorist organisations and terrorist suspects, thereafter transmitting this information to national authorities with the aim of freezing assets found on their territory. This idea is not new in the operation of the Council’s targeted sanctions regimes. However, whereas typically the Council identifies and enforces collective sanctions, delegating only implementation powers to a relevant subsidiary organ (i.e. a sanctions committee), the freezing orders adopted under Resolution 1373 were not discussed and identified by the Council, but were instead identified by discrete national intelligence agencies, particularly those of the USA.
 This practice soon created serious legal problems because on many occasions said agencies bypassed the Security Council and its subsidiary organs altogether and began to dictate terrorist lists directly to foreign government agencies as well as private financial institutions.
 This remains an issue to the present day and no one can declare with certainly whether and to what degree foreign private banks are dealing with such requests by US agencies. At the inter-State level the matter was certainly smoothened by the fact that the post-1373 regime is now part of standard practice, particularly following a methodical streamlining of the process by the Council itself as well as by the Taliban and Al-Qaeda Sanctions Committee,
 and like-minded States have since developed effective and informed modes of collaboration.
7.5
UN Sanctions Committees dealing with Terrorist Financing

It has already been mentioned that prior to 9/11 the Security Council had established a sanctions committee against the Taliban with the primary objective of targeting those individuals and entities associated with this group which at the time controlled the largest part of Afghanistan. This was achieved by means of Resolution 1267. One of the aims of the sanctions was to freeze funds and other financial assets or economic resources of designated individuals and entities.
 The mandate of the 1267 committee has been renewed annually ever since and was crucially expanded to encompass also persons or organizations associated with Al-Qaeda.
 The latest version was introduced by Resolution 1989.
 


Besides the CTC established pursuant to Council Resolution 1373 the only other sanctions committee dealing with the terrorist phenomenon, albeit indirectly, is that set up by Resolution 1540.
 The aim of this committee is to deter the proliferation of nuclear, chemical and biological weapons. Resolution 1540 expressly refers to Resolutions 1373 and 1267, emphasising the threat of terrorism posed by non-State actors by acquiring, trafficking, developing and using these weapons. As a result, the 1540 committee’s mandate may turn to terrorist financing, although in practice any information of this nature, especially if it concerns Al-Qaeda, will be communicated to the 1267 committee. All three committees share open lines of communication and hence enjoy optimal cooperation. For the purposes of this chapter it is assumed that the workload of the 1540 committee dealing with terrorist financing is negligible.

It has already been mentioned that following the adoption of Resolution 1373 a number of US federal agencies bypassed the Council and effectively imposed their own lists of designated persons to foreign governments and private financial institutions. The matter seems to have been resolved to a large degree by a succession of follow-up resolutions to 1267 and the practice of the 1267 sanctions committee which has streamlined the process and has produced a set of Listing Guidelines.
 In principle, all decisions as to listing are to be taken by the members of the committee by consensus. In order for the committee to discuss and ultimately determine the listing of an individual or organization, a UN member State must provide requisite evidence. This is a rigid process that is not satisfied by, for example, the prosecution of the person or organization elsewhere. Paragraph 13 of Resolution 1989 requires (1) specific information demonstrating that the individual/entity meets the criteria for listing set out in paragraphs 4 and 5 of Resolution 1989; (2) details of any connection with a currently listed individual or entity; (3) information about any other relevant acts or activities of the individual/entity; (4) the nature of the supporting evidence (e.g. intelligence, law enforcement, judicial, open source information, admissions by subject, etc.); (5) additional information or documents supporting the submission as well as information about relevant court cases and proceedings.
 Following a number of high profile cases and complaints about the secretive character of the listings and the absence of habeas corpus-type tools to challenge one’s listing, the Security Council and the committee established de-listing procedures.
 Moreover, by means of Resolution 1904 the Council incorporated an ombudsman mechanism in the workings of the 1267 committee with a view to assessing complaints by listed individuals and organizations.

It is evident that the work of the 1267 committee has implemented and streamlined the mandate of the Security Council in respect to the rapid and accurate – to the degree possible – identification of terrorist suspects and organizations. Its transparent and inclusive character, as well as the possibility for review and de-listing, have certainly helped to remove many of the arguments posed against its democratic deficit. What the committee cannot do or impose, however, is in what manner the member States in which terrorist funds are found are to be frozen or confiscated.
 This is no doubt a matter for the respective national authorities in consonance with their human rights obligations.

7.6
Human Rights Considerations: The Right to Property and Family Life

Although the entire gamut of civil and political rights is pertinent to a discussion of anti-terrorist laws and enforcement policies, two are particularly suited to the discrete offence of terrorist financing; these are the right to family life and the right to property. The right to family life in Article 8 of the European Convention of Human Rights (ECHR) encompasses a number of issues which at first sight are not obviously connected to the notion of “family”. Of particular importance to this study is the connection between a family’s assets and the designation of a family member as a terrorist suspect, as a result of which said assets are frozen or confiscated. The effects, no doubt, of such enforcement action are felt not just by the suspected family member but also by the entire family. The rationale is similar to the fungibility argument employed in the field of economics to denote that money going in for one purpose frees up money for another purpose. In the present scenario this means that even if the terrorist’s family could keep its assets only to feed and house itself, this would simply allow the terrorist to free funds he would otherwise have to provide to his family for their basic needs for his own terrorist activities.
 It is not abundantly clear that this rationale is sound when transplanted in the field of fundamental rights. No doubt, the 1267 sanctions regime serves a legitimate purpose and on the whole the European Court of Human Rights has taken the view that this asset freezing mechanism is compatible with the right to family life and the right to an effective remedy (Article 13 ECHR),
 the latter presumably following the adoption of pertinent Security Council resolutions, as a result of the Kadi judgment.


Problems do persist, however. In another case, the EU had implemented a freezing order against the assets of the family of a listed terrorist, which included social security benefits intended solely for meeting the family’s basic needs. The family was unable to effectively survive. The European Court of Justice (ECJ) rejected the application of the freezing order to such payments as indeed its underlying rationale, i.e. that because the spouse may have been able to use some of those payments she could therefore gain some benefit.
 It is clear therefore that there is a move away from the fungibility argument and a firm stipulation that the right to family life, with all that is entailed in raising a family, requires that the assets of a listed terrorist not be restricted to such a degree that his or her family may suffer as a result.
 Other aspects of the right to family life are still contentious. Some jurisdictions, for example, have accepted that the private life of persons subjected to freezing and control orders may be curtailed by allowing publication of their names in court cases, particularly when their identities have already been exposed.


The right to property has always been an integral part of democratic systems and is the foundation of liberal economies.
 The European Court of Human Rights seems to suggest in Nada, although once again refusing to accurately define the relationship between Article 103 of the UN Charter and member States’ human rights obligations, that it is one thing for the Security Council to impose certain measures but it is entirely another how such measures are to be implemented in accordance with a nation’s human rights duties.
 The freezing of a person’s assets is an exceptional measure and is not self-evident by reason of the listing of an individual. Freezing and confiscation specifically aim to deter the use of assets for the perpetration of criminal offences by the owner or other persons. Thus, they are not forms of punishment, especially given that freezing and confiscation can take place prior to the suspects’ criminal trial. It is therefore imperative for both individual suspects and organizations, including their representatives and family members, to have access to procedures that allow them to contest and challenge the listing as well as the administrative measures of freezing and confiscation. The Kadi judgment made this abundantly clear
 and as has already been mentioned the Security Council has introduced a special de-listing procedure as part of the 1267 sanctions regime which is facilitated by an ombudsman. In most cases the suspect will not challenge his listing because he or she will have to give him or herself up. Hence, in the majority of cases the suspect’s family or representatives (if a charity) will apply for the removal of the freezing or confiscation orders. It cannot be stressed enough that the authorities should assess the needs of the suspect’s family and on this basis decide what assets may be released that will allow the family to lead a dignified life. This of course in no way implies that the authorities are prohibited from monitoring whether the family members are involved in terrorist activities themselves, in which case asset freeze will apply to them also.

7.7
Private Initiatives to Deter Terrorist Financing

One of the consistent features of the law relating to terrorist financing has been the pre-emptive response of the international banking community. Indeed, private self-regulation aims to pre-empt government regulation in areas considered intrusive to business interests and therefore private actors generally find it expedient to adopt measures in advance. It is hoped that these measures are sufficient to ward off any further government intervention.
 In order for these hopes to be realised it is evident that private self-regulation be effective and consistent with the standards set out by international bodies, such as UN sanctions committees, the EC, as well as non-binding entities such as FATF. The reaction of the banking sector – including the gaming industry, remittance operators, estate agents and others – was only natural given the obvious route for terror funds.

In the aftermath of 9/11 the private banking sector took immediate action. We have already noted the pressure placed upon banks to freeze the assets of clients as per the instructions of US government agencies, in respect of which little choice was available. It is presumed that in the majority of cases governments turned a blind eye to such demands to the private sector. At the same time, however, banks formed alliances and in the same manner they had voluntarily adopted anti-money laundering guidelines in their operations they proceeded to introduce rules on terrorist financing. The European Banking Federation (EBF), for example, initially adopted a set of seven recommendations in order to improve the implementation of the then EU sanctions regime. This has now grown to a sophisticated and well-coordinated regime that is primarily predicated on the work and recommendations of the FATF as well as, of course, relevant EU and national regulation.


On 30 October 2000, eleven of the world’s largest banks, later followed by two others, established anti-money laundering guidelines applicable to private international banks. The Group adopted a set of principles guiding its members how to better conduct their business and avoid the circulation of illegitimate funds. On this basis, the members unanimously adopted the so-called Wolfsberg Principles.
 As a result of the 9/11 events, the group met again in January 2002 to discuss terrorist financing and updated its principles to make reference to the role of financial institutions. The preamble of the new Statement on “the Suppression of the Financing of Terrorism” acknowledges that terrorist funds do not necessarily derive from criminal activity and that terrorist financing can only be defeated by global co-operation between State entities and banks.


Additional measures were adopted by the Basel Committee, which was established by the central-bank governors of the Group of Ten (G10) Countries in 1974. It is composed of about thirty technical working groups and task forces. Although its conclusions or recommendations do not have the force of law they are nonetheless intended to formulate broad supervisory standards and guidelines while recommending statements of best practice in the expectation that individual authorities will implement them based on their own particular needs. The Committee’s Secretariat is provided for by the Bank for International Business Settlements (BIS).
 On 14 December 2001, bank supervisors and legal experts of G10 central banks and supervisory authorities met to discuss how to prevent the abuse of the financial system when this is used to finance terrorism and specifically issues relating to the sharing of financial records between jurisdictions. The participants noted that this cannot be achieved unless financial services providers have effective KYC and customer due diligence procedures
 and that terrorist funding methods such postal giro network and private wire transfer systems do not fall within the jurisdiction of central banks and banking supervisors. Much like the Wolfsberg Principles and EBF Guidelines, the Basel Committee emphasized the need for enhanced information-sharing, focusing on two mechanisms for information flows: a) from a government body in one country to a government body in another country, using an official gateway or some less formal channel (i.e. through mutual legal assistance treaties or Egmont Group-type of Memoranda of Understanding),
 and: b) within a single financial group (i.e. between a financial entity operating in one country and its head office or parent institution in another country.

7.8
Conclusion

These are just a sample of the most important private initiatives undertaken on a voluntary basis – alongside binding statutory commitments, by the financial sector. There is obviously no shortage of efforts by public authorities also but the assessment of whether such measures have actually paid dividends must be measured by concrete empirical evidence which does not exist. One could well posit that the mere fact that listing has taken place on such a large scale across international frontiers has inhibited cross-border terrorism ever since the events of 9/11. On the other hand, scholars have no real idea as to the use of money and monetary resources in contemporary “fundamentalist”-style terrorism – I merely use this term to distinguish it from the ideological terrorism of the 1960s and 1970s. While large scale operations such as the running of training camps and 9/11 type attacks require significant funding, in which case freezing is essential in terms of deterrence, it is well known that large damage to infrastructure and civilian casualties can come about by cheaply made bombs or stolen biological, toxic and poisonous materials. This, of course, does not mean that the international community must cease its efforts to stem the flow of money that is destined for large operations, but it is clear that the industrialised world must make a difficult, but vital, choice. 
It seems that the bulk of Islamic funding goes into the Islamic education of young, mostly disillusioned, Muslims around the world. Much of this education is hostile to Western values and in some cases its aim is to stir hate and potentially to incite violence. The international community must be bold enough to commence a serious and informed debate on and with Islam – in the same manner that the Arab spring brought its own version of Islamic democracy to North Africa – other than by simply pointing out hate speech concerns and attacking “fundamentalism”. The West has for a long time avoided to confront the notion that there are indeed irreconcilable differences between the Islamic and Judeo-Christian tradition. However, the fact that such differences exist does not mean that we cannot co-exist in peace and harmony.
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